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(57) ABSTRACT 

The present invention provides a system and method for 
facilitating a transaction using a secondary transaction num- 
ber that is associated with a cardholder's primary account. 
The cardholder provides the secondary transaction number, 
often with limited-use conditions associated therewith, to a 
merchant to facilitate a more secure and confident transac- 
tion. 
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SYSTEM FOR FACILITATING A TRANSACTION 

CROSS REFERENCE TO RELATED 
APPLICAnONS 

[0001] This application claims priority to, and the benefit 
of, U.S. provisional applications: (1) Sen No, 60/187,620, 
filed Mar. 7, 2000, (2) Ser. No. 60/200,625, filed Apr. 28, 
2000, and (3) Ser. No. 60/213,323, filed Jun. 22, 2000, aU of 
which are hereby incoiporated by reference. 

HELD OF THE INVENTION 

[0002] The present invention generally relates to a system 
for facilitating transactions utilizing a secondary transaction 
number that is associated with a primary transaction card. 
More particularly, the system allows a cardholder to pay a 
merchant with a private, limited-use, transaction number 
without the need to disclose to the merchant or others the 
cardholder's primary charge card number. Moreover, the 
present invention provides registration, number generation 
and assodalion, authorization, settlement and customer ser- 
vice processes that achieve an improved secure and private 
transaction system. 

BACKGROUND OF THE INVENTION 

[0003] The proliferation of the Internet has resulted in a 
thriving electronic commerce industry, where more and 
more products and services are available to consumers in a 
variety of non-traditional ways, e.g., internet, telephone 
sales, wireless, interactive TV, etc. For example, in tradi- 
tional online consumer-merchant transactions, consumers 
typically provide merchants with transaction numbers (e.g, 
charge card numbers) from their existing debit, phone, credit 
or other transaction/service cards (e.g., American Express®, 
VISA®, MasterCard® and Discover Card®, AT&T®), 
MCI®), etc.). Transmission of transaction numbers via these 
traditional means has created increased opportunities for 
fraud. Namely, it is possible for these numbers to be inter- 
cepted during transmission, after transmission, while being 
stored electronically or at the merchant's online or ofiQine 
location. In light of the increase in charge card fraud 
involving situations where the physical charge card is not 
actually presented to the merchant, consumers are becoming 
increasingly cautious and leery of giving out their actual 
charge card number to merchants (or other unknown third 
parties asserting to be merchants). 

[0004] In traditional online purchases, a consumer often 
browses the Internet for items to purchase. When the con- 
sumer finds an item that he or she is interested in purchasing, 
the consumer typically selects an item to add to a virtual 
shopping cart. When the consumer has finished shopping, 
and desires to purchase an item, the consumer usually 
proceeds to a virtual checkout, where the consumer is 
prompted for payment and delivery information. The con- 
sumer then typically is required to enter the appropriate 
delivery and credit card information, where the the con- 
sumer reads the credit card number directly from the con- 
sumer's physical credit card. This information is then trans- 
mitted electronically to the merchant via a public internet 
network. Although the transmission is often encrypted, there 
exists the possibility that the number will be intercepted en 
route to the merchant. More hkely, however, is that the 
number will be fraudulently used by an unscrupulous third 
party, such as a dishonest employee of the merchant. 



[0005] In addition to the previous example, various other 
means of credit card skimming are common in the industry. 
In an attempt to minimize these and similar problems 
relating to credit card fraud, banks and other credit card 
institutions have begun to explore various ways to provide 
customers with temporary transaction numbers to facilitate 
online transaaions, where the acmal credit card is not 
disclosed to the merchant or any other third party. 

[0006] For example, U.S. Pat. No. 5,883,810 issued to 
Franklin, et al, which is hereby incorporated by reference, 
discloses a system to facilitate online commerce where a 
customer is able to register and sign-up for an "online 
commerce card." This online commerce card does not exist 
in physical form, but instead exists in a digital form that can 
be electronically configured for online commerce. The issu- 
ing bank issues the digital card to the customer in the form 
of a signed digital certificate binding the customer to the 
bank and provides the customer a software module that can 
be invoked when using the commerce card to conduct an 
online transaction. This onhne commerce card is assigned a 
permanent customer account number that resides with the 
issuing bank and is not given to the customer. In Franklin, 
when a customer desires to make an online purchase, the 
customer requests from the bank a transaction number that 
is good for a single transaction and with a limited life. This 
single transaction number is provided to a merchant to 
complete a purchase and is then processed by the merchant 
for authorization and settlement, with the issuing bank 
substituting and re-substituting the single transaction num- 
ber and the customer account number as necessary in order 
to insure that the actual account number is not released to 
any third party. 

[0007] Although the single use transaction number dis- 
closed by Franklin provided some improvement over the 
traditional online transaction methods, several problems 
remained. For example, Franklin's system, which requires 
the generation of a digitally keyed online commerce card 
that does not exist in the physical form, requires customers 
to register and use an assigned digital certificate. Further- 
more, this system requires the customer to download mod- 
ules to facilitate the registration and transaction processes. 
Although Franklin notes that the commerce card is config- 
ured to be used by the customer in one or more areas of 
commerce in which the customer typically employs a charge 
card, Franklin fails to disclose how a consumer's existing 
plastic credit card number could be used to factlitale trans- 
actions. Specifically, Franklin requires instead, for the card- 
holder to sign-up and register in advance for an online 
commerce card that is not the cardholder *s existing physical 
credit card, but is a non-physical digital card. Furthermore, 
the Franklin single transaction number will not work for 
multiple payment arrangements, i.e., where there is one 
purchase but multiple payment components. 

[0008] Additional publications also disclose efforts to 
make transactions more secure, such as, for example, PCT 
Application, WO 99\49424, published on Sep. 30, 1999, and 
PCT Application WO 99\49586, published on Aug. 24, 2000 
(collectively "Orbis"), hereby incorporated by reference, 
which attempt to expand and improve on the use of tempo- 
rary transaction numbers. Specifically, Oibis discloses the 
use of a limited use credit card number that is associated 
with a master credit card (e.g., a physical credit card). 
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[0009] Orbis discloses using this limited use credit card 
number for transactions with merchants so that the physical 
credit card is not disclosed to the merchant or other third 
parties. In Orbis, for example, the bank or credit card 
provider issues the cardholder a non-activated limited use 
credit card number that is associated with the cardholder's 
master credit card. In an online transaction, the cardholder 
activates the limited use credit card and provides that 
number to the merchant to complete a transaction. On 
presentment to the card provider for authorization, the card 
provider verifies, inter alia, that the conditions of use have 
been met. If the conditions have been met, the card provider 
provides the merchant with an approval code that will 
accompany the payment request during settlement. If, how- 
ever, during the authorization process, it is determined that 
certain conditions of use have not been met, the card 
provider de -activates the limited-use card. With the limited- 
use credit card de-activated, the merchant will not be paid 
and the transaction is not able to proceed through settlement. 
Conversely, if the limited use number is not submitted at all 
for authorization, and the merchant chooses to process this 
transaction for settlement, settlement may later occur and the 
merchant may be paid, with the incumbent risk to the 
merchant, however, that charge-back is likely if the charge 
is later disputed by the cardholder. 

[0010] In prior art systems, if a transaction involving a 
temporary number is not authorized for failing to meet 
certain limited-use conditions, the number is deactivated and 
will not be processed through settlement. In real world 
environments, this creates certain problems. For instance, 
many online or telephonic purchases are multiple payment 
purchases, where one product may be purchased but mul- 
tiple periodic payments are used to complete the transaction. 
Although the consumer is usually provided with the product 
up front, there may be occasions where the product is not 
delivered until all payments have been completed. The prior 
art systems occasionally create situations where the tempo- 
rary transaction number is deactivated at some point in the 
multiple payment process where the merchant is not fully 
paid, possibly resulting in the product not being delivered to 
the consumer. 

[0011] As previously noted, prior art systems typically use 
the authorization process to determine whether limited-use 
conditions are satisfied. The resultant comparison utilized in 
the authorization process is then used to update a conditions 
database. However, the consumer rarely knows exactly how 
many authorization requests will be submitted by the mer- 
chant. For example, a consumer may purchase an item 
online for $1000, agreeing to apply ten monthly $100 
payments to complete the purchase. Initially, one employing 
a prior art system may think to apply a number of diflferent 
limited use conditions to facilitate this transaction, e.g., one 
transaction for $1000, ten transaaions for $100, or any 
combination. Additionally, diflferent merchants may handle 
authorization requests in a number of different ways. A 
merchant may send to the card provider (i) only one autho- 
rization request for $1000; (ii) one authorization request for 
$1000, followed by subsequent authorization requests for 
each $100 payment; (iii) one authorization request for each 
$100 payment, or (iv) only a few periodic authorization 
requests. It is also common in the industry for merchants to 
submit pre-authorization requests followed by a subsequent 
request for authorization. In sum, it can be difficult for the 



consumer to guess exactly what method will be employed by 
the merchant to facilitate the authorization process. 

[0012] As such, the prior art systems create situations 
where a temporary transaction number may be inadvertently 
deactivated prior to completion of the periodic payments. If, 
for example, the consumer only authorized one transaction, 
the card would be deactivated where the merchant submits 
one pre-authorization request, followed by a second autho- 
rization request prior to the first payment. 

SUMMARY OF THE INVENTION 

[0013] The present invention facilitates transactions 
between a first party (referred to herein as "cardholder") and 
a second party (refened to herein as "merchant") by pro- 
viding the cardholder with a secondary transaction number 
that is associated with a cardholder's primary account, (e.g., 
charge card), wherein the cardholder presents or transmits 
the transaction number — ^not the primary charge card num- 
ber — to the merchant to initiate a transaction. 

[0014] More particularly, the system involves the process 
of registering a cardholder (if not already pre -registered) to 
participate in a transaction system; generating a secondary 
transaction number and issuing this number to the card- 
holder, where the cardholder presents this number to a 
merchant to complete a sales transaction; the merchant 
processing this secondary transaction number, similar to any 
other credit card number, where the number is typically 
presented to the credit card provider for authorization. 
Throughout this process, the cardholder's primary charge 
card number is never passed to the merchant or any other 
third party. Additionally, the secondary transaction number 
may also carry with it certain limitations-on-use conditions, 
where the transaction is not authorized unless these condi- 
tions are met. 

[0015] In generating a secondary transaction number, 
upon a cardholder's request, the card provider generates a 
random number and associates this number with the card- 
holder's primary charge card account. This instantaneous 
and immediate generation of a random number allows for 
the number to be used by the cardholder immediately upon 
receipt. This process obviates the need for separate activa- 
tion of the secondary transaction number, and minimizes the 
possibility that a secondary transaction number, once issued, 
will not be utilized because the cardholder or card provider 
failed to "activate" it. 

[0016] During the authorization phase of the transaction 
process, the card provider receives the merchant's authori- 
zation request and verifies that certain limitations-on-use 
conditions, if any, have been satisfied. If the conditions have 
been satisfied, the request is approved and the card provider 
sends the merchant an approval code. If conditions have not 
been met, the request is declined. Although the request is 
declined, in an exemplary embodiment, the secondary trans- 
action number is not "deactivated," and, as a result, may still 
continue through the payment process. 

[0017] An exemplary settlement procc-ss of the present 
invention involves receiving a request from a merchant to be 
paid for a particular transaction and paying the merchant. As 
noted above, even a secondary transaction number that has 
not been authorized or that has been denied authorization by 
the card provider, may proceed through settlement, with the 
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incumbent risk to the merchant that the transaction (if not 
accompanied by a valid approval code) may later be charged 
back lo the merchant if the transaction is ever disputed. 
During the settlement process, the accounts payable system 
pays the merchant, referencing only the secondary transac- 
tion number. However, prior to the accounts receivable 
processing, (he secondary transaction number is replaced 
with the primary account for cardholder billing. The card- 
holder's statement may reflect, as desired, the secondary 
transaction number(s), the primary account aumber(s), all 
numbers or any combination of these numbers. 

[0018] The dispute handling and customer service pro- 
cesses of an exemplary embodiment of this invention enable 
customer service representatives to retrieve information and 
initiate customer or merchant inquiries based on the primary 
account number, the secondary transaction number or other 
transaction specific information provided by either the card- 
holder or the merchant. Therefore, the cardholder may 
provide either the primary account number or the secondary 
transaction number to the customer service representative to 
initiate a dispute. With either number, the representative is 
able to look-up the associated account number and accoimt 
information. The system provides seamless integration of 
the secondary transaction number and the primary account 
(i.e., charge card) number to ensure that the merchant only 
sees statements, reports^ letters, or financial adjustments 
bearing the secondary transaction number — not the charge 
card number, while the cardholder need only reference the 
primary charge card account. Additionally, it is through the 
dispute handling process that the cardholder may dispute a 
transaction involving, inter alia, an unauthorized use of the 
secondary transaction number and it is during this process 
that the transaction amount is charged back to the merchant. 
Other situations involving a merchant charge-back may 
include duplicate billing; service or item not received; item 
returned; or wrong amount billed. 

[0019] Various embodiments of the present transaction 
system incorporate, and improve upon, existing or develop- 
ing technologies, such as, for example, non-currency based 
programs and loyalty systems, electronic lines of credit, 
online banking, etc. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] Additional aspects of the present invention will 

become evident upon reviewing the non-limiting embodi- 
ments described in the specification and the claims taken in 
conjunction with the accompanying figures, wherein like 
reference numerals denote like elements. 

[0021] FIG. 1 is an overview of an exemplary system for 
facilitating a transaction. 

[0022] FIG. 2 is a flow diagram of exemplary processes of 
the present invention; 

[0023] FIG. 3 is a web page screen shot of a card 
provider's exemplary splash page for a transaction system; 

[0024] FIG. 4 is a web page screen shot of a card 
provider's exemplary online registration page for a transac- 
tion system; 

[0025] FIG. 5 is a web page screen shot of a card 
provider's exemplary online login page for a transaction 
system; 



[0026] FIG. 6 is a web page screen shot of a card 
provider's exemplary online drop -down menu used to select 
a primary charge card in the foreground and an online 
merchant's payment web page in the background; 

[0027] FIG. 7 is a web page screen shot, displaying in the 
foreground, an exemplary secondary transaction number 
(e.g., Private Payments'''** number) relumed to the user; and 
in the background, a merchant's payment web page; 

[0028] FIG. 8 is a block diagram of exemplary compo- 
nents of the present invention; 

[0029] FIG. 9 is a block diagram of an example of some 
of the exemplary data structure of the STN database of the 
present invention; 

[0030] FIG. 10 is a flow chart of an exemplary secondary 
transaction number generation process of the present inven- 
tion; 

[0031] FIG. 11 is a flow diagram of an exemplary trans- 
action authorization phase of the present invention; 

[0032] FIG. 12 is an screen shot of an exemplary trans- 
action history report of the present invention; 

[0033] FIG. 13 is a flow diagram depicting an exemplary 
embodiment of the present invention involving an electronic 
line of credit system; 

[0034] FIG. 14 is a flow diagram depicting one embodi- 
ment of an exemplary transaction system of the present 
invention used to facilitate a non-currency based member- 
ship rewards program; 

[0035] FIG. 15 is a flow diagram depicting a second 
embodiment of an exemplary transaction system of the 
present invention used to facilitate a membership rewards 
program. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

[0036] As background, the various prior art methods for 
implementing transactional systems utilizing temporary 
numbers have failed to satisfy certain consumer demands for 
more secure and confident transactions. Specifically, the 
prior art systems have typically required, inter alia, (i) 
additional software to provide regisU"ation and transaction 
processes, (ii) the generation of a separate digital certificate 
embodying a non-physical online commerce card, (iii) sepa- 
rate activation of the temporary transaction number; or (vi) 
a deactivation of the temporary number if predefined con- 
ditions are not met. In short, previous transaction systems 
have not sufficiently adapted to real world demands for a 
more secure and confident transaction system that is readUy 
compatible with existing banking and electronic commerce 
systems. 

[0037] The present invention includes a unique system for 
facilitating transactions that is easily and readily adaptable 
to existing commercial transaction processing systems. 
While the system may contemplate upgrades or reconfigu- 
rations of existing processing systems, changes to card- 
holder or merchant systems are not necessarily required by 
the present invention. For example, the present system may 
contemplate, but does not require: downloading of software 
modules; a digitally-based, non-physical commerce card; 
activation or deactivation of the secondary transaction num- 
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ber; and certain embodiments do not require the existing 
online customer to separately register for the service. More- 
over, the transaction system herein described can be seam- 
lessly integrated into current electronic commerce processes 
with minimal to no changes to existing systems used by 
cardholders or merchants. 

[0038] The transaction system of the present invention 
may be described herein in terms of functional block com- 
ponents, flow charts, screen shots, optional selections and 
various processing steps. It should be appreciated that such 
functional blocks may be realized by any number of hard- 
ware and/or software components configured to perform the 
specified functions. For example, the present invention may 
employ various integrated circuit components, e.g., memory 
elements, processing elements, logic elements, look-up 
tables, and the like, which may carry out a variety of 
functions under the control of one or more microprocessors 
or other control devices. Similarly, the software elements of 
the present invention may be implemented with any pio- 
gramming or scripting language such as C, C++, Java, 
COBOL, assembler, PERL, or the like, with the various 
algorithms being implemented with any combination of data 
structures, objects, processes, routines or other program- 
ming elements. Further, it should be noted that the present 
invention may employ any number of conventional tech- 
niques for data transmission, signaling, data processing, 
network control, and the like. For a basic introduction of 
cryptography, please review a text written by Bruce 
Schneider which is entitled "Applied Cryptography: Proto- 
cols, Algorithms, And Source Code In C," published by John 
Wiley & Sons (second edition, 1996), which is hereby 
incorporated by reference. 

[0039] It should be appreciated that the particular imple- 
mentations shown and described herein are illustrative of the 
invention and its best mode and are not intended to other- 
wise limit the scope of the present invention in any way. 
Indeed, for the sake of brevity, conventional data network- 
ing, application development and other functional aspects of 
the systems (and components of the individual operating 
components of the systems) may not be described in detail 
herein. Furthermore, the connecting lines shown in the 
various figures contained herein arc intended to represent 
exemplary functional relationships and/or physical cou- 
plings between the various elements. It should be noted that 
many alternative or additional fimctional relationships or 
physical connections may be present in a practical electronic 
transaction system. 

[0040] It will be appreciated, that many applications of the 
present invention could be formulated. One skilled in the art 
will appreciate that a network may include any system for 
exchanging data or transacting business, such as the Internet, 
an intranet, an extranet, WAN, LAN, satellite or wireless 
communications, and/or the like. The cardholder may inter- 
act with the card provider's transaction system or a merchant 
via any input device such as a telephone, keyboard, mouse, 
kiosk, personal digital assistant, touch screen, voice recog- 
nition device, transponder, biometrics device, handheld 
computer (e.g., Palm Pilot®), cellular phone, web TV, web 
phone, blue tooth/beaming device and/or the like. Similarly, 
the invention could be used in conjunction with any type of 
personal computer, network computer, workstation, mini- 
computer, mainframe, or the like running any operating 
system such as any version of Windows, Windows NT, 



Windows2000, Windows 98, Windows 95, MacOS, OS/2, 
BeOS, Linux, UNIX, or the like. Moreover, although the 
invention uses protocols such as TCP/IP to facilitate network 
communications, it will be readily understood that the 
invention could also be implemented using IPX, Appletalk, 
IP-6, NetBIOS, OSI or any number of existing or future 
protocols. Moreover, the system contemplates the tjse, sale, 
exchange, transfer, or any other distribution of any goods, 
services or information over any network having similar 
functionality described herein. 

[0041] As will be appreciated by one of ordinary skill in 
the art, the present invention may be embodied as a method, 
a data processing system, a device for data processing, 
and/or a computer program product. Accordingly, the 
present invention may take the form of an entirely software 
embodiment, an entirely hardware embodiment, or an 
embodiment combining aspects of both software and hard- 
ware. Furthermore, the present invention may take the form 
of a computer program product on a computer-readable 
storage medium having computer-readable program code 
means embodied in the storage medium. Any suitable com- 
puter*readable storage medium may be utilized, including 
hard disks, CD-ROM, optical storage devices, magnetic 
storage devices, flash card memory and/or the like. 

[0042] Communication between the parties (e.g., card- 
holder, card provider, and/or merchant) to the transaction 
and the system of the present invention may be accom- 
plished through any suitable communication means, such as, 
for example, a telephone network. Intranet, Internet, point of 
interaction device (point of sale device, personal digital 
assistant, cellular phone, kiosk, etc.), online communica- 
tions, off-line communications, wireless communications, 
and/or the like. One skilled in the art will also appreciate 
that, for security reasons, any databases, systems, or com- 
ponents of the present invention may consist of any com- 
bination of databases or components at a single location or 
at multiple locations, wherein each database or system 
includes any of various suitable security features, such as 
firewalls, access codes, encryption, de-encryption, compres- 
sion, decompression, and/or the like. 

[0043] The present invention is described below with 
reference to block diagrams and flowchart illustrations of 
methods, apparatus (e.g., systems), and computer program 
products according to various aspects of the invention. It 
will be understood that each functional block of the block 
diagrams and the flowchart illustrations, and combinations 
of functional blocks in the block diagrams and flowchart 
illustrations, respectively, can be implemented by computer 
program instructions. These computer program instructions 
may be loaded onto a general purpose computer, special 
purpose computer, or other programmable data processing 
apparatus to produce a machine, such that the instructions 
which execute on the computer or other programmable data 
processing apparatus create means for implementing the 
functions specified in the flowchart block or blocks. 

[0044] These computer program instructions may also be 
stored in a computer-readable memory that can direct a 
computer or other programmable data processing apparatus 
to function in a particular manner, such that the instructions 
stored in the computer-readable memory produce an article 
of manufacture including instruction means which imple- 
ment the function specified in the flowchart block or blocks. 
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The computer program instructions may also be loaded onto 
a computer or other programmable data processing appara- 
tus to cause a series of operational steps to be performed on 
the computer or other programmable apparatus to produce a 
computer-implemented process such that the instructions 
which execute on the computer or other programmable 
apparatus provide steps for implementing the functions 
specified in the flowchart block or blocks. 

[0045] Accordingly, functional blocks of the block dia- 
grams and flowchart illustrations support combinations of 
means for performing the specified functions, combinations 
of steps for performing the specified functions, and program 
instruction means for performing the specified functions. It 
will also be understood that each functional block of the 
block diagrams and flowchart iUustrations, and combina- 
tions of functional blocks in the block diagrams and flow- 
chart illustrations, can be implemented by either special 
purpose hardware-based computer systems which perform 
the specified functions or steps, or suitable combinations of 
special purpose hardware and computer instructions. 

[0046] Referencing the computer networked aspect of a 
preferred embodiment of this invention, each participant is 
equipped with a computing system to facilitate online com- 
merce transactions. The computing units may be connected 
with each other via a data communication network. The 
network is a public network and assumed to be insecure and 
open to eavesdroppers. In the illustrated implementation, the 
network is embodied as the internet. In this context, the 
computers may or may not be connected to the internet at all 
times. For instance, the cardholder computer may employ a 
modem to occasionally connect to the internet, whereas the 
card provider computing center might maintain a permanent 
connection to the internet. It is noted that the network may 
be implemented as other types of networks, such as an 
interactive television (ITV) network, 

[0047] The merchant computer and the card provider 
computer may be interconnected via a second network, 
referred to as a payment network. The payment network 
represents existing proprietary networks that presently 
accommodate transactions for credit cards, debit cards, and 
other types of financial/banking cards. The payment network 
is a closed network that is assumed to be secure from 
eavesdroppers. Examples of the payment network include 
the American Express®, VisaNet® and the Veriphone® 
network. 

[0048] As depicted in FIG. 1, the present invention gen- 
erally relates to a transaction system where a first party to a 
transaction ("cardholder 1") provides to a second party to a 
transaction ("merchant 2") a secondary transaction number 
(STN) 15 that was generated by an issuer ("card provider 
3"). In a preferred embodiment, although not required, the 
STN 15 is immediately usable by the cardholder 1 without 
need for activation and may have associated therewith 
cardholder 1, card provider 3, or merchant 2 defined con- 
ditions or parameters of use restrictions which limit use of 
the STN 15. A "transaction," as defined herein, includes, 
inter alia, any exchange or delivery of value, exchange or 
delivery of data, gifting of value or data, etc. The term 
"transaction" not only contemplates an exchange of goods or 
services for value from one parly to another, but also the 
gifting of something from one party to another. Additionally, 
transaction or charge card numbers are account numbers that 
are used to facilitate any type of transaction. 



[0049] While an exemplary embodiment of the invention 
is described in association with a transaction system, the 
invention contemplates any type of networks or transaction 
systems, including, for example, unsecure networks, public 
networks, wireless networks, closed networks, open net- 
works, intranets, extranets, and/or the like. 

[0050] The first party to the transaction (referred to herein 
as a "cardholder 1") is any individual, business or other 
entity who uses a STN 15 to facilitate any transaction. In a 
preferred embodiment, the cardholder 1 establishes a new or 
has an existing relationship or association with a card 
provider 3. For example, in one embodiment, a cardholder 
1 may be an American Express®) card member. In another 
embodiment, a cardholder 1 may be a participant in a 
frequent flyer rewards program. In a further embodiment, 
the cardholder 1 is a member of any suitable organization 
that provides transaction products or services. Another 
embodiment contemplates the cardholder gifting a second- 
ary transaction number to a second party. The term card- 
holder 1 may also be referred to herein as "consumer,""card 
member,""user,""customer" or the like. 

[0051] The second party to the transaction (referred to 
herein as a "merchant 2") is any individual, business, or 
other entity who receives a secondary transaction number, 
whether or not in exchange for goods or services. For 
example, in one embodiment, a merchant 2 may be an online 
bookstore such asAmazon.com®. In another embodiment, a 
merchant 2 may be a local plumber. In yet another embodi- 
ment, a merchant 2 may be a local hardware store. In some 
instances, the cardholder 1 and the merchant 2 may be the 
same. In other situations, the merchant 2 and the card 
provider 3 are the same. Although referred to herein as a 
"merchant," this term contemplates situations where any 
second party receives a secondary transaction number from 
the first party: such as, for example, where a cardholder 1 
gifts a secondary transaction number to another individual 
(i.e., second party merchant). 

[0052] The issuer ("card provider 3") includes any pro- 
vider of products anci/or services that facilitates any type of 
transaction. As contemplated by an exemplary embodiment 
of the present invention, the card provider 3 establishes and 
maintains account and/or transaction information for the 
cardholder 1. The card provider 3 may issue products to the 
cardholder 1 and may also provide both the cardholder 1 and 
the merchant 2 with the processes to facilitate the transaction 
system of the present invention. The card provider 3 
includes banks; credit unions; credit, debit or other transac- 
tion-related companies, telephone companies; or any other 
type of card or account issuing institutions, such as card- 
sponsoring companies, incentive rewards companies, or 
third party providers under contract with financial institu- 
tions. Unless otherwise specifically set forth herein, 
although referred to as "card provider," this term should be 
understood to mean any entity issuing any type of account 
to facilitate any transaction, exchange or service; and should 
not be limited to companies possessing or issuing physical 
cards. In an exemplary system, the card provider 3 may be 
any transaction facilitating company such as a charge card 
provider like American Express®, VISA®, Mastercard®, 
Discover®, etc. In another embodiment, the card provider 3 
could be any membership organization or union. In some 
instances, the card provider 3 and the merchant 2 may be the 
same, for example, where the STN 15 is issued by the same 
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entity that provides the product or service. A STN 15 phone 
card issued by a telephone company, where the STN 15 
phone card is tied to a primary telephone account is one such 
occasion. 

[0053] An exemplary STN 15 is any transaction number, 
code, symbol, indicia, etc. that is associated with another 
number or account that has been designated by the card- 
holder 1 or the card provider 3 as a primary charge card 
(PCC 20), i.e., primary account number. In an exemplary 
embodiment, the STN 15 is a purchasing number that acts as 
a charge card number and is associated with a PCC 20 
account (e.g., a main charge card, credit, debit card or other 
account number, such as a bank or brokerage account, 
reward program account, etc.). In an exemplary embodi- 
ment, a PCC 20 account is not identified by a STN 15. In 
certain embodiments, the PCC 20 account may have some 
identifying elements related to the STN 15. The PCC 20 is 
defined herein to include any type of transaction card that 
references any account, membership, affiliation or associa- 
tion. When more than one cardholder 1 account exists, the 
PCC 20 is the account that has been designated by the 
cardholder 1 or the card provider 3 as the primary account. 
Alternatively, there may be a hierarchy of accounts where 
the STN 15 is associated with one or more PCCs 20 in a 
designated order. Additionally, as depicted in at least one 
embodiment described herein, a STN 15 may be associated 
with two or more accounts. For example, a STN 15 could be 
associated with a non-currency based account and also a 
PCC 20 account. 

[0054] As shown in FiG. 1, in a preferred embodiment, 
the STN 15 and the PCC 20 have the same format, although 
additional embodiments may provide for account numbers 
with varying formats. In an exemplary embodiment involv- 
ing credit, debit or other banking cards, the STN 15 has the 
same industry standard format that is used for the regular 
banking cards (e.g., 15 or 16 digit numbers). Preferably, the 
numbers are formatted such that one is unable to tell the 
difference between a STN 15 and a regular physical charge 
card. Alternatively, however, the card provider/product iden- 
tifier (e.g., BIN range, first 6 digits, etc.) numbers may be 
different so as to difiE^erentiate the STNs from regular charge 
card numbers. In referencing the STN 15 and the PCC 20 
number, it should be appreciated that the number may be, for 
example, a sixteen-digit credit card number, although each 
card provider has its own numbering system, such as the 
fifteen-digit numbering system used by American Express. 
Each company's card numbers comply with that company's 
standardized format such that a company using a sixteen- 
digit format will generally use four spaced sets of numbers, 
as represented by the number "0000 0000 0000 0000." The 
first five to seven digits arc reserved for processing purposes 
and identify the issuing bank, card type etc. In this example, 
the last sixteenth digit is used as a sum check for the 
sixteen-digit number. The intermediary eight-lo-ten digits 
are used to uniquely identify the cardholder 1. The invention 
contemplates the use of other numbers, indicia, codes or 
other security steps in addition to the use of the STN IS, but 
in an exemplary embodiment, only the STN 15 is provided 
to the merchant 2. 

[0055] In a preferred embodiment, the STN 15 is ran- 
domly and instantaneously generated by the card provider 3, 
usually upon a cardholder's request, and can be distributed 
to the cardholder 1 by a variety of methods (online, tele- 



phone, wireless, email, regular mail, etc.) all of which 
should be secure and dependent upon verification of the 
cardholder's identity. Unlike the temporary transaction num- 
bers disclosed in the prior art previously discussed, in a 
preferred embodiment, although not required, the SIN 15 is 
inmiediately active (and usable) once it is assodated with 
the cardholder's designated PCC 20 and provided to the 
cardholder 1. This feature minimizes the possibility that a 
merchant 2 will obtain a transaction number that will be 
worthless because it was not properly activated by the 
cardholder 1. While the present invention may contemplate 
a previously allocated pool of numbers that needs to be 
activated, an exemplary embodiment of the present inven- 
tion includes STNs 15 that arc instantaneously and randomly 
generated, and are usable upon receipt by the cardholder 1 
without the need for separate activation. 

[0056] In another preferred embodiment, the STN 15 may 
have limited-use (or conditions-of-use) parameters placed 
upon it by either the cardholder 1, merchant 2, or the card 
provider 3 in order for the numbers to be restricted for 
particular uses. Alternatively, the cardholder 1 is able to 
choose system default parameters of use. Parameters may 
include, for example: (i) use of the STN 15 is good for a 
predetermined number of transactions; (ii) cardholder-deter- 
mined expiration dates (i.e., STN 15 will be generated with 
expiration dates that are associated but unrelated to the 
expiration date of the cardholder's PCC 20 number, other 
than that it cannot exceed the expiration date of the PCC 20 
account); (iii) limiting use of the STN 15 to a specified dollar 
amount, dollar amount per transaction, total dollar amount 
for pre -designated number of transactions, maximum dollar 
amount per month, etc.; (iv) use of the STN 15 for a 
specified merchant only; (v) restricting use to a specified 
user, other than primary cardholder (e.g., child, spouse, gift 
recipient, etc.); or (vi) any combination of these or similar 
features, for example, a number can be used at a specified 
merchant only for a pre-designated number of transactions 
and for a maximum dollar amount. In an exemplary online 
embodiment, a cardholder 1 may desire to require all online 
transactions (e.g., purchases) be performed using only 
STNs, or alternatively, be performed only with specific 
merchants as defined. If the cardholder (or another indi- 
vidual) uses a physical charge card number for an online 
payment in violation of this condition, the card provider 3 
would decline the authorization. 

[0057] These parameters not only provide increased secu- 
rity, allowing a cardholder 1 to tailor the STN 15 to a 
particular use, but an ancillary benefit is the ability of a 
cardholder to select preferences to control spending for 
themselves or others who have registered eligibility to use 
the card (e.g., spouse, children, etc.). These preferences may 
include: Restrictions (cardholder 1 may choose to restrict 
use on certain sites or can pre-approve spending at particular 
sites); date range (cardholder 1 can select a period of time 
when transactions may occur); maximum budget amount 
(cardholder 1 can pre-set spending limits within certain 
periods of time or in certain categories (e.g. groceries, 
books, clothing)); credit and balance availability (cardholder 
1 can check credit or demand deposit balance availability 
prior to transacting); non-currency based accounts, such as 
Reward Points as Currency (cardholder 1 can use reward 
points (e.g. Membership Rewards™ , Blue Loot™) as 
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currency to pay for purchases); and Gift Products (card- 
holder 1 can use a STN 15 to fund gift products to others for 
designated amounts). 

[0058] As shown in FIG. 2, an exemplary embodiment of 
the present invention includes steps for: (i) registering a 
cardholder 1 to use the card provider's 3 transaction services 
(step 100); (ii) receiving from a cardholder 1 a request for a 
STN 15 (step 105); (iii) generating a STN 15, associating the 
STN 15 with a PCC 20, applying limited-use conditions, if 
desired, and issuing the STN 15 to the cardholder 1 (step 
110); (iv) processing a merchant's 2 authorization request 
involving the STN 15 to determine if use of the STO is 
authorized (step 115); (v) processing a settlement request, 
paying the merchant, and billing the cardholder 1 (step 120); 
and (vi) handling disputes and other customer service issues 
from the merchant or cardholder relating to use of the STN 
15 (step 125). 

[0059] FIG. 8 depicts an overview of the components of 
an exemplary transaction system. In general, the card pro- 
vider's computer system utilizes front end 13 and backend 
14 processing systems. The front end 13 system comprises, 
inter alia, a user interface system 4 (e.g., web server, IVR, 
etc), an application server 5, a STN database 6, and a card 
authorization system (CAS) 7. The application server 5 and 
STN database 6 may, at times, be referred to collectively as 
the STN transaction system (or service) 18. Referencing 
FIGS. 2 and 8, these front end 13 components facilitate (i) 
cardholder registration (step 100), (ii) request for a STN 15 
(step 105), (ii) generation and issuance of the STN 15 (step 
110), and (iv) the STN authorization process (step 115). The 
backend 14 system comprises, inter alia, a financial capture 
system 10, a back-end application service 8, an accounts 
payable system 9 and an accounts receivable system 11. 
Again referencing FIGS. 2 and 8, the backend 14 compo- 
nents facilitate transaction settlement (step 120). In an 
exemplary system, the dispute handhng and customer ser- 
vice processes (step 125) include, inter alia, in addition to 
the above mentioned systems, a system for identifying a 
PCC 20 from a STN 15, a letter generating system for 
sending dispute inquiries to cardholders 1 and merchants 2, 
and a system that accepts incoming communication from 
merchants 2 and converts the STN 15 received to the PCC 
20 for the purpose of facilitating the dispute handling 
process. More specifically, as shown in FIG. 8, the card 
provider 3 user interface system 4 provides the cardholder 1 
with access to the card provider's transaction services. It is 
through this interface that the cardholder 1 may register with 
the card provider 3, may request a STN 15, and, in response 
thereto, will receive from the card provider 3 a STN 15 that 
is associated with his PCC 20. The front end 13 system also 
utilizes at least one application server 5 that processes 
incoming information, applies the appropriate business 
rules/condition sets as necessary, and generates appropriate 
outgoing responses. The appMcalion server 5 is configured to 
support interaction with, inter alia, the user interface system 
4 and a STO database 6. An exemplary STN database 6 is 
a relational database comprising various tables for managing 
and translating a variety of information, such as cardholder 
1 profiles, charge card data, transaction data, merchant data, 
conditions/rules set profiles, etc. FIG. 9 illustrates two 
examples of exemplary tables within the STN database 6. 
STN table 166 may contain a variety of database fields 170 
relating to the cardholder's STN account. These fields may 
contain, in addition to general STN 15 and PCC 20 account 



information, the business rule/condition set profiles associ- 
ated with use of the STN 15. ASTN Transaction Information 
Table 168 contains database fields 172 for storing informa- 
tion relating to a particular transaction. As a skilled pro- 
grammer can appreciate, the processing mechanisms and 
data structure methods can be structured in a variety of 
ways. In short, the user interface system 4, application server 
5, and the STN database 6 are suitably connected to facilitate 
the generation and issuance of a STN 15 and are further 
associated with a card authorization system (CAS) 7, in 
order to process from the merchant 2 an authorization 
request involving a STN 15. 

[0060] When processing a merchant's request for settle- 
ment, i.e., to be paid for a transaction, the financial capture 
(FINCAP) 10 system receives and captures the financial 
information (e.g., transaction amount, date, merchant iden- 
tification (SE) number, STN 15, etc.). The back end appli- 
cation service 8 interfaces with the STN transaction system 
18, as necessary, to determine if the number is a valid STN 
15 (i.e., not a phony number). If the STN 15 is valid, the AP 
system 9 pays the merchant 2. The STN database 6 is 
updated to reflect the transaction information. The STN 
transaction system 18 (or alternatively the backend applica- 
tion service 8) substitutes the PCC 20 number for the STN 
15 and forwards to the AR system 11 for billing. 

[0061] Although the present system for facilitating trans- 
actions may exist within one card provider system, exem- 
plary embodiments contemplate use with other third party 
authorization and settlement systems and networks. FIGS. 8 
and 11, for example, depict third party authorization net- 
works (FIGS. 11, 91 and 92) and settlement networks 
(FIGS. 8, 93-95) that may be integrated to form parts and/or 
processes of the present invention. 

[0062] Exemplary processes of the present invention are 

discussed in greater detail below. 

[0063] Registration (FIG. 2, step 100) 

[0064] TVo exemplary screen shots relating to an exem- 
plary registration process are shown at FIGS. 3 and 4. FIG. 
3 depicts a splash page for an American Express® Private 
Payments^^ program. The Private Payraentss^*^ program is 
an exemplary embodiment of the present invention. Here, a 
new user 23 may enroll to use the program or an existing 
user may access a number of program features 25, e.g., 
review account, request a new STN 15 number or download 
software. The cardholder 1 generally enters this site by 
entering an appropriate card provider URL into her browser, 
by clicking on a link provided by a merchant's website, or 
alternatively, by an automatic pop-up feature that may 
appear upon recognizing particular URL or HTML codes. 

[0065] To enroll (or register), the cardholder 1 is linked to 
a registration page (FIG. 4) and prompted for information. 
Information may include the cardholders name 30, email 
address 31, card account number 32 (e.g., PCC 20), last four 
digits of social security number 33, cardholder's date of 
birth 34, etc. Any suitable authenticating information will 
suffice. By selecting "continue," the cardholder 1 is provided 
with a username and password, or preferably, the cardholder 
is allowed to select her own username and password. The 
user interface system 4 processes this information and 
suitably interfaces with the STN transaction system 18 
(FIG. 8) to register the cardholder. As one of skill in this art 
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will appreciate, registration may take many forms and may 
be accomplished in a variety of ways. For example, a card 
provider 3 may choose to automatically enroll all new 
charge card applicants and return to the cardholder a user- 
name and password with the physical credit card. Although 
FIGS. 3 and 4 show an online registration process, it should 
be appreciated that this process may take place via any 
suitable user interface system. 

[0066] In one embodiment, during the registration pro- 
cess, the cardholder 1 may choose to select or define various 
parameters, preferences, and programs to tailor the transac- 
tion system to the cardholder's particular needs. Additional 
embodiments allow the cardholder 1 to select or define 
parameters, preferences or programs at any point in the 
transaction process. In other words, the cardholder 1 has the 
flexibility to select parameters each time (e.g., during reg- 
istration, log-in, upon STN request, etc.) a STN 15 is 
generated or may apply universal parameters to every STN 
15 generated. With these selections, for example, the card- 
holder 1 may (i) designate a specific credit card to function 
as the primary charge card number; (ii) associate the trans- 
action system with other programs such as a non-currency 
based membership rewards program, an online digital wal- 
let, an online shopping gateway (e.g., American Express's 
"ShopAMEX"), an online gift check program (e.g. E-Gift), 
preferred buyer's programs, etc.; (iii) provide password 
protected access to family members; (iv) activate a smart- 
card feature allowing remote random generation of second- 
ary transaction numbers; (v) designate cell phone, email or 
pager numbers to utilize with the voice or automated 
response secondary transaction number generation feature; 
(vi) and other banking and transaction features that may be 
apparent to those skilled in the art. For more information on 
loyalty systems, transaction systems, electronic commerce 
systems and digital wallet systems, see, for example, the 
Shop AMEX''" system as disclosed in Ser. No. 60/230,190 
filed Sep. 5, 2000; the MR as Currency'^*' System disclosed 
in Ser. No. 60/200,492 filed Apr. 28, 2000 and Ser. No. 
60/201,114 filed May 2, 2000; Wireless MR as disclosed in 
Ser. No. 60/192,197,296 filed on Apr. 14, 2000; a digital 
wallet system disclosed in U.S. Ser. No. 09/652,899 filed 
Aug. 31, 2000; a stored value card as disclosed in Ser. No. 
09/241,188 filed on Feb. 1, 1999, all of which are herein 
incorporated by reference. 

[0067] Log-in and Request for STN 15 (FIG. 2, step 105): 

[0068] A registered cardholder 1 generally accesses the 
card provider's transaction system by logging into the 
system via any suitable user interface system 4. FIG. 5 
depicts an exemplary online log-in screen 130, where the 
cardholder 1 is prompted for authenticating information 
such as a usemarae 132 and password 134. Alternative 
systems contemplate authentication via any suitable user 
interface system. For example, an embodiment employing a 
portable data device such as a smart card facilitates authen- 
tication by swiping the smart card through a smart card 
reader and providing the appropriate PIN. After entering the 
appropriate authenticating information and clicking the log 
in button 135, the information is routed through the user 
interface system 4 (e.g., web server) to the application server 
5, where, as shown in FIG. 5, the application server 5 
retrieves information relating to the cardholder's account 
from the STN database 6. If the cardholder 1 has registered 
multiple charge card accounts, in one embodiment 136, as 



depicted in FIG. 6, the program prompts the cardholder 1 to 
choose from a list of accounts from a pull-down menu 138. 
The cardholder 1 then selects at least one account to be the 
primary account or to be included in a primary group of 
accounts (when it is desired for the STN 15 to be associated 
with more than one account). In other embodiments, the user 
interface system 4 (e.g., web server) will return additional 
options for the cardholder 1, such as prompting the card- 
holder 1 to choose from several condition fields such as 
those previously mentioned (e.g., restricting use to a par- 
ticular merchant, amount, allowing use by other recipients, 
etc.). 

[0069] STN 15 Generation and Issuance (distribution) to 
Cardholder 1 (Step 110): 

[0070] An exemplary online transaction process begins 
with a cardholder 1 desiring to purchase products or services 
from an online merchant's website. In this exemplary onhne 
system, the cardholder 1 selects products from a merchant's 
online website 2, is routed or clicks to the merchant's 
payment page 2a (FIG. 5). The cardholder 1 is hyperlinked 
(manually or automatically) to a card provider's web site to 
log in 130 (FIG. 5), which resides on and is managed by the 
card provider's user interface system 4 (e.g., web server), 
and, upon logging in, obtains a STN 15 that may then be "cut 
and pasted,""dragged and dropped" (or alternatively, auto- 
matically filled by the card provider 3 or downloaded from 
a digital wallet) into the payment fields 144, 146, 148 (FIG. 
7) on the payment web page 2b (FIG. 7). In alternative 
embodiments, the system includes one or more of the 
following: the card provider 3 sends the SIN 15 directly to 
the merchant 2, the STN 15 is encrypted or encoded, the 
cardholder 1 enters additional security numbers or other 
indicia or a biometric sample is required from the card 
provider 3. In an exemplary embodiment, the STN 15, as 
will be discussed next, is generated by the card provider's 
application server 5 and STN database 6. 

[0071] After authenticating a cardholder 1 during the 
log-in process, and receiving a request for a STN 15, the 
process begins for generating a STN 15. The user interface 
system 4 prompts the initiation of the number generation 
process in the STN transaction system 18. In an exemplary 
random number generation process, the STN 15 is generated 
(preferably immediately) and provided to the cardholder 1 
(preferably contemporaneous with the cardholder's request). 
As previously noted, this allows the number to be usable 
immediately upon receipt by the cardholder 1 without the 
need for separate activation (although separate activation 
features are contemplated by the present invention), while 
minimizing any increased risk of theft or fraud. 

[0072] An exemplary random number generation process 
is depicted in FIG. 10. In this exemplary embodiment, each 
card provider 3 (FIG. 1) is generally identified by a range of 
numbers on the physical card, typically called the bank 
identification number (BIN). Each card possesses a product 
identifier (e.g., first 6 digits. BIN, etc) that is not part of the 
random number generation process, but in order to initiate 
the process, this number must first be selected (step 40). It 
may be preferable for a card provider 3 to set aside a set of 
product identification numbers relating to secondary trans- 
action numbers for specific use with the transaction system. 
Alternatively, however, some card providers may find it 
desirable to use the same BIN number designation for both 
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STNS 15 and regular charge card numbers so that one 
cannot distinguish between the two types of numbers. As 
depicted in FIG. 10, a random eight digit number is gen- 
erated by the card provider's application server 5 using an 
algorithmic process (step 41). The application server 5 
verifies that the randomly generated number is available 
(i.e., it is not in use nor has it been used within a certain 
period of time) (step 42). If the transaction number is free 
(i.e., not in use), a check digit and the selected product 
identification number is appended to the number (step 43). 
This newly created STN 15 is then associated with the 
cardholder's PCC 20 and is provided to the cardholder 1 
(step 45), whereupon the STN database 6 is updated to 
reflect that this particular STN 15 is in use and associated 
with a PCC 20 account. If, during step 42, it is determined 
that the number is in use, the number generation process is 
repeated up to a preset number of times (e.g., 3) (step 44). 
After attempting and failing to generate a non-used random 
number for a preset number of times, a non-used random 
number is physically selected from the STN database 6 (step 
46). 

[0073] After the STN 15 is generated, conditions of use 
parameters are applied, and are associated with the PCC 20, 
the STN 15 is then distributed (i.e., issued) to a cardholder 
1 for tise in facilitating a transaction. Communication of the 
STN 15 may occur via a number of tise interface systems 4. 
For example, FIG. 7 depicts an exemplary onhne interface 
where the STN 15 (Private Payment number) is returned to 
the cardholder 1. This embodiment shows how the card 
provider window 140 overlays a merchant's online payment 
page 2b. The cardholder 1 selects the appropriate charge 
card (e.g., American Express®) from the credit type filed 
144. The cardholder 1 is then able to "cut and paste" or "drag 
and drop" the STN 15 (present in the STN field 142) into the 
credit card field 146 on the webpage 2b, Finally, the card- 
holder 1 chooses the appropriate expiration date 148 and 
completes the transaction by selecting the "purchase now" 
button 150. Although this embodiment describes linking to 
a card provider's web site to receive a STN 15, an additional 
embodiment configures the user interface 4 (e.g., web 
server) and STN transaction system 18 to seamlessly interact 
with the merchant's website to eliminate the need to sepa- 
rately link to the card provider 3. In this instance, the 
generation and issuance of the STN 15 would use the 
merchant 2 as a gateway to the card provider 3. Any number 
of interface systems 4 can be used to facilitate the processes 
described above (FIG. 2 steps 100, 105, 110). 

[0074] For example, as just described, distribution of the 
STN 15 may occur via a "server to desktop" arrangement 
where a connection is established between the card provid- 
er's web-server 4 and the cardholder's 1 desktop computer, 
using SSL 3.0. With this exemplary system, the number is 
generated by the application server 5 (according to an 
algorithmic processing feature) utilizing a random number 
generation process such as that previously described and 
delivered to the web server 4. The number is then displayed 
on the cardholder's 1 desktop. While pre-registration is not 
required, in an exemplary embodiment, a cardholder 1 will 
have previously registered at the card provider's 3 online 
web site providing all required personal information, pri- 
mary charge card account numbers, and establishing a 
cardholder ID and password (if not already established). The 



cardholder ID and password are then used for verification of 
cardholder 1 identity when logging into the card provider's 
web server 4. 

[0075] Distribution of STNs 15 may also occur via a 
"server to I VR" arrangement, where a cardholder 1 calls the 
card provider 3 in order to obtain a STN 15. In this 
exemplary embodiment, a voice response menu enables the 
cardholder 1 to choose the transaction option, and allows the 
cardholder 1 to enter a main account number. Once identity 
is verified, a link to the application server 5 is established, 
prompting generation and delivery of a STN 15 over the 
phone. In this embodiment, the cardholder 1 provides 
authenticating information by providing date of birth 
(DOB), a PIN, etc. Once this verification number is matched 
to customer's records, the STN 15 is distributed. Of course, 
this process would also work with a live operator arrange- 
ment. 

[0076] Additional distribution embodiments include a 
number of different delivery vehicles and/or portable data 
devices, such as use of wireless devices, smart chip encoded 
devices, personal digital assistants (PDAs), pagers, interac- 
tive TVs, etc. For example, a "server to wireless device" is 
used where a wireless phone with internet browser is able to 
access the card provider's transaction site via the card 
provider's online service web site. The STN 15 can be 
delivered via text or voice. Additionally, with the use of 
encryption keys, the wireless device can be used as payment 
vehicles (e.g., STN 15 is delivered from the cardholder 1 to 
merchant 2 or other customer with Blue Tooth or other 
beaming technology). Again, verification of identity can be 
accomplished by a variety of means, including cardholder 
ID and password, DOB, PIN number, SIM cards in phones, 
etc. 

[0077] Another exemplary embodiment of the transaction 
system, utilizing one or more of the distribution arrange- 
ments above, includes situations where a Point of Sale 
temninal (POS) is not present (e.g., submitting a STN 15 to 
a merchant 2 such as, for example, a plumber at home). In 
this exemplary embodiment, the cardholder 1 may not have 
cash or may not want to provide her PCC 20 number to the 
vendor due to concerns about unauthorized re-use. As such, 
the cardholder 1 calls the card provider 3 seeking to obtain 
a STN 15 with cither predefined conditions of use or 
cardholder determined conditions of use. A voice recogni- 
tion system asks for a PCC 20 number, the amount she wants 
to authorize, a merchant ID (e.g., SE number), or any other 
conditions of use. The voice recognition system communi- 
cates with the application server 5 and, alternatively, also 
CAS 7, to generate the STN 15. The STN 15 is then 
transmitted to the cardholder 1 who in tura provides to the 
merchant 2. Additionally, the merchant 2 can also receive, if 
desired, an immediate call from the voice response unit to 
provide an approval code. One skilled in the art will appre- 
ciate that this system can be used in association with landline 
phones, cellular phones, pagers, handheld computers or any 
other PDA devices. 

[0078] Another exemplary embodiment of the present 
invention utilizes a smart card system or similar portable 
data device to generate and/or distribute a STN 15 to the 
card provider 1 or merchant 2. The smart card may facilitate 
the generation of a STN 15 in a number of different ways. 
In one embodiment, the smart card device itself generates 
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the STN 15 from a self-contained processing chip. In 
another embodiment, the smart card interfaces with the card 
provider's user interface system 4 to cause the card provider 
3 to generate a number, la another embodiment, the smart 
card supports interaction with a merchant's transaction 
processing system. "Smart card" is referred to herein to 
include any microchip enabled transaction card that is 
capable of being read by a smart card reader, and is also 
referred herein to generally refer to any portable data device 
that is capable of processing ioformation. In an online 
embodiment, the cardholder 1 installs a smart card reader 
and associated software to be used with the cardholder's 
computer system that is capable of connecting to the inter- 
net. When desiring to make an online purchase, the card- 
holder 1 swipes or inserts his smart card through a card 
reader and enters an appropriate PIN. Once properly authen- 
ticated, the card provider u-ansaction system generates and 
issues a STN 15 to the cardholder 1. In another embodiment, 
the merchant 2 may have a smart card reader capable of 
interfacing with the card holder's smart card. In this embodi- 
ment, the cardholder 1 swipes or inserts the smart card 
through the merchant's reader, a PIN is entered and the STN 
15 is displayed to the merchant 2. Additional information 
relating to smart card and smart card reader payment tech- 
nology is disclosed in Ser. No. 60/232,040, filed on Sep. 12, 
2000, and U.S. Pat. Nos. 5,742,845; 5,898,838 and 5,905, 
908, owned by Datascape; which are hereby incorporated by 
reference. 

[0079] With an exemplary online smart card embodiment, 
the cardholder 1 interfaces with the card provider's user 
interface system 4 (e.g., website) and registers the smart card 
for use with the transaction system option. The cardholder 1 
downloads a program and the program is stored on the 
cardholder's computer. A STN transaction icon (e.g.. Private 
Payments'™ button) appears on the cardholder's browser or 
an icon appears on the display (e.g., Microsoft Windows® 
system tray). This button, driven by a card provider specific 
application (activator) that resides on the cardholder's com- 
puter, appears each time the cardholder 1 launches the 
browser (or alternatively the button appears at any prede- 
termined intervals, cycles or URLS). 

[0080] The cardholder 1 suitably links to an online shop- 
ping site, orders a product or service or fills a shopping cart 
and goes to the payment page. The cardholder 1 clicks the 
STN payments button on the browser or the icon on the 
display (or the activator automatically launches the STN 
button) and a pop-up window appears, asking the cardholder 
1 to enter the smart card into the smart card reader and, in 
a prefened embodiment, enter his PIN number. In an alter- 
native embodiment, a PIN may not be necessary. In another 
embodiment, any other security data or functionality may be 
included. Upon entering this information, the STN 15 will 
be generated by the card provider's STN transaction system 
18 (FIG. 8), or, in another embodiment (discussed below) 
will be generated directly from the smart card chip; and a 
pop-up screen containing the STN 15 number will be 
displayed on the computer. The cardholder 1 then "drags and 
drops" or "cuts and pastes" the randomly generated STN 15 
and other transaction information (e.g., card type, expiration 
date) into the online order form and completes the transac- 
tion. In an alternative embodiment, the STN 15 and other 
transaction information are automatically filled into the web 
shopping page by the card provider's web server. 



[0081] Another exemplary embodiment of the present 
invention integrates a smart card with an online merchant's 
website, which may or may not be utilized by the cardholder 
1. For example, in one aspect of this embodiment the smart 
card cardholder goes to a merchant website and a "smart- 
chip" payments checkout button appears on the credit card 
payments page. The card provider's transaction system will 
be invoked if the card holder 1 checks out via the smartchip 
payments button. In a preferred embodiment, the transaction 
system option is "behind the scenes." The cardholder 1 goes 
to an online shopping site, orders a product or service or fills 
a shopping cart and goes to checkout page. The cardholder 
1 clicks the smartchip payments button on the browser and 
a pop-up window appears, asking the cardholder 1 to enter 
the smart card into the smart card reader and, optionally, 
enter his PIN number. Upon entering this information, the 
system logs the cardholder 1 into smartchip payments 
checkout process. The cardholder 1 will hit "check out" and 
the smartchip payments checkout process may auto-generate 
and auto-fill the STN 15 and transaction information into the 
appropriate payment field (an applet may be read off of the 
smartcard to transfer number to merchant site.) In this 
embodiment, the STN 15 will be auto-generated off the chip, 
where the smart card chip may use the Java or Multos 
operating systems and may use a random number generating 
algorithm. In one embodiment, the smart card chip is able to 
access the card provider's transaction system or, altema- 
tively, contain a pool of possible numbers (in order to avoid 
generating the same number twice). The number is also need 
sent back to the STN transaction system 18 in order to match 
the PPC 20 number with the STN 15, 

[0082] In another embodiment using a smart card, a secure 
electronic transaction (SET) protocol is used to avoid or 
minimize system/server contact. In this embodiment, the 
PCC 20 number is on the chip but is encoded. The SET 
protocol is preferably an encryption algorithm on the chip 
where part of the initial data would be the cardholder's PCC 
20 number. The algorithm could be decoded by the card 
provider 3 but not by the merchant 2 to come up with the real 
account number. In one embodiment, the merchant 2 routes 
the authorization to the card provider via a BIN number 
rather than the PCC 20 number. When the transaction is sent 
from the merchant 2 to the card provider 3 for authorization, 
the CAS 7 preferably triggers the decode algorithm to 
complete the process, linking the STN 15 to the PCC 20 
account. 

[0083] Another embodiment contemplates the use of the 
STN 15 with a transponder system comprising a first means 
for generating or storing a signal that includes an encoded 
STN 15 and a second means for reading or receiving the 
signal. In an exemplary embodiment, a cardholder 1 waves 
a small transponder unit in front of the merchant's 2 receiv- 
ing unit. The STN 15 information can be sent/received by a 
number of known methods (e.g. optical, magnetic, infrared, 
radio frequency, etc). The merchant 2 reader captures the 
STN 15 and forwards the STN 15 (with the associated 
transaction information) to the card provider's CAS 7 as 
previously described. The transponder units may be set up in 
a number of ways. Each transponder device may hold one 
STN 15 with certain predefined parameters or each tran- 
sponcfer device may have several STNs 15. 
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[0084] STN 15 Authorization Process (FIG. 2, step 115): 

[0085] Referencing FIGS. 1 and 11, after the secondary 
transaction number (STN 15) is provided to the merchant 2, 

the merchant 2 submits an authorization request to the card 
provider 3, as it would with any other credit card transaction. 
This request is routed to a card authorization system (CAS) 
7 for authorization (step 80). The CAS 7 recognizes the 
transaction as involving a STN 15 and forwards the trans- 
action information to the Authorization Request Listener 77 
program on the application server 5 (step 81). The Autho- 
rization Request Listener 77 passes the transaction informa- 
tion to a CAS Authentication Component 78 (step 82). The 
CAS Authentication Component 78 determines if \ise of the 
STN 15 has satisfied the previously defined conditions of 
use parameters. To determine this, the CAS Authentication 
component 78 looks to the STN database 6 for the condi- 
tions-of-use rules and the primary charge card number (PCC 
20) that are associated with the particular STN 15 (step 83). 
If the tise of the STN 15 complies with the rules of use, the 
CAS Authentication component 78 returns an authorization 
message and the associated PCC 20 to CAS 7 (step 84). CAS 
7 then performs an authorization request for the PPC 20, as 
is typically done with any physical charge card, to ensure 
that the primary charge card conditions (e.g., credit limit, 
expiration date, etc.) have been met. 

[0086] If CAS 7 authorizes use of the PCC 20, the 
transaction involving the STN 15 is approved and an 
approval code will be generated. However, the PCC 20 m\ist 
first be replaced with the STN 15 and the STN database 6 
must be updated to reflect this transaction data. This is 
accomplished by CAS 7 returning to the CAS Authentica- 
tion component 78 an approval message with the transaction 
data (step 85) and CAS Authentication component 78 for- 
warding to a reversal processing engine 79 (step 86). The 
reversal processing engine 79 interfaces with the STN 
database 6 to re-substitute the STN 15 for the PCC 20 and 
also to update the STN database 6 to reflect the transaction 
information (step 87). For example, if the conditions of use 
parameters associated with the STN 15 authorized two 
transactions, this step 87 updates the cardholder account in 
the STN database 6 to reflect that only one transaction 
remains. The reversal engine 79 substitutes the PCC 20 with 
the STN 15 and forwards to CAS 7 (step 88). CAS 7 then 
provides the results to the merchant 2 (step 89). If the CAS 
Authentication Component 78 does not authorize use under 
the STN 15 conditions or if CAS 7 does not authorize use 
under the PCC 20 conditions, the transaction will not be 
approved. When the use conditions of both the primary 
charge card and the secondary transaction numbers are 
satisfied, the transaction is approved. In this preferred 
embodiment, however, the STN 15 is not deactivated to 
prevent settlement. To the contrary, settlement may proceed 
(as discussed next) even when an authorization was 
declined. 

[0087] Additionally, use of other third party networks and 
systems are contemplated by the present system. One exem- 
plary system allows a card provider 3 to associate STNs to 
third party accounts, offering the same fraud reduction 
benefits to external card issuers. Here, in this exemplary 
system for authorizing STN, a merchant 2 submits an 
authorization request to a card provider 3. CAS 7, recog- 
nizing the STN 15 forwards the request to application server 
5. The conditions of use are checked and the authorization 



request is modified to substitute the STN 15 with the 
associated primary account (PCC 20). In some cases a 
merchant identifier may be included in the authorization 
request. Therefore a translation may occur to substitute the 
card provider 3 merchant ID with the corresponding third 
party card issuer merchant ID. The request is then returned 
back to CAS 7 for a normal authorization. CAS 7 then 
recognizes the account as originating from another issuer 
(third party issuer 92), forwards the authorization request to 
a third party issuer's network for processing (step 84a). The 
network 91 routes the request to the appropriate third party 
issuer 92 for an authorization determination. The third party 
issuer 92 processes the authorization request and returns the 
result to CAS 7 for forwarding back to application server 5 
(step S4b). Application server 5 saves the authorization 
result (approval or denial) and substitutes the PCC 20 with 
the STN 15 and returns to CAS 7 for forwarding to the 
merchant 2. 

[0088] The authorization and settlement processes may 
occur as separate steps or as a single step. In one embodi- 
ment, referred to herein as an electronic data capture (£DQ 
system, the merchant 2 sends an authorization request and if 
the authorization request is approved, a receipt of charges is 
created and submitted for the merchant 2. Separate 
sequences of file transmissions or messages are therefore not 
required. Various embodiments, hybids, and modifications 
of these processes should be apparent to one skilled in this 
art. 

[0089] STN 15 Transaction Settlement (FIG. 2, step 120): 

[0090] Prior art systems typically deactivate a temporary 
transaction number during the authorization process if lim- 
ited-use conditions are not met. As previously explained, 
because of the uncertainty and variability of the authoriza- 
tion processing, this often results in a transaction numbers 
being unintentionally deactivated, thereby bringing the 
transaction processing to a sudden halt. An exemplary 
embodiment of the present invention overcomes this prob- 
lem by not "deactivating" the secondary transaction number 
when predetermined coiKlitions are not met. But instead, 
allowing the transaction to proceed through settlement, 
albeit without a valid approval code, where the merchant 
bears the risk that the amount will later be charged back by 
the card provider 3 if the transaction is disputed by the 
cardholder 1. 

[0091] An exemplary settlement process of this invention 
involves the backend systems shown in FIG. 8. Specifically, 
referencing FIGS. 1 and 8, the backend process utilizes a 
financial capture system (RNCAP) 10 to capture the settle- 
ment information (e.g., receipt of charges "ROC and sum- 
mary of charges "SOC") from the merchant 2, a backend 
application service 8 to ensure that proper account informa- 
tion is processed, an accounts payable system 9 to pay the 
merchant 2, and an accounts receivable system 11 to process 
the account statement that is provided to the cardholder 1. 
An exemplary embodiment of the settlement process 
involves a settlement request being made by a merchant 2 
for a transaction involving a STN 15. All settlement requests 
are forwarded to the card provider's back end system 14 for 
processing where the request is initially sent to FINCAP 10. 
FINCAP 10 captures the ROC and SOC data and identifies, 
via the card product identifier (or by any other suitable 
means), the transaction as involving a STN 15. In another 
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embodiment, the product identifier (or BIN number) does 
not differentiate between a STN 15 and a regular charge card 
number. In that instance, it will be necessary for FINCAP 10 
to call the backend application service 8 (which interfaces 
with the STN database 6) to identify the STN 15 from other 
charge numbers. After the STN 15 is distinguished from the 
ordinary physical charge cards, FINCAP 10 verifies that the 
number is valid (i.e., exists in the STN database 5). If the 
STN 15 is a valid number, FINCAP 10 creates a payment 
(accounts payable) file including the transaction data and 
sends a payment message to the AP system 9 instructing the 
merchant 2 to be paid. In paying the merchant 2, the card 
provider 3 references only the STN 15 and does not release 
the PCC 20 or any other regular charge card numbers. 

[0092] The back-end system 14 processes the cardholder 1 
STN account information as follows. After capturing the 
transaction information (ROC and SOC) from the merchant 
2y FINCAP 10 creates a cardholder account (accounts 
receivable) file and sends a message to the back-end appli- 
cation service 8 to process the information for cardholder 
billing. Recognizing that the transaction involves a STN 15, 
the back-end application service 8 replaces the STN 15 with 
the PCC 20, updates the cardholder STN account informa- 
tion in the STN database 6 to reflect the appropriate trans- 
action settlement information, and processes the transaction 
as with any other transaction. The backend application 
service 8 sends the transaction details to the AR system 11, 
where the AR system 11 sends the proper statement to the 
cardholder 1, typically referencing only the PCC 20 number. 
In another embodiment, the AR system 11 may process the 
statement where the transactions are further categorized and 
itemized by both the PCC 20 number and the STN 15. 

[0093] As previously noted, it may often be the case with 
prior art systems, that the temporary transaction number is 
inadvertently deactivated during the authorization phase and 
completion of the transaction is not possible, e.g., multiple 
payment purchases. The present transaction system over- 
comes this problem by ensuring that vaHd transaction num- 
bers will be processed. If the conditions-of-use parameters 
are not met, the cardholder 1 is, under an exemplary embodi- 
ment of the present system, able to dispute the transaction 
and have the transaction charged back to the merchant 2 
during the dispute handling process (discussed next). During 
this dispute handling phase, the card provider 3 will retrieve 
information from the STN database 6 to determine if the 
disputed information was "authorized", i.e., has an associ- 
ated approval code. If the transaction was not "authorized" 
because the conditions of tise parameters were not satisfied, 
the amount will be charged back to the merchant 2 according 
to predefined business rules. 

[0094] Another embodiment provides for checking the 
approval codes and other conditions during settlement. Here, 
transaction information (approval code, SE number, or other 
information) may be checked during settlement. For 
example, the backend application service 8 (or the applica- 
tion server 5) may compare transaction information to a 
business rule or conditions set associated with a cardholder 
1 STN account. If conditions of use have not been met or if 
a valid approval code is missing, the service 8 or server 5 
may cause a charge back to be issued to the merchant to 
offset the previous merchant payment. In other words, in this 
alternative embodiment, where an STN 15 transaction is 
processed through settlement, the following events may 



occur in sequence. First, a payment file is established once 
it is determined that the STN 15 is a valid number. Second, 
the merchant is paid. Third, the system applies the business 
rules or conditions for the particular account associated with 
the STN 15. Fourth, if it is determined that the merchant 2 
should not have been paid in the first instance because the 
transaction conditions were not met or an approval code was 
not present, the system will execute a charge back to the 
merchant 2. This settlement processing may be transparent 
to the cardholder 1 since, before the AR system releases a 
cardholder billing statement, the merchant is paid and then 
charged-back resulting in no outstanding balance to the 
cardholder 1. 

[0095] As shown in FIG. 8, the present invention con- 
templates the interaction of clearing and settlement systems 
other than those of the card provider 3. This exemplary 
system allows a card provider 3 to clear and settle STN 
transactions where an STN 15 is associated to a third party 
account, meaning that the merchant 2 is paid and the charge 
is billed to the cardholder 1. As such, an exemplary embodi- 
ment of the present invention is configured to support 
interaction with third party networks and systems. Here, the 
backend application service 8, upon receiving a STN 15, 
recognizes that the associated PCC 20 originated with 
another card issuer 92. The backend service 8 separates the 
transaction into two transactions (a clearing transaction and 
a settlement transaction). A substitution occurs in the clear- 
ing transaction where the STN 15 is replaced by the asso- 
ciated PCC 20. Also, a translation may occur to substitute 
the card provider 3 merchant ID with the corresponding 
third party card issuer ID, The transactions are then for- 
warded to a third party clearing and settlement network 93. 
The third party clearing and settlement network 93 handles 
the routing, as appropriate, to a merchant acquirer's 
accounts payable system 91 and an issuer's accounts receiv- 
able system 92. As noted above, the accounts payable 
system ensures that all correspondence with the merchant 2 
references the STN 15. 

[0096] Dispute Handling and Customer Service Process 
(step 125): 

[0097] The dispute handling process of the present inven- 
tion involves situations where a cardholder 1 or merchant 2 
disputes charge that is associated with a transaction involv- 
ing a STN 15. Generally, a cardholder 1 disputes a charge by 
contacting the charge card provider 3 via phone, mail, or 
internet. As previously noted, an exemplary AR system 11 
typically bills the cardholder 1 with reference to only the 
PCC 20 number. The computer systems of the present 
invention allow the card provider's customer service repre- 
sentatives to lookup information based on, inter alia, the 
STN 15 or the PCC 20 number. FIG. 12 depicts an exem- 
plary look-up screen 175 for reviewing the primary charge 
card account 20 and the transactions associated with the 
STNs 15. 

[0098] With respect to a cardholder initiated dispute, the 
representative initiates a dispute through a dispute handling 
system (DHS) to obtain the case avoidance or case set rules 
for cardholder disputed transactions. One of the case avoid- 
ance or case set rules provides for a look up from the STN 
database 6 to verify that the transaction was processed with 
an approval code. The rule set may provide for, inter alia, an 
automatic charge back of the transaction amount to the 
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merchant if an STN 15 transaction is submitted without an 
approval code. The DHS or the representative initiates a 
cardholder 1 or merchant 2 contact (via phone, mail, inter- 
net). Disputes involving STNs 15 may be automatically 
routed to predefined STN queues based on industry type 
(i.e., airline, car rental, etc). Contact letters may be auto- 
matically filled with information retrieved from the STN 
database 6. The adjustment file accesses the application 
server 5 (or backeod application service 8) to substitute the 
PCC 20 number with the STN 15. A letter file is then 
generated and an electronic transmission system routes 
electronic contacts to and from various merchant interfaces. 

[0099] In an exemplary system for handling disputes from 
merchant 2, a merchant 2 contacts the card provider 3 via 
nonnal channels. The card provider's representative gener- 
ally accesses a customer service application that is used to 
service merchants. This customer service application iden- 
tifies the account by a STN 15 in dispute. A case is set-up 
with the STN 15 and is managed via adjustment manage- 
ment systems. The adjustment management system and a 
letter generating system access the STN transaction system 
18 for the account number swap, where the PCC 20 number 
is replaced with the STN 15 for financial adjustments 
intended for the cardholder 1. The remaining inquiry is 
processed as with existing dispute handling systems. 

[0100] Although the previously described embodiments 
generally relate to a cardholder's 1 request for a STN 15, the 
merchant 2 may also find it desirable to request secondary 
transaction numbers from the card provider 3 in order to 
limit exposure to credit card fraud. In traditional transaction 
processes^ upon completing a transaction, the merchant 2 
stores transaction information (including the customer's 
credit card number) in a merchant database. This database of 
information is subject to credit card fraud in that a thief 
could hack into the merchant's computers to steal its cus- 
tomer's credit card numbers. To limit exposure, the mer- 
chant 2 may desire to replace those customer credit card 
numbers with STNs 15 that are associated with the card- 
holder's primary credit card number (e.g., PCC 20), i.e., the 
merchant may not want its database filled with actual 
customer credit card numbers. In this situation, only the card 
provider 3 maintains the actual credit card number and the 
merchant 2 retains only the STN 15. In an exemplary 
process, the merchant 2 receives a regular credit card 
number from a cardholder 1 to faciUtate a transaction. The 
merchant 2 submits the number to a card provider 3 for 
authorization, requesting that the card provider 3 instead of 
returning the regular credit card number, return a STN 15 
(and approval code) that is associated with the regular credit 
card. In response, the card provider generates a STN 15, 
associates the number to the regular credit card number 
(which becomes the primary account (e.g., PCC 20)), checks 
to see if authorization is appropriate and returns the autho- 
rization record (only referencing the STN 15) to the mer- 
chant 2. The merchant 2 processes the transaction through 
the nonnal settlement chaimels, referencing the STN 15 
instead of the regular credit card number. When retaining 
transaction records, the merchant 2 replaces the primary 
credit card number with the STN 15 and maintains the STN 
15 in its database. 

[0101] In another embodiment, the merchant 2 accepts 
only STNs 15 — not regular credit card numbers — from 
cardholders to complete transactions. For the same reasons 



stated above, the merchant 2 may desire to limit receipt of 
regular charge card numbers to limit exposure to credit card 
fraud. In one exemplary embodiment, the merchant 2 com- 
puter system differentiates between STNs and regular charge 
card numbers and will not allow customers to use regular 
charge card numbers to facilitate a transaction (i.e., will 
refuse the transaction). As previously described, however, 
the STN 15 and the regular charge card may be transparent 
to the merchant 2 making it difficult for the merchant 2 to 
differentiate between the STN 15 and the regular charge 
card. In this situation, in an exemplary embodiment, the 
STN 15 will be identified during the authorization process 
by the card provider 3, where if the STN 15 does not meet 
certain conditions defined by the merchant 2, the transaction 
will not be authorized. For example, the merchant could 
require that all customer U-ansactions be completed with a 
STN 15 that has limited-use conditions restricting use to the 
amount of the transaction or restricting use to the particular 
merchant. During the authorization process, the STN 15 is 
compared with the merchant-defined conditions where if the 
conditions are not satisfied, the authorization request will be 
denied. After completion of the transaction, and upon sat- 
isfying the merchant 2 conditions, the STNs 15 have little to 
no value and would be of minimal value to a potential thief. 

[0102] Several additional embodiments of the transaction 
system are provided below. 

[0103] In one embodiment, the STN database 6 is used to 
facilitate the merging of a newly acquired cardholder base 
with an established cardholder base. For example, when a 
bank or other institution sells a cardholder base to a card 
provider 3, the card provider 3 creates new physical 
accounts for the acquired cardholders and does not issue 
new cards. The STN database 6 is updated to associate the 
acquired cardholder account numbers to the newly created 
accounts. This allows the cardholders' existing physical 
cards to still be used and processed appropriately. The card 
provider (BIN) routing is modified for the acquired accounts 
so authorization requests and settlements are sent to the card 
provider 3 instead of to the bank or other institution. CAS 7 
and FINCAP 10 recognize these acquired accounts as STN 
15 accounts and translate the numbers appropriately. The 
end result is that charges made by the acquired cardholders 
end up on a statement generated by the card provider 3, 

[0104] In another exemplary embodiment of the transac- 
tion system, a card provider 3 may provide a line of credit 
to a customer or to a merchant 2 or group of merchants who 
can private label for use by their customers. This allows the 
merchant 2 to provide a branded line of credit with minimal 
or no changes to the credit card authorization and settlement 
process. In one embodiment, the merchant 2 approves a line 
of credit or asks the card provider 3 to approve a line of 
credit for the customer. The card provider would then issue 
a STN 15 to the customer via the merchant 2. This STN 15 
is generally used with the merchants 2 who are issuing the 
line of credit. When the customer wants to make a purchase 
using the merchant's line of credit, the merchant forwards a 
standard credit request to the card provider 3 with the STN 
15 used as the credit card number in the transaction protocol. 
The card provider 3 verifies that the line of credit is 
authorized and was submitted by the merchant 2 issuing the 
line of credit associated with this STN 15. The card provider 
transaction system (via the STN transaction system 18) is 
capable of denying usage of this line of credit at another 
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non-participadng site. The card provider 3 may provide a 
private label or co-branded web site to apply for the line of 
credit. The card provider's back end system 14 then bills the 
customer and pays the merchant. The merchant 2 may keep 
the electronic line of credit privately at their site, or provide 
it to the customer. The authorization system would not 
authorize usage at other sites. 

[0105] FIG. 13 depicts an exemplary transaction process 
for use in providing lines of credit to merchants 2. A 
cardholder 1 or customer (who may or may not be an 
existing card member of the participating card provider 3) 
applies for an electronic line of credit (ELOC) with a 
merchant 2 (step 221), the merchant 2 redirects the card- 
holder 1 to the card provider's 3 website to fill out the ELOC 
application 30 (step 222). A fraud check 31 is performed 
(step 223) and a credit inquiry is typically performed by any 
credit bureau company 33 (step 224). If a card processing 
system 32 determines that credit is acceptable, an account is 
set up (step 225). A physical card 34 is not generated as with 
typical processes and may need to be purged depending on 
the particular system set-up (step 22€). The account is sent 
to the account management system 35 (step 227) and then 
forwarded to the STN database 6 and the application server 
5 (step 228). The cardholder 1 account is then related to a 
valid merchant identification number such as the SE number 

36 (step 229). An account is then set-up with a ELOC profile 

37 and at this point the secondary transaction ELOC number 
is passed back to the cardholder 1 (step 230). The merchant 
2 submits the ELOC payment request to CAS 7 (step 231), 
and CAS 7 routes the ELOC to the STN system (step 232), 
where the STN system verifies that the SE number is 
approved for this particular ELOC (step 233). The STN 
system translates the ELOC STN to the related account in 
the account management system and returns the ELOC STN 
to merchant (step 234). The merchant is then required to 
submit the authorization code with the receipt of charges 
(ROC) and summary of charges (SOC), The merchant 
submits the ROC and/or SOC to the card provider's FIN- 
CAP 10 (step 235), whereupon FINCAP forwards the ELOC 
to the STN system (step 236). The STN system verifies that 
(i) this SE number is valid for the particular ELOC account 
(step 237) and (ii) the particular transaction was authorized 
for the specific ELOC account (step 238). The STN system 
then flips the card number, returns it to FINCAP 10, where- 
upon, the number is forwarded to the card provider's 
accounts receivable system 11 (step 239). FINCAP forwards 
the ELOC STN and associated iofonnation to the Accounts 
Payable system 9 (step 240) and pays the merchant 2 (step 
241). 

[0106] Another exemplary embodiment allows a card- 
holder to fund an online digital wallet with the secondary 
transaction number. In this embodiment, after generation 
and association with the primary charge card, the secondary 
transaction number is provided to the cardholder to use 
within a designated digital wallet, which may reside locally 
at the cardholder's computer or may be stored in an online 
password protected account. 

[0107] In yet another alternative embodiment, the second- 
ary transaction system may be used to facilitate programs 
involving non-currency tender, such as the American 
Express® Membership Rewards as Currency*^** system that 
is detailed in U.S. Provisional Application No, 60/200,492, 
filed on Apr. 28, 2000, and U.S. Provisional Application No. 



60/201,114, filed on May 2, 2000, which are hereby incor- 
porated by reference. One embodiment of this system, 
depicted in FIG. 14, allows a cardholder 1 to create a STN 
15 to be used to spend membership rewards points. In 
general, a membership or incentive rewards program is a 
loyalty program that rewards cardholders for using their 
charge card to make purchases. Cardholders accumulate 
points by using a participating charge card or by purchasing 
products at a participating merchant. These points may then 
be converted to a monetary value and redeemed to purchase 
merchandise. 

[0108] As depicted in FIG. 14, a cardholder 1 accesses 
and logs onto the card provider's services via a user interface 
system 4 (e.g., an internet connection) (step 251). The 
cardholder 1 proceeds (clicks on hyperlink) to the member- 
ship rewards (MR) system 95, where she indicates that she 
would like to use her membership reward points that are 
available in her MR account (step 252). The MR system 95 
reports to the cardholder 1 how much the available MR 
points are worth (step 253). The cardholder 1 indicates how 
many of the MR points (converted to monetary value) 
should be loaded into an account that can be used for 
purchases (step 254). In an exemplary embodiment, the STN 
15 can be associated with a MR account, i.e., a primary 
charge card account that is funded with these MR points. 
Use of this MR account may be limited by the card bolder 
1 or the card provider 3, or could be further limited by the 
MR system niles of use that may have been predefined by 
participating merchants (step 255). Once the MR system 95 
has approved the request and allocated the requested MR 
points, the STN system 18 associates a STN 15 and estab- 
Ushes an MR-STN 15 profile (256). The MR-STN profile 
contains the options that will be appHed and the amount that 
will be available to the resulting STN 15. The STN system 
18 returns the STN 15 (and other account information) to the 
MR system 95 to provide to the cardholder 1 for use in 
completing subsequent transactions (e.g., online purchases) 
(step 257). 

[0109] When desiring to purchase products using the MR 
point-funded STN 15, the cardholder 1 proceeds to a mer- 
chant site (e.g., online website), selects goods and is 
requested by the merchant to provide payment information 
(e.g., via an online payment web page). The cardholder 1 
chooses the appropriate card provider 3 as the form of 
payment (e.g., American Express®, Visa®, etc.) and enters 
the STN 15 (and other needed information) into the appro- 
priate payment fields (step 258). The merchant processes the 
STN 15 authorization as discussed above (step 259), where 
the card provider CAS 7 recognizes the transaction as 
involving a STN 15, and forwards the request to the STN 
system 18 containing, inter alia, an application server (FIG, 
8, number 5) and a STN database (FIG. 8, number 6). It 
should be appreciated that profile information may be stored 
in a MR database, STN database 6 or any other suitable 
database (step 260). The STN system 18 recognizes the 
account as a MR account, and verifies that optional condi- 
tions, if any, are met. If the conditions are not met, an error 
is returned to CAS 7 and then to the merchant (step 261). If 
the conditions are met, the balance available on the MR- 
STN profile is reduced by the purchase amount, a record of 
the purchase is recorded in the MR-STN profile, and an 
approval code is returned to the authorization system (step 
262) and then to the merchant (step 263). Although addi- 
tional CAS 7 processing is contemplated by this embodi- 
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ment, applicalioa of additional rules and validations — which 
would typically be applied — are not required for this type of 
account. The approved purchase is finalized by the merchant 
with the STN 15 transaction being submitted through the 
merchant's existing POS network for settlement (step 264). 
The STN 15 transaction is received by the card provider's 
financial capture system (FINCAP) 10 (step 265). The 
FINCAP 10 forwards the STN transaction to the appropriate 
AP system 9 (step 266). The AP system 9 then pays the 
merchant according to the appropriate settlement terms and 
conditions (step 267). The FINCAP 10, having identified the 
transaction as involving an STN IS, sends the transaction 
information to the STN system 18 (via a backend application 
service 8) to identify the actual account number (i.e, PCC 
20) (step 268). The STN system 18 recognizes that the STN 
15 is associated with a MR account, searches for the 
MR-STN profile and passes a credit request to the appro- 
priate cardholder 1 MR account to reduce the available MR 
points (step 269), and (ii) the transaction record is used to 
build a credit against the actual charge card account (e.g., 
PCC 20) that will offset the charged STN 15 transaction 
(step 269^?). In the first instance (step 269), the STN system 
18 passes a request to the MR system 95 to deduct the 
appropriate number of MR points. In the second instance 
(step 2696), both the original transaction and the credit are 
passed back to FINCAP 10 with the actual charge card 
account number (e.g., PCC 20 number). The FINCAP 10 
then forwards the charge and credit transactions to the 
appropriate AR system 11 for normal billing processing. 

[0110] As shown, the embodiment depicted in FIG. 14 
allows the cardholder 1 to spend the MR points in at least 
two ways. First, the membership reward points can be 
deducted at the time of the transaction processing, or second, 
the transaction can be reflected on the cardholder's bill along 
with an associated credit that reflects the payment with 
reward points. It should also be appreciated that a cardholder 
1 may choose to use MR points on a transaction by trans- 
action basis, and preferably, is able to combine variations of 
currency (e.g., credit, debit cards etc.) and non-currency 
tender (MR points), as desired, to effectuate a transaction. 
Additionally, both currency and non-currency tender may be 
integrated into a STN gift, where a first party gifts to a 
second party a secondary transaction number that has some 
currency or non-currency value. 

[0111] Another membership rewards embodiment is 
shown in FIG. 15. Here, the cardholder 1 is able to choose 
to use membership reward points when shopping at a 
merchant 2 site that supports the membership rewards as a 
payment option. Referencing FIG. 15, the cardholder 1 goes 
to a participating merchant's site (e.g., online website) to 
shop for goods or services. The cardholder 1 selects mer- 
chandise and continues to a payment site, where the card 
provider's MR points is one of the payment options (step 

301) . When the cardholder selects this option, a secure 
connection is established with the card provider 3 that 
authenticates both the cardholder 1 and the merchant 2 (step 

302) . The card provider 3 requests the cardholder's user ID 
and Password, either through a pop up screen, a http redirect 
link, or an applet downloaded by the merchant (step 303). 
The cardholder 1 supplies the User ID and Password which 
is returned to the card provider with the purchase amount 
(step 304). The card provider user interface 4 (e.g., online 
services) causes the cardholder 1 to be authenticated, col- 
lects the associated registered card accounts and invokes the 



MR system 95 (step 305). The MR system 95 uses these card 
accounts to identify the cardholder's MR account (step 306). 
If none of the registered accounts are related to a MR 
account, the cardholder 1 is not able to use MR points to pay 
for her purchase and an error is returned to the cardholder 1. 
After identifying the MR account, the MR points available 
are converted to the corresponding cash equivalent and 
compared to the purchase amount being requested. If the 
purchase amount is greater than the MR cash equivalent, an 
error is returned to the cardholder 1 (step 307). If the MR 
cash equivalent is greater than the purchase amount, all card 
accounts participating in the MR account are collected and 
returned to the cardholder 1 (step 308). The cardholder 1 
designates the card account to be used to house all succeed- 
ing financial activity, which is then returned to the card 
provider 3 (step 309). The card provider 3 then triggers the 
STN system 18 to establish a STN 15 that is associated to the 
selected MR account number and a MR-STN account profile 
is set-up (step 310). The STN system 18 returns the STN 15 
to the User Interface System 4 and then onto the cardholder 
1 (step 311), The cardholder 1 cuts and pastes, drags and 
drops, or auto-fills the STN 15 (and needed information) nto 
the appropriate merchant payment field (step 312). 

[0112] As previously noted, the merchant uses the existing 
authorization network to request authorization for the STN 
transaction (step 313). The CAS 7 recognizes the transaction 
as one involving a STN 15 and forwards to the STN system 
18 (step 314). The STN system 18 identifies the associated 
actual account number (e.g., PCC 20 number) for the STN 
15 (step 315) and also recognizes the account as a MR 
account. At this point, although all MR transactions would 
have been previously verified, the MR account balance is 
again chedced to minimize possible fraud (e.g., fraud 
involving two requests using the same MR points). The cash 
equivalent for the MR points for the actual account are then 
retrieved from the MR system 95 and if the purchase amount 
is greater than the available amount, a denial is returned to 
the authorization system and to the merchant 2 (step 316). If 
the cash equivalent value of the MR points exceeds the 
purchase amount, the STN system records the purchase in 
the MR-STN profile and returns the STN 15 to the CAS 7 
(step 317). The CAS 7 then completes the authorization for 
the actual account (e.g., ensuring that the limits for the PCC 
20 are complied with) (step 318), and returns the results 
(e.g., approval code) to the merchant 2 (step 319). 

[0113] The approved transaction is finalized by the mer- 
chant 2 with the STN transaction being submitted through 
the existing point of sale network for settlement (step 320). 
As before, the transaction information is received by the 
card provider FINCAP 10 (step 321) and then forwarded to 
the appropriate AP system 9 (step 322) for payment (step 
323). Since the transaction involves a STN 15, FINCAP 10 
directs the transaction to the STN system 18 to identify the 
PCC 20 (step 324). The STN system 18 identifies the PCC20 
(step 325) and also recognizes the STN 15 account is set up 
using MR points, where the STN system 18 searches the 
MR-STN profile for the associated purchase record (step 
326). The STN system either (i) passes a credit request to 
MR to reduce the MR points (step 326a), or (ii) creates a 
credit against the billing transaction (step 326fc). In step 
326fl, the STN system 18 passes a request to the MR system 
95 to deduct the appropriate number of MR points. Here it 
is not necessary to return the AR transaction information to 
FINCAP for forwarding to the AR system 11, but a recon- 
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ciliation entry is created to reconcile the AR for FINCAP 10. 
In step 3266, a transaction record is used to build a credit 
against a real account number (e.g., PCC 20) that will offset 
the charge transaction. The STN system 18 forwards this 
credit to the FINCAP 10. The original billing transaction is 
returned to the FINCAP to appear on the cardholder's 1 
statement. The FINCAP 10 then forwards the charge trans- 
action to the appropriate AR system for normal processing. 
The HNCAP 10 forwards the credit issued by the MR 
system 95 to the appropriate AR system 11 for normal billing 
processing. Accordingly, the cardholder 1 will see on her 
statement a credit reflecting the currency value of the MR 
points used and a charge in the amount of the transaction. 

[0114] Another embodiment provides for the generation of 
one or more STNs that are subordinate to and associated 
with a main secondary transaction number that, as described 
above, is associated with the cardholder's PCC 20 account. 
As noted above, these subordinate numbers may also be 
digitally stored in devices such as wireless telephones, 
PDAs, handheld computers, and the like. Providing multiple 
layers of secondary transaction number provides the card- 
holder 1 with greater flexibility. For example, a cardholder 
on vacation could structure the main STN 15 to be valid for 
the duration of the vacation. The cardholder 1 is then able to 
generate subordinate secondary transaction numbers (or 
tertiary numbers) with varying preferences to take into 
account various activities that may occur during the vaca- 
tion. A cardholder 1 could structure the main secondary 
transaction number to have a maximum credit limit of 
S3,000 (this assumes that the associated primary charge card 
credit limit is equal to or greater than $3,000) that is good 
for the duration of the vacation. A subordinate secondary 
transaction number may then be provided to the spouse with 
a $1,000 limit and additional secondary transaction num- 
bers, restricted to $500 limits, could be provided to the 
children. Each subordinate card would be valid only for the 
duration of the vacation and would only be valid for the 
maximum dollar amount spedfled. 

What is claimed is: 

1. A method for facilitating a transaction, comprising the 
steps of: 

identifying at least one primary accoimt; 

generating a secondary transaction number that is config- 
ured to facilitate a transaction; 

associating the secondary transaction number with said at 
least one primary account; and 

issuing the secondary transaction number to a first party 
to facilitate a transaction with a second parly, wherein 
the secondary transaction number is configured to be 
immediately usable for facilitating the transaction. 

2. The method of claim I, wherein the step of identifying 
said at least one primary account further comprises the steps 
of receiving information from the first party specifying a 
particular account; and verifying that the account exists and 
is valid. 

3. The method of claim 1, wherein the step of generating 
a secondary transaction number further comprises the steps 
of: 

generating a random number; 



determining if the random number is available for use; 
and if available for use, 

appending appropriate formatting and product identifier 
numbers to the random number to achieve a secondary 
transaction number that is configured to have the same 
format as the primary account number, 

4. The method of claims 1 or 3, wherein the secondary 
transaction number is generated by a computer system, 

5. The method of claims 1 or 3, wherein a portable data 
device is configured to generate the secondary transaction 
number. 

6. The method of claims 1 or 3, wherein a portable data 
device is configured to support interaction with a card 
provider's user interface system to generate the secondary 
transaction number. 

7. The method of claim 5, wherein a portable data device 
reader is configured to support interaction with the portable 
data device. 

8. The method of claim 1 or 3, wherein the secondary 
transaction number is generated by a first parly's computer 
system configured to support interaction with a card pro- 
vider's user interface system. 

9. The method of claim 1, wherein the step of associating 
the secondary transaction number with the primary account 
further comprises the step of recording the secondary trans- 
action number in a database associated with the primary 
account. 

10. The method of claim 1, wherein the primary account 
is associated with a physical diarge card. 

U. The method of claim 1, wherein the step of issuing the 
secondary transaction number to a first party is facilitated by 
a user interface system. 

12. The method of claim 11, wherein the user interface 
system comprises at least one of the following: a web server 
system, a telephone system, and a mail handling system. 

13. The method of claim 1, further comprising the steps 
of registering a first party to use a transaction system 
configured to generate and issue a secondary transaction 
number; and upon proper registration, providing the first 
party with authentication information; 

14. The method of claim 13, where the authentication 
information is a username and password. 

15. The method of claim 1, further comprising the steps 

of: 

prompting the first party for authentication information to 
confirm that the first party is a registered user; and 

receiving authenticating information from the first party, 
and upon verifying that the first party is registered, 
providing the first party access to a transaction system. 

16. The method of claim 15, further comprising the step 
of receiving a request from the first party for a secondary 
transaction number. 

17. The method of claim 1, further comprising the steps 

of: 

allowing the first party to select and define conditions- 
of-use parameters, wherein the parameters place limits 
on how the secondary transaction number may be used; 
and 

associating the conditions-of-use parameters with the 
secondary transaction number. 
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18. The method of claim 17, further comprising the step 
of storing the condition of use parameters in one or more 
account database fields associated with the secondaiy trans- 
action number. 

19. The method of claim 17, wherein the conditions of use 
parameters comprise at least a secondary transaction number 
credit limit and an expiration date. 

20. The method of claim 1, comprising the following 
steps: 

receiving transaction information from a second party for 
authorization; 

forwarding the transaction information to a card authori- 
zation system for authorization processing; 

processing the transaction information with the card 
authorization system, wherein the card authorization 
system interfaces with a secondary transaction number 
system to determine if authorization is appropriate. 

21. The method of claim 20, further comprising the steps 
of: 

recognizing that the transaction information comprises a 
secondary transaction number; 

retrieving account information that is associated with the 
secondary transaction number; 

determining if conditions of use associated with the 
primary account are satisfied; 

determining if conditions of use associated with the 
secondary transaction number are satisfied; 

returning an appropriate approval code to the second 
party, if conditions of use parameters associated with 
the secondary transaction number and the primary 

account are satisfied; and, 

declining the authorization request if either the conditions 
associated with the primary account or the secondary 
transaction number are not satisfied. 

22. The method of 21, wherein the conditions of use 
parameters associated with the primary account include at 
least an expiration date. 

23. The method of claim 1, comprising the following 
steps: 

receiving transaction settlement information from a sec- 
ond party, wherein the transaction was facilitated using 
a secondary transaction number; 

identifying the transaction settlement information as a 
transaction involving a secondary transaction number; 
and verifying that the secondary transaction number is 
a valid number; 

capturing the transaction settlement information in a 
financial capture system, and causing the second party 
to be paid. 

24. The method of claim 23, further comprising the steps 
of: 

identifying the primary account that is associated with the 
secondary transaction number; 

replacing the secondary transaction number with the 

primary account number; 

processing the transaction settlement information in an 
accounts receivable system; and 



generating a billing statement that includes at least the 
primary account number. 

25. The method of claim 24, further comprising the steps 
of comparing the transaction settlement information with 
conditions of use parameters associated with the secondary 
transaction number to determine if the conditions of use 
have been satisfied. 

26. The method of claim 1, further comprising the step of 
configuring the secondary transaction number for use with 
an electronic line of credit system. 

27. The method of claim 1, further comprising the step of 
configuring the secondary transaction number for use with a 
stored value card system. 

28. The method of claim 1, further comprising the step of 
configuring the secondary transaction number for use with a 
non-currency based account program. 

29. The method of claim 1, further comprising the step of 
configuring the secondary transaction number to be used as 
a gift product. 

30. The method of claim 1, further comprising the step of 
configuring the secondary transaction number to be used in 
an online wallet system. 

31. A method of processing authorization and settlement 
requests in a transaction system comprising the steps of: 

receiving an authorization request from a second party, 
where the authorization request involves a secondary 
transaction number with limited-use conditions associ- 
ated therewith; 

routing the authorization request to a card authorization 
system to determine if limited use conditions have been 
satisfied; 

returning to the second party a message declining autho- 
rization if the conditions have not been satisfied; and 

returning to the second party a message approving autho- 
rization request if conditions have been satisfied. 

32. The method of claim 31, further comprising the step 
of receiving from the second party a settlement request for 
payment of a transaction involving a secondary transaction 
number; wherein the second party is paid if the secondary 
transaction number is valid. 

33. A method of claim 32 further comprising the steps of: 

routing the second party settlement request for payment to 
a financial capture system, 

creating an accounts payable file and routing the accounts 
payable file to an accounts payable system for payment 
processing; and 

creating an accounts receivable file and routing the 
accounts receivable file to a service that retrieves the 
associated primary account number and replaces the 
secondary transaction number with the primary account 
number and forwards the resulting accounts receivable 
file to an accounts receivable system to generate the 
first party billing statement. 

34. A host computer system for facilitating transactions 
comprising: 

a user interface system configured to allow a first party to 
interact with a host computer's transaction services; 
and 

a number generating and processing mechanism, includ- 
ing at least one application server and at least one 
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database, configured for receiving input from the user 
interface system to generate a secondary transaction 
number and to associate therewith a designated primary 
account. 

35. The host computer system in claim 34, fiurther com- 
prising a card authorization processing mechanism config- 
ured to receive transaction information from a second party, 
wherein the authorization mechanism interfaces with at least 
the number generating and processing mechanism to deter- 
mine if the second party authorization request should be 
approved or denied. 

36. The host computer system in claim 34 or 35, further 
comprising a settlement processing mechanism including at 
least a financial capture system configured for capturing 
transaction information relating to use of secondary trans- 
action numbers, an accounts receivable system for billing 
the first party and an accounts payable system for paying the 
second party. 

37. The system of claim 34, wherein the user interface 
system comprises at least one of the following: web server 
system, telephone system, and mail handling system. 

38. A method for facilitating a transaction comprising the 
steps of: 

registering with a card provider to use a transaction 
system; 

logging-in to the card provider's transaction system by 
providing authenticating information, and causing card 
provider to verify that a first party is a registered and 
authorized user; 

designating at least one transaction account as at least one 
primary account; 

requesting a secondary transaction number from the card 
provider, causing the card provider to generate a sec- 
ondary transaction number and to associate the second- 
ary transaction number with the previously selected 
said al least one primary account; and, 

receiving the secondary transaction number from the card 
provider. 

39. The method of claim 38, further comprising the step 
of providing the secondary transaction number to a second 
party to facilitate a transaction. 

40. The method of claim 38, further comprising the step 
of selecting conditions of use parameters to be associated 
with the secondary transaction number. 

41. The method of claim 38, further comprising the step 
of defining conditions of use parameters to be associated 
with the secondary transaction number. 

42. The method of claim 38, wherein the steps occur 
online. 

43. The method of claim 38, wherein said at least one 
primary account is a non-currency based account. 

44. The method of claim 38, wherein said at least one 
primary accoimt is associated with an electronic line of 
credit system. 

45. The method of claim 39, further comprising the step 
of disputing a charge for a transaction involving a secondary 
transaction number, and causing the card provider to charge 
back the charge to the second party. 

46. A method for facilitating a non-currency based trans- 
action system involving a secondary transaction number 
comprising the steps of: 



designating a non-currency based account as at least one 
primary account; 

generating a secondary transaction number and associat- 
ing said secondary transaction number with at least one 
primary account, wherein said at least one primary 
account includes at least the designated non-currency 
based account; 

converting accumulated non-currency based tender into 
currency to fiind the primary accounL 

47. The method of claim 46 further comprising the step of 
designating condition of use parameters and associating said 
parameters to the secondary transaction number. 

48. The method of claim 47 further comprising the step of 
processing an authorization request from a second party 
relating to a transaction involving a secondary transaction 
number associated with at least a non-currency based 
account comprising the further steps of: 

recognizing the transaction as involving a non-currency 
based account; 

verifying the conditions of use have been satisfied; and if 
satisfied, 

reducing the non-currency based account balance by the 
transaction amount. 

49. The method of claim 47 further comprising the step of 
processing a transaction settlement request from a second 
party relating to a transaction involving a secondary trans- 
action number associated with at least a non-currency based 
account further comprising the steps of: 

capturing transaction settlement information in a financial 
capture system, wherem an accounts payable file is 
created and the second party is paid. 

forwarding the transaction settlement information to an 
accounts receivable system; 

recognizing that the transaction settlement information 
comprises a secondary transaction number diat is asso- 
ciated with at least a non-currency based account; 

issuing a credit equal to the transaction charge amount 
from the non-currency based account to the accounts 
receivable system; wherein the credit from the non- 
currency based account offsets at least part of the 
transaction charge. 

50. A method for facilitating an electronic line of credit 
system involving a secondary transaction number compris- 
ing the following steps: 

issuing a line of credit to a participating first or second 
party; 

causing to be processed an application from the first party 
requesting to be issued a secondary transaction number; 

causing to be issued to the first party a secondary trans- 
action number that is associated with the line of credit; 
wherein the secondary number is used to facilitate a 
transaction. 

51. The method of claim 50 further comprising the steps 

of: 

providing the secondary transaction number to a first 
party, wherein the secondary transaction number may 
only be used with a specified second party to facilitate 
a transaction. 
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52. A dispute bandliag method for facilitating a disputed 
transaction involving a 

secondary transaction number, comprising the steps of: 

receiving a dispute &om a first party relating to a trans- 
action involving a secondary transaction number asso- 
ciated with at least one primary account; 

retrieving transaction information from a database; 

replacing the primary account number with the secondary 
transaction number in order to initiate a second party 
inqtiiry; wherein the second party inquiry references 
only the secondary transaction number. 

53. The method of claim 52, further comprising the steps 

of: 

determining if a valid approval code is associated with the 
secondary transaction number; and 

charging back to the second party the amount of the 
transaction, if a valid approval code does not exist. 



54. A method for facilitating a transaction, comprising the 
steps of: 

receiving a primary account number from a first party to 

initiate a transaction; 

sending the primary account number to a card provider, 
requesting that the card provider generate and return a 
secondary transaction number that is associated with 
the primary account number; 

receiving from the card provider the secondary transac- 
tion number associated with the primary account, 
wherein the secondary number is then used to facilitate 
a transaction settlement. 

55. A method of claim 54, >^erein the step of sending the 
primary account number to a card provider occurs during a 
card authorization process. 

56. A method of claim 54, further comprising the step of 
purging the primary account number from the second party's 
records and replacing with the associated secondary trans- 
action number. 

* * * * 4 
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[57] ABSTRACT 

Secure transmission of data is provided between a plurality 
of computer systems over a public communication system, 
such as the Internet. Secure transmission of data is provided 
from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment 
information from the merchant computer system to a pay- 
ment gateway computer system. The payment gateway 
system receives encrypted payment requests from 
merchants, as HTTP POST messages via the Internet. The 
gateway then unwraps and decrypts the requests, authenti* 
cates digital signatures of the requests based on certificates, 
supports transaction types and card types as required by a 
financial institution, and accepts concurrent VPOS transac- 
tions from each of the merchant servers. Then, the gateway 
converts transaction data to host-specific formats and for- 
wards the mapped requests to the host processor using the 
existing financial network. The gateway architecture 
includes three distinct sections to enhance distribution of the 
functions. The upper API consists of concise functions 
which are available via a call out interface to custom 
modules. The lower API allows the gateway and the custom 
modules to call in to reusable functions which facilitate 
isolation from possible future fluctuations in structural defi- 
nitions of SET data elements. The system configuration 
custom parameters include the more static information ele- 
ments required for such things as the network address of the 
host or its proxy equipment, timeout values, expected length 
of certain messages and other system configiu'ation infor- 
mation. These parameters are specified as name-value pairs 
in the gateway system initialization file. 
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SYSTEM, METHOD AND ARTICLE OF money between accounts, such as between the account of a 

MANUFACTURE FOR A PAYMENT merchant and that of a customer, cannot satisfy the need for 

GATEWAY SYSTEM ARCHITECTURE FOR an automated transaction system providing an ergonomic 

PROCESSING ENCRYPTED PAYMENT interface. Examples of EFT systems whidi provide non- 

TRANSACriONS UTILIZING A S cigonomic interfaces are disclosed in U.S. Pat. Nos. 5,476, 

MULTICHANNEL, EXTENSIBLE, FLEXIBLE ^59; 5,459 304^ 5 448,045; 5,478,993; 5,455, 

ARCHITECTURE 5,453,601; 5,465,291; and 5,485,510. 

To implement an automated, convenient transaction that 

FIELD OF THE INVENTION can dispense some form of economic value, there has been 

, . 1 . . .1. 1 . • in a trend towards off-line payments. For example, numerous 

The present invention relates to the secure, electromc 10 .^^^ ^^^^ prop oid for some form of "electronic 

payment m exchange for goods and services purchased over ^^^^y** be used in cashless payment transactions as 

a communicaUon network, and more specifically, to a alternatives to the traditional currency and check types of 

system, method and article of manufactoire for a payment payment systems. See U.S. Pat. No. 4,977,595, entitled 

gateway system architecture for processing encrypted pay- "METHOD AND APPARATUS FOR IMPLEMENTING 

ment transactions utilizing a multichannel, extensible, flex- 35 ELECTRONIC CASH." and U.S. Pat. No. 4,305.059. 

ible ardiitecture. entiUed "MODULAR FUNDS TRANSFER SYSTEM." 

Today, approximately 350 billion coin and currency trans- jhe more well known techniques include magnetic stripe 

actions occur between individuals and institutions every ^ards purchased for a given amount and from which a 

year. The extensive use ofcoin and currency transactions has prepaid value can be deducted for specific purposes. Upon 

limited the automation of individual transactions such as exhaustion of the economic value, the cards are thrown 

purchases, fares, and bank account deposits and withdraw- ^way. Other examples include memory cards or so called 

als. Individual cash transactions are burdened by the need to s^art cards which are capable of repetitively storing infor- 

have the correct amount of cash or providing change there- mation representing value that is likewise deducted for 

for. Furthermore, the handling and managing of paper cash specific purposes. 

and coins is inconvenient, costly and time consuming for ^ ^ desirable for a computer operated under the control 

both individuals and financial mstitutions. ^ merchant to obtain information offered by a customer 

Although checks may be written for any specific amount and transmitted by a computer operating under the control of 

up to the amount available in the account, checks have very the customer over a publicly accessible packet-switched 

Umited transferability and must be supplied from a physical network (e.g., the Internet) to the computer operating under 

inventory. Paper-based checking systems do not offer suf- the control of the merchant, without risking the exposure of 

ficient relief from the hmitations of cash transactions, shar- the information to interception by third parties that have 

ing many of the inconveniences of handling currency while access to the network, and to assure that the information is 

adding the inherent delays associated with processing from an authentic source. It is further desirable for the 

checks. To this end, economic exchange has striven for merchant to transmit infonnation, including a subset of the 

greater convenience at a lower cost, while also seeking information provided by the customer, over such a network 

improved security. to a payment gateway computer system that is designated, 

Automation has achieved some of these qualities for large by a bank or other financial institution that has the respon- 

transactions through computerized electronic funds transfer sibility of providing payment on behalf of the customer, to 

("EFT") systems. Electronic funds transfer is essentially a authorize a commercial transaction on behalf of such a 

process of value exchange achieved through the banking financial institution, without the risk of exposing that infor- 

system's centralized computer transactions. EFT services mation to interception by third parties. Such institutions 

are a transfer of payments utilizing electronic "checks," include, for example, financial institutions offering credit or 

which are used primarily by large commercial organizations. debit card services. 

The Automated Clearing House ("ACH") where a user 45 One such attempt to provide such a secure transmission 

can enter a prc-authorized code and download information channel is a secure payment technology such as Secure 

with billing occurring later, and a Point Of Sale (POS) Electronic Transaction (hereinafter "SET"), jointly devel- 

system where a transaction is processed by connecting with oped by the Visa and MasterCard card associations, and 

a central computer for authorization for the transaction described in Visa and MasterCard's Secure Electronic 

granted or denied immediately are examples of EFT systems 50 Transaction (SET) Specification, Feb. 23, 1996, hereby 

that are utilized by retail and commercial organizations. incorporated by reference. Other such secure payment tech- 

However, the payments made through these types of EFT nologies include Secure TVansaction Technology ("STT'), 

systems are limited in that they cannot be performed without Secure Electronic Payments Protocol ("SEPP"), Internet 

the banking system. Moreover, ACH transactions usually Keyed Payments ("iKP"), Net Trust, and Cybercash Credit 

cannot be performed during off business hours. 55 Payment Protocol. One of ordinary skill in the art readily 

Home Banking bill payment services are examples of an comprehends that any of the secure payment technologies 
EFT system used by individuals to make payments from a can be substituted for the SET protocol without undue 
home computer. Currently, home banking initiatives have experimentation. Such secure payment technologies require 
found few customers. Of the banks that have offered services the customer to operate software that is compliant with the 
for payments, account transfers and information over the to secure payment technology, interacting with third-party cer- 
telephone lines using personal computers, less than one tification authorities, thereby allowing the customer to trans- 
percent of the bank's customers are using the service. One mit encoded information to a merchant, some of which may 
reason that Home Banking has not been a successful product be decoded by the merchant, and some which can be 
is because the customer cannot deposit and withdraw money decoded only by a payment gateway specified by the cus- 
as needed in this type of system. 65 tomer. 

Current EFT systems, credit cards, or debit cards, which Another such attempt to provide such a secure transmis- 

are used in conjunction with an on-line system to transfer sion channel is a general-purpose secure communication 
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protocol such as Netscape, Inc.'s Secure Sockets Layer 
(hereinafter "SSL") , as described in Freier, Karlton & 
Kochcr (hereinafter "Freier"), The SSL Protocol Version 3.0, 
March 1996, and hereby incorporated by reference. SSL 
provides a means for secure transmission between two 
computers. SSL has the advantage that it does not require 
special-purpose software to be installed on the customer's 
computer because it is already incorporated into widely 
available software that many people utilize as their standard 
Internet access medium, and does not require that the 
customer interact with any third-party certification authority. 
Instead, the support for SSL may be incorporated into 
software already in use by the customer, e.g., the Netscape 
Navigator World Wide Web browsing tool. However, 
although a computer on an SSL connection may initiate a 
second SSL connection to another computer, a drawback to 
the SSL approach is each SSL connection supports only a 
two-computer connection. Therefore, SSL does not provide 
a mechanism for transmitting encoded information to a 
merchant for retransmission to a payment gateway such that 
a subset of the information is readable to the payment 
gateway but not to the merchant. Although SSL allows for 
robustly secure two-party data transmission, it does not meet 
the ultimate need of the electronic commerce market for 
robustly secure three-party data transmission. Other 
examples of general-purpose secure communication proto- 
cols include Private Communications Technology ("PCT") 
from Microsoft, Inc., Secure Hyper-Text Transport Protocol 
("SHTTF') from Terisa Systems, Shen, Kerberos, Photuris, 
Pretty Good Privacy ("PGP') which meets the IPSEC cri- 
teria. One of ordinary skill in the art readily comprehends 
that any of the general-purpose secure communication pro- 
tocols can be substituted for the SSL transmission protocol 
without undue experimentation. 

Banks desire an Internet payment solution that emulates 
existing Point of Sale (PCS) applications that are currently 
installed on their host computers, and require minimal 
changes to their host systems. This is a critical requirement 
since any downtime for a bank's host computer system 
represents an enormous expense. Currently, VeriFone sup- 
ports over fourteen hundred dififerent payment-related appli- 
cations. The large number of applications is necessary to 
accommodate a wide variety of host message formats, 
diverse methods for communicating to a variety of hosts 
with dififerent dial-up and direct-connect schemes, and dif- 
ferent certification around the world. In addition, there are a 
wide variety of business processes that dictate how a Point 
of Sale (POS) terminal queries a user for data and subse- 
quently displays the data. Also, various vertical market 
segments, such as hotels, car rental agencies, restaurants, 
retail sales, mail sales/telephone sales require interfaces for 
dififerent types of data to be entered, and provide dififerent 
discount rates to merchants for complying with various data 
types. Moreover, a plethora of report generation mecha- 
nisms and formats are utilized by merchants that banking 
organizations work with. 

Banks are unwilling to converge on "standards" since 
convergence would facilitate switching from one acquiring 
bank to another by merchants. In general, banks desire to 
increase the cost that a merchant incurs in switching from 
one acquiring bank to another acquiring bank. This is 
accomplished by supplying a merchant with a terminal that 
only communicates utilizing the bank's proprietary protocol, 
and by providing other value-added services that a merchant 
may not be able to obtain at another bank. 

Intemet-based payment solutions require additional secu- 
rity measures that are not found in conventional POS 
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terminals. This additional requirement is necessitated 
because Internet communication is done over publicly- 
accessible, unsecured communication line in stark contrast 
to the private, secure, dedicated phone or leased line service 

s utilized between a traditional merchant and an acquiring 
bank. Thus, it is critical that any solution utilizing the 
Internet for a communication backbone, employ some form 
of cryptography. 
As discussed above, the current state-of-the-art Internet 

10 based payment processing is a protocol referred to as SET. 
Since the SET messages are uniform across all 
implementations, banks cannot diflferentiate themselves in 
any reasonable way. Also, since SET is not a proper superset 
of all protocols utilized today, there are bank protocols 

15 which cannot be mapped or translated into SET because they 
require data elements for which SET has no placeholder. 
Further, SET only handles the message types directly related 
to authorizing and capturing credit card transactions and 
adjustments to these authorizations or captures. In a typical 

20 POS terminal in the physical world, these messages com- 
prise almost the entire volume of the total number of 
messages between the merchant and the authorizing bank, 
but only half of the total number of dififerent message types. 
These message types, which are used infrequently, but 

2^ which are critical to the operation of the POS terminsd must 
be supported for proper transaction processing. 

SUMMARY OF THE INVENTION 

3Q According to a broad aspect of a preferred embodiment of 
the invention, a server communicates bidirectionally with a 
gateway over a first communication link, over which all 
service requests are initiated by the server. Secure transmis- 
sion of data is provided from a customer computer system to 

3^ a merchant computer system, and for the further secure 
transmission of payment information regarding a payment 
instrument from the merchant computer system to a payment 
gateway computer system. The payment gateway system 
receives encrypted payment requests from merdiants, as 
HTTP POST messages via the Internet. The gateway then 
unwraps and decrypts the requests, authenticates digital 
signamres of the requests based on certificates, supports 
transaction types and card types as required by a financial 
institution, and accepts concurrent VPOS transactions from 
each of the merchant servers. Then, the gateway converts 
transaction data to host-specific formats and forwards the 
mapped requests to the host processor using the existing 
financial network. The gateway architecture includes three 
distinct sections to enhance distribution of the functions. The 
upper API consists of concise functions which are available 
via a call out interface to custom modules. The lower API 
allows the gateway and the custom modules to call in to 
retisable functions which facilitate isolation from possible 
future fluctuations in structural definitions of SET data 
elements. The system configuration custom parameters 
include the more static information elements required for 
such things as the network address of the host or its proxy 
equipment, timeout values, expected length of certain mes- 
sages and other system configuration information. These 
parameters are specified as name-value pairs in the gateway 
system initialization file. 

DESCRIPTION OF THE DRAWINGS 

The foregoing and other objects, aspects and advantages 
65 are better understood from the following detailed description 
of a preferred embodiment of the invention with reference to 
the drawings, in which: 



04/01/2004, EAST Version: 1.4.1 



5,9' 

5 

FIG. lA is a block diagram of a representative hardware 
environment in accordance with a preferred embodiment; 

FIG. IB depicts an overview in accordance with a pre- 
ferred embodiment; 

FIG. IC is a block diagram of the system in accordance 
with a preferred embodiment; 

FIG. 2 depicts a more detailed view of a customer 
computer system in communication with merchant system 
under the Secure Sockets Layer protocol in accordance with 
a preferred embodiment; 

FIG. 3 depicts an overview of the method of securely 
supplying payment information to a payment gateway in 
order to obtain payment authorization in accordance with a 
preferred embodiment; 

FIG. 4 depicts the detailed steps of generating and trans- 
mitting a payment authorization request in accordance with 
a preferred embodiment; 

FIGS. 5A through 5F depict views of the payment autho- 
rization request and its component parts in accordance with 
a preferred embodiment; 

FIGS. 6Aand 6B depict the detailed steps of processing 
a payment authorization request and generating and trans- 
mitting a payment authorization request response in accor- 
dance with a prefened embodiment; 

FIGS. 7A through 7J depict views of the payment autho- 
rization response and its component parts in accordance with 
a preferred embodimenl; 

FIG. 8 depicts the detailed steps of processing a payment 
authorization response in accordance with a preferred 
embodiment; 

FIG. 9 depicts an overview of the method of securely 
supplying payment capture information to a payment gate- 
way in accordance with a preferred embodiment; 

FIG. 10 depicts the detailed steps of generating and 
transmitting a payment capture request in accordance with a 
preferred embodimenl; 

FIGS. IIA through IIF depict views of the payment 
capture request and its component parts in accordance with 
a preferred embodiment; 

FIGS.llAand 12B depict the detailed steps of processing 
a payment capture request and generating and transmitting a 
payment capture request response in accordance with a 
preferred embodiment; 

FIGS. 13A through 13F depict views of the payment 
capture response and its component parts in accordance with 
a preferred embodiment; 

FIG. 14 depicts the detailed steps of processing a payment 
capture response in accordance with a preferred embodi- 
menl; 

HGS. 15A & 15B depicts transaction processing of 
merchant and consumer transactions in accordance with a 
preferred embodiment; 

FIG. 16 illustrates a transaction class hierarchy block 
diagram in accordance with a preferred embodiment; 

no. 17 shows a typical message flow between the 
merchant, VPOS terminal and the Gateway in accordance 
with a preferred embodiment; 

FIGS. 18A-E are block diagrams of the extended SET 
architecture in accordance with a preferred embodiment; 

FIG. 19 is a flowchart of VPOS merchant pay customi- 
zation in accordance with a preferred embodiment; 

FIGS. 20A-20H are block diagrams and flowcharts set- 
ting forth the detailed logic of thread processing in accor- 
dance with a preferred embodiment; 
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FIG. 21 is a detailed diagram of a multithreaded gateway 
engine in accordance with a preferred embodiment; 
FIG. 22 is a flow diagram in accordance with a preferred 

embodiment; 

^ FIG. 23 illustrates a Gateway's role in a network in 
accordance with a preferred embodiment; 

FIG. 24 is a block diagram of the Gateway in accordance 
with a preferred embodiment; 

FIG. 25 is a block diagram of the VPOS Terminal 
Architecture in accordance with a preferred embodiment; 

FIG. 26 is an architecture block diagram in accordance 
with a preferred embodiment; 

FIG. 27 is a block diagram of the payment manager 
15 architecture in accordance with a preferred embodiment; 

FIG, 28 is a Consumer Payment Message Sequence 
Diagram in accordance with a preferred embodiment of the 
invention; 

FIG. 29 is an illustration of a certificate issuance form in 
20 accordance with a preferred embodiment; 

FIG. 30 illustrates a certificate issuance response in accor- 
dance with a preferred embodiment; 

FIG. 31 illustrates a collection of payment instrument 
holders in accordance with a preferred embodiment; 

FIG. 32 illustrates the default payment instrument bitmap 
in accordance with a preferred embodiment; 

FIG. 33 illustrates a selected payment instrument with a 
fill in the blanks for the cardholder in accordance with a 
preferred embodiment; 

FIG. 34 illustrates a coffee purchase utilizing the newly 
defined VISA card in accordance with a preferred embodi- 
ment of the invention; 

FIG. 35 is a flowchart of conditional authorization of 
35 payment in accordance with a preferred embodiment; 

FIGS. 36-48 are screen displays in accordance with a 
preferred embodiment; 

FIG. 49 shows how the VPOS authenticates an incoming 
response to a request in accordance with a preferred embodi- 
40 ment; 

FIG. 50 is a flowchart for the merchant interaction with 
the Test Gateway in accordance with a preferred embodi- 
ment; 

FIGS. 51, 52A-52B, 53-55, 56A-56B, and 57-61 are 
45 flowcharts depicting the detailed logic of the gateway in 
accordance with a preferred embodiment; 

FIG. 62 is the main administration display for the Gate- 
way in accordance with a preferred embodiment; 

FIG. 63 is a configuration panel in accordance with a 
preferred embodiment; 

FIG. 64 is a host communication display for facilitating 
communication between the gateway and the acquirer pay- 
ment host in accordance with a preferred embodiment; 
j5 FIG. 65 is a Services display in accordance with a 
preferred embodiment; 

FIG. 66 is a graphical representation of the gateway 
transaction database in accordance with a preferred embodi- 
ment; 

60 FIG. 67 illustrates the gateway hardware architecture in 

accordance with a preferred embodiment; 
FIG. 68 is a block diagram setting forth the gateway 

software architecture in accordance with a preferred 

embodiment; and 
65 FIG. 69 is a block diagram setting forth the gateway 

components and interfaces in accordance with a preferred 

embodiment 
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DETAILED DESCRIPTION 

A preferred embodiment of a system in acc»rdance with 
the present invention is preferably practiced in the context of 
a personal computer such as the IBM PS/2, Apple Macintosh ^ 
computer or UNIX based workstation. A representative 
hardware environment is depicted in FIG. lA, which illus- 
trates a typical hardware configuration of a workstation in 
accordance with a preferred embodiment having a central 
processing unit 10, such as a microprocessor, and a number 
of other units interconnected via a system bus 12. The 
workstation shown in FIG. lA includes a Random Access 
Memory (RAM) 14, Read Only Memory (ROM) 16, an I/O 
adapter 18 for connecting peripheral devices such as disk 
storage units 20 to the bus 12, a user interface adapter 22 for 
connecting a keyboard 24, a mouse 26, a speaker 28, a 
microphone 32, and/or other user interface devices such as 
a touch screen (not shown) to the bus 12, communication 
adapter 34 for connecting the workstation to a communica- 
tion network (e.g., a data processing network) and a display 
adapter 36 for connecting the bus 12 to a display device 38. 
The workstation typically has resident thereon an operating 
system such as the Microsoft Windows NT or Windows/95 
Operating System (OS), the IBM OS/2 operating system, the 
MAC OS, or UNIX operating system. Those skilled in the 
art will appreciate that the present invention may also be ^ 
implemented on platforms and operating systems other than 
those mentioned. 

Apreferred embodiment is written using JAVA, C, and the 
C+-¥ language and utilizes object oriented programming 
methodology. Object oriented programming (OOP) has 
become increasingly used to develop complex applications. 
As OOP moves toward the mainstream of software design 
and development, various software solutions require adap- 
tation to make use of the benefits of OOP. A need exists for ^5 
these principles of OOP to be applied to a messaging 
interface of an electronic messaging system such that a set 
of OOP classes and objects for the messaging interface can 
be provided. 

OOP is a process of developing computer software using 
objects, including the steps of analyzing the problem, 
designing the system, and constructing the program. An 
object is a software package that contains both data and a 
collection of related structures and procedures. Since it 
contains both data and a collection of structures and 45 
procedures, it can be visualized as a self-sufficient compo- 
nent thai does not require other additional structures, pro- 
cedures or data to perform its specific task, OOP, therefore, 
views a computer program as a collection of largely autono- 
mous components, called objects, each of which is respon- 59 
sible for a specific task. This concept of packaging data, 
structures, and procedures together in one component or 
module is called encapsulation. 

In general, OOP components are reusable software mod- 
ules which present an interface that conforms to an object 55 
model and which are accessed at run-time through a com- 
ponent integration architecture. A component integration 
architecture is a set of architecture mechanisms which allow 
software modules in different process spaces to utilize each 
others capabilities or functions. This is generally done by 60 
assuming a common component object model on which to 
build the architecture. 

It is worthwhile to differentiate between an object and a 
class of objects at this point. An object is a single instance 
of the class of objects, which is often just called a class. A 65 
class of objects can be viewed as a blueprint, from which 
many objects can be formed. 
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OOP allows the programmer to create an object that is a 
part of another object. For example, the object representing 
a piston engine is said to have a composition-relationship 
with the object representing a piston. In reality, a piston 
engine comprises a piston, valves and many other compo- 
nents; the fact that a piston is an element of a piston engine 
can be logically and semantically represented in OOP by two 
objects. 

OOP also allows creation of an object that "depends 
from" another object. If there are two objects, one repre- 
senting a piston engine and the other representing a piston 
engine wherein the piston is made of ceramic, then the 
relationship between the two objects is not that of compo- 
sition, A ceramic piston engine does not make up a piston 
engine. Rather it is merely one kind of piston engine that has 
one more limitation than the piston engine; its piston is made 
of ceramic. In this case, the object representitig the ceramic 
piston engine is called a derived object, and it inherits all of 
the aspects of the object representing the piston engine and 
adds fiirther limitation or detail to it. The object representing 
the ceramic piston engine "depends from" the object repre- 
senting the piston engine. The relationship between these 
objects is called inheritance. 

When the object or class representing the ceramic piston 
engine inherits all of the aspects of the objects representing 
the piston engine, it inherits the thermal characteristics of a 
standard piston defined in the piston engine class. However, 
the ceramic piston engine object overrides these ceramic 
specific thermal characteristics, which are typically different 
from those associated with a metal piston. It skips over the 
original and uses new functions related to ceramic pistons. 
Different kinds of piston engines have different 
characteristics, but may have the same underlying functions 
associated with it (e.g., how many pistons in the engine, 
ignition sequences, lubrication, etc.). To access each of these 
functions in any piston engine object, a programmer would 
call the same functions with the same names, but each type 
of piston engine may have different/overriding implemen- 
tations of functions behind the same name. This ability to 
hide different implementations of a function behind the same 
name is called polymorphism and it greatly simplifies com- 
munication among objects. 

With the concepts of composition-relationship, 
encapsulation, inheritance and polymorphism, an object can 
represent just about anything in the real world. In fact, our 
logical perception of the reality is the only limit on deter- 
mining the kinds of things that can become objects in 
object-oriented software. Some typical categories are as 
follows: 

Objects can represent physical objects, such as automo- 
biles in a traffic-flow simulation, electrical components 
in a circuit-design program, countries in an economics 
model, or aircraft in an air-traffic-control system. 
Objects can represent elements of the computer-user 
environment such as windows, menus or graphics 
objects. 

An object can represent an inventory, such as a personnel 
file or a table of the latitudes and longitudes of cities. 
An object can represent user-defined data types such as 
time, angles, and complex nimabers, or points on the 
plane. 

With this enormous capability of an object to represent 
just about any logically separable matters, OOP allows the 
software developer to design and implement a computer 
program that is a model of some aspects of reality, whether 
that reality is a physical entity, a process, a system, or a 
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composition of matter. Since the object can represent 
anything, the software developer can create an object wbicb 
can be used as a component in a larger software project in 
the future. 

If 90% of a new OOP software program consists of 
proven, existing components made from preexisting reus- 
able objects, then only the remaining 10% of the new 
software project has to be written and tested from scratch. 
Since 90% already came from an inventory of extensively 
tested reusable objects, the potential domain from which an 
error could originate is 10% of the program. As a result, 
OOP enables software developers to build objects out of 
other, previously built, objects. 

This process closely resembles complex machinery being 
built out of assemblies and sub-assemblies. OOP 
technology, therefore, makes software engineering more like 
hardware engineering in that software is built from existing 
components, which are available to the developer as objects. 
All this adds up to an improved quality of the software as 
well as an increased speed of its development. 

Programming languages are beginning to fiilly support the 
OOP principles, such as encapsulation, inheritance, 
polymorphism, and composition-relationship. With the 
advent of the C++ language, many commercial software 
developers have embraced OOR C++ is an OOP language 
that offers a fast, machine-executable code. Furthermore, 
C++ is suitable for both commercial-application and 
systems-programming projects. For now, C++ appears to be 
the most popular choice among many OOP programmers, 
but there is a host of other OOP languages, such as 
Smalltalk, common lisp object system (CLOS), and Eiffel. 
Additionally, OOP capabilities arc being added to more 
traditional popular computer programming languages such 
as Pascal. 

The benefits of object classes can be summarized, as 
follows: 

Objects and their corresponding classes break down com- 
plex programming probletns into many smaller, sim- 
pler problems. 

Encapsulation enforces data abstraction through the orga- 
nization of data into small, independent objects that can 
communicate with each other. Encapsulation protects 
the data in an object from accidental damage, but 
allows other objects to interact with that data by calling 
the object's member functions and structures. 

Subclassing and inheritance make it possible to extend 
and modify objects through deriving new kinds of 
objects from the standard classes available in the sys- 
tem. Thus, new capabilities are created without having 
to start from scratch. 

Polymorphism and multiple inheritance make it possible 
for different programmers to mix and match character- 
istics of many different classes and create specialized 
objects that can still work with related objects in 
predictable ways. 

Qass hierarchies and containment hierarchies provide a 
flexible mechanism for modeling real-world objects 
and the relationships among them. 

Libraries of reusable classes are useful in many situations, 
but they also have some limitations. For example: 
Complexity. In a complex system, the class hierarchies 
for related classes can become extremely confusing, 
with many dozens or even hundreds of classes. 
Row of control. A program written with the aid of class 
libraries is still responsible for the flow of control 
(i.e., it must control the interactions among all the 



8,840 

10 

objects created from a particular library). The pro- 
grammer has to decide which functions to call at 
what times for which kinds of objects. 
Duplication of effort. Although class libraries allow 
5 programmers to use and reuse many small pieces of 

code, each programmer puts those pieces together in 
a different way. T\vo different programmers can use 
the same set of class libraries to write two programs 
that do exactly the same thing but whose internal 
structure (i.e., design) may be quite different, 
depending on hundreds of small decisions each pro- 
grammer makes along the way. Inevitably, similar 
pieces of code end up doing similar things in slightly 
different ways and do not work as well together as 
they should. 

^5 Class libraries are very flexible. As programs grow more 
complex, more programmers are forced to reinvent basic 
solutions to basic problems over and over again. A relatively 
new extension of the class library concept is to have a 
framework of class libraries. This framework is more com- 

20 plex and consists of significant collections of collaborating 
classes that capture both the small scale patterns and major 
mechanisms that implement the common requirements and 
design in a specific application domain. They were first 
developed to free application programmers from the chores 

25 involved in displaying menus, windows, dialog boxes, and 
other standard user interface elements for personal comput- 
ers. 

Frameworks also represent a change in the way program- 
mers think about the interaction between the code they write 

30 and code written by others. In the early days of procedural 
programming, the programmer called libraries provided by 
the operating system to perform certain tasks, but basically 
the program executed down the page from start to finish, and 
the programmer was solely responsible for the flow of 

35 control. This was appropriate for printing out paychecks, 
calculating a mathematical table, or solving other problems 
with a program that executed in just one way. 

The development of graphical user interfaces began to 
turn this procedural programming arrangement inside out. 

40 These interfaces allow the user, rather than program logic, to 
drive the program and decide when certain actions should be 
performed. Today, most personal computer software accom- 
plishes this by means of an event loop which monitors the 
mouse, keyboard, and other sources of external events and 

45 calls the appropriate parts of the programmer's code accord- 
ing to actions that the user performs. The programmer no 
longer determines the order in which events occur. Instead, 
a program is divided into separate pieces that are called at 
unpredictable times and in an unpredictable order. By relin- 

50 quishing control in this way to users, the developer creates 
a program that is much easier to use. Nevertheless, indi- 
vidual pieces of the program written by the developer still 
call libraries provided by the operating system to accomplish 
certain tasks, and the programmer must still determine the 

55 flow of control within each piece after it's called by the 
event loop. Application code still "sits on top of* the system. 

Even event loop programs require programmers to write 
a lot of code that should not need to be written separately for 
every application. The concept of an application framework 

60 carries the event loop concept further. Instead of dealing 
with all the nuts and bolts of constructing basic menus, 
windows, and dialog boxes and then making these things all 
work together, programmers using application frameworks 
start with working application code and basic user interface 

65 elements in place. Subsequently, they build from there by 
replacing some of the generic capabilities of the framework 
with the specific capabilities of the intended application. 
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Application frameworks reduce the total amount of code 
that a programmer has to write from scratch. However, 
because the framework is really a generic application that 
displays windows, supports copy and paste, and so on, the 
programmer can also relinquish control to a greater degree 
than event loop programs permit. The framework code takes 
care of almost all event handling and flow of control, and the 
programmer's code is called only when the framework 
needs it (e.g., to create or manipulate a proprietary data 
structure). 

A programmer writing a framework program not only 
relinquishes control to the user (as is also true for event loop 
programs), but also relinquishes the detailed flow cf control 
within the program to the framework. This approach allows 
the creation of more complex systems that work together in 
interesting ways, as opposed to isolated programs, having 
custom code, being created over and over again for similar 
problems. 

Thus, as is explained above, a framework basically is a 
collection of cooperating classes that make up a reusable 
design solution for a given problem domain. It typically 
includes objects that provide default behavior (e.g., for 
menus and windows), and programmers use it by inheriting 
some of that default behavior and overriding other behavior 
so that the framework calls application code at the appro- 
priate times. 

There are three main differences between frameworks and 
class libraries: 

Behavior versus protocol. Class libraries are essentially 
collections of behaviors that you can call when you 
want those individual behaviors in your program. A 
framework, on the other hand, provides not only behav- 
ior but also the protocol or set of rules that govern the 
ways in which behaviors can be combined, including 
rules for what a programmer is supposed to provide 
versus what the framework provides. 

Call versiis override. With a class library, the code the 
programmer instantiates objects and calls their member 
functions. It's possible to instantiate and call objects in 
the same way with a framework (i.e., to treat the 
framework as a class library), but to take full advantage 
of a framework's reusable design, a programmer typi- 
cally writes code that overrides and is called by the 
framework. The framework manages the flow of con- 
trol among its objects. Writing a program involves 
dividing responsibilities among the various pieces of 
software that are called by the framework rather than 
specifying how the different pieces should work 
together. 

Implementation versus design. With class libraries, pro- 
grammers reuse only implementations, whereas with 
frameworks, they reuse design. A framework embodies 
the way a family of related programs or pieces of 
software work. It represents a generic design solution 
that can be adapted to a variety of specific problems in 
a given domain. For example, a single framework can 
embody the way a user interface works, even though 
two dif[^erent user interfaces created with the same 
framework might solve quite different interface prob- 
lems. 

Thus, through the development of frameworks for solu- 
tions to various problems and programming tasks, signifi- 
cant reductions in the design and development effort for 
software can be achieved. A preferred embodiment of the 
invention utilizes HyperText Markup Language (HTML) to 
implement documents on the Internet together with a 
general-purpose secure communication protocol for a trans- 
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port medium between the client and the merchant. HTTP or 
other protocols could be readily substituted for HTML 
without undue experimentation. Information on these prod- 
ucts is available inT. Bemers-Lee, D. Connoly, "RFC 1866: 

5 Hypertext Markup Language- 2.0" (November 1995); and 
R. Fielding, H, Frystyk, T. Berne rs-Lee, J. Gettys and J. C, 
Mogul, "Hypertext Transfer Protocol— HTTP/ 1.1: HTTP 
Working Group Internet Draft" (May 2, 1996). HTML is a 
simple data format used to create hypertext documents that 

10 are portable from one platform to another. HTML docu- 
ments are SGML documents with generic semantics that are 
appropriate for representing information from a wide range 
of domains. HTML has been m use by the World-Wide Web 
global information initiative since 1990. HTML is an appli- 

15 cation of ISO Standard 8879:1986 Information Processing 
Text and OfiSce Systems; Standard Generalized Markup 
Language (SGML). 

To date, Web development tools have been limited in their 
ability to create dynamic Web applications which span from 

20 client to server and interoperate with existing computing 
resources. Until recently, HTML has been the dominant 
technology used in development of Web-based solutions. 
However, HTML has proven to be inadequate in the fol- 
lowing areas: 

25 Poor performance; 

Restricted user interface capabilities; 
Can only produce static Web pages; 
Lack of interoperability with existing applications and 

data; and 
Inability to scale. 

Sun Microsystem's Java language solves many of the 
client-side problems by: 

Improving performance on the client side; 
35 Enabling the creation of dynamic, real-time Web appli- 
cations; and 

Providing the ability to create a wide variety of user 

interface components. 
With Java, developers can create robust User Interface 

40 (UI) components. Custom "widgets" (e.g. real-time stock 
tickers, animated icons, etc.) can be created, and client-side 
performance is improved. Unlike HTML, Java supports the 
notion of client-side validation, offloading appropriate pro- 
cessing onto the client for improved perfonmance. Dynamic, 

45 real-time Web pages can be created. Using the above- 
mentioned custom UI components, dynamic Web pages can 
also be created. 

Sun's Java language has emerged as an industry- 
recognized language for ^'programming the Internet." Sun 

50 defines Java as: "a simple, object-oriented, distributed, 
interpreted, robust, secure, architecture-neutral, portable, 
high-performance, multithreaded, dynamic, buzzword- 
compliant, general-purpose programming language. Java 
supports programming for the Internet in the form of 

55 platform-independent Java applets/' Java applets are small, 
specialized applications that comply with Sun's Java Appli- 
cation Programming Interface (API) allowing developers to 
add "interactive content" to Web documents (e.g. simple 
animations, page adornments, basic games, etc.). Applets 

60 execute within a Java-compatible browser (e.g. Netscape 
Navigator) by copying code from the server to client. From 
a language standpoint, Java's core feature set is based on 
C++. Sun's Java hterature states that Java is basically "C++, 
with extensions from Objective C for more dynamic method 

65 resolution". 

Another technology that provides similar function to 
JAVA is provided by Microsoft and ActiveX Technologies, 
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to give developers and Web designers wherewithal to build 
dynamic content for the Internet and personal computers. 
ActiveX includes tools for developing animation, 3-D vir- 
tual reality, video and other multimedia content. The tools 
use Internet standards, work on multiple platforaas, and are 5 
being supported by over 100 companies. The group's build- 
ing blocks are called ActiveX Controls, small, fast compo- 
nents that enable developers to embed parts of software in 
hypertext markup language (HTML) pages. ActiveX Con- 
trols work with a variety of programming languages includ- lo 
ing Microsoft Visual C++, Borland Delphi, Microsoft Visual 
Basic programming system and, in the future, Microsoft's 
development tool for Java, code named "Jakarta." ActiveX 
Technologies also includes ActiveX Server Framework, 
allowing developers to create server applications. One of 15 
ordinary skill in the art readily recognizes that ActiveX 
could be substituted for JAVA without undue experimenta- 
tion lo practice the invention, 

FIG. IB depicts an overview of the present invention. 
Customer computer system 120 is in communication with 20 
merchant computer system 130. The customer-merchant 
session 150 operates under a general-purpose secure com- 
munication protocol such as the SSL protocol. Merchant 
computer system 130 is additionally in communication with 
payment gateway computer system 140. Apayment gateway 25 
is a system that provides electronic commerce services in 
support of a bank or other financial institution, and that 
interfaces to the financial institution to support the authori- 
zation and capture of transactions. The customer-institution 
session 170 operates under a variant of a secure payment 30 
technology such as the SET protocol, as described herein, 
referred to as Merchant-Originated Secure Electronic Trans- 
actions ("MOSET'), as is more fully described herein. 

Customer-to-Merchant Communication 

FIG. 2 depicts a more detailed view of customer computer 
system 120 in communication with merchant system 130 
using customer-merchant session 150 operating under the 
SSL protocol as documented in Freier and incorporated by 
reference. co 

customer computer system 120 initiates communication 
with merchant computer system 130 using any well-known 
access protocol, e.g.. Transmission Control Protocol/Internet 
Protocol ("TCP/IP"). A description of TCP/IP is provided in 
Information Sciences Institute, "Transmission Control Pro- 45 
tocol DARPAlntemet Program Protocol Specification (RFC 
793)" (September, 1981), and Information Sciences 
Institute, "Internet Protocol DARPA Internet Program Pro- 
tocol Specification (RFC 791)" (September, 1981). In this 
implementation, customer computer system 120 acts as a 50 
client and merchant computer system 130 acts as a server. 

Customer computer system 120 initiates communication 
by sending "client hello" message 210 to the merchant 
computer system 130. When a client first connects to a 
server it is required to send the client hello message 210 as 55 
its first message. The client can also send a cUent hello 
message 210 in response to a hello request on its own 
initiative in order to renegotiate the security parameters in an 
existing connection. The client hello message includes a 
random structure, which is used later in the protocol. 60 
Specifically, the random structure includes the current time 
and date in standard UNIX 32-bit format according to the 
sender's internal clock and twenty-eight bytes of data gen- 
crated by a secure random number generator. The client 
heUo message 210 further includes a variable length session 65 
identifier. If not empty, the session identifier value identifies 
a session between the same client and server whose security 
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parameters the client wishes to retise. The session identifier 
may be from an earlier connection, the current connection, 
or another currently active connection. It is useful to specify 
the current connection if the client only wishes to update the 
random structures and derived values of a connection. It is 
useful to specify another currently active connection if the 
client wishes to establish several simultaneous independent 
secure connections to the same server without repeating the 
full handshake protocol. Client hello message 210 further 
includes an indicator of the cryptographic algorithms sup- 
ported by the dient in order of the client's preference, 
ordered according to client preference. 

In response to client hello message 210, if merchant 
computer system 130 wishes to correspond with customer 
computer system 120, it responds with server hello message 
215. If merchant computer system 130 does not wish to 
communicate with customer computer system 120, it 
responds with a message, not shown, indicating refusal to 
communicate. 

Server hello message 215 includes a random structure, 
which is used later in the protocol. The random structure in 
server hello message 215 is in the same format as, but has 
contents independent of, the random structure in client hello 
message 210. Specifically, the random structure includes the 
current time and date in standard UNIX 32-bit format 
according to the sender's internal clock and twenty-eight 
bytes of data generated by a secure random number genera- 
tor. Server hello message 215 further includes a variable 
length session identifier. The session identifier value iden- 
tifies a new or existing session between the same client and 
server. Server hello message 215 further includes an indi- 
cator of the cryptographic algorithms selected from among 
the algorithms specified by client hello message 210, which 
is utilized in further encrypted communications. 

Optionally, Merchant computer system 130 transmits a 
server certificate 220. If transmitted, server certificate 220 
enables customer computer system 120 to authenticate the 
identity of merchant computer system 130. 

If merchant computer system 130 does not transmit a 
server certificate 220, or if server certificate 220 is suitable 
only for authentication, it may optionally transmit a server 
key exchange message 225. Server key exchange message 
225 identifies a key that may be used by customer computer 
system 120 to decrypt further messages sent by merchant 
computer system 130. 

After transmitting server hello message 215, and option- 
ally transmitting server certificate 220 or server key 
exchange message 225, merchant computer system 130 
transmits a server hello done message 230 and waits for a 
further response from customer computer system 120. 

Customer computer system 120 optionally transmits cli- 
ent certificate 240 to merchant computer system 130. If 
transmitted, client certificate 240 enables merchant com- 
puter system 130 to authenticate the identity of customer 
computer system 120. Alternatively, customer computer 
system 120 may transmit a no-client-certificate alert 245, to 
indicate that the customer has not registered with any 
certification authority. 

If customer computer system 120 does not transmit a 
client certificate 240, or if client certificate 240 is suitable 
only for authentication, customer computer system 130 may 
optionally transmit a client key exchange message 250. 
Client key exchange message 250 identifies a key that may 
be used by merchant computer system 120 to decrypt further 
messages sent by customer computer system 120. 

After optionally transmitting client certificate 240, 
no-client-certificate alert 245, and/or client key exchange 
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message 250, customer computer system 120 transmits a 
finished message 260. 

At this point, customer computer system 120 and mer- 
chant computer system 130 have: 

1) negotiated an encryption scheme that may be com- 
monly employed in further communications, and 

2) have communicated to each other a set of encryption 
keys that may be used to decrypt further communica- 
tions between the two computer systems. 

Qistomer computer system 120 and merchant computer 
system 130 may thereafter engage in secure communications 
270 with less risk of interception by third parties. 

Among the messages communicated by customer com- 
puter system 120 to merchant computer system 130 may be 
messages that specify goods or services to be ordered and 
payment information, such as a credit card number and 
related information, collectively referred to as "payment 
information," that may be used to pay for the goods and/or 
services ordered. In order to obtain payment, the merchant 
must supply this information to the bank or other payment 
gateway responsible for the preferred payment method. This 
enables the merchant to perform payment authorization and 
payment capture. Payment authorization is the process by 
which permission is granted by a payment gateway operat- 
ing on behalf of a financial institution to authorize payment 
on behalf of the financial institution. This is a process that 
assesses transaction risk, confirms that a given transaction 
does not raise the account holder's debt above the account's 
credit limit, and reserves the specified amount of credit. 
Payment capture is the process that triggers the movement of 
funds from the financial institution to the merchant's 
account after settlement of the account. 

Payment Authorization 

Merchants utilize point-of-sale products for credit and 
debit transactions on a daily basis. An embodiment in 
accordance with the subject invention allows an acquirer 
processor to accept transactions from Internet storefronts 
without altering a current host environment. The system 
easily converts payment protocol messages and simulta- 
neously manages transactions from a number of Internet 
merchant servers. As the number of transactions grows, the 
payment gateway can be scaled to handle the increased 
business, and it can be configured to work with specific 
business processes used by the acquirer/processor. Thus, the 
payment gateway supports Internet processing utilizing pay- 
ment processing operations. 

The payment gateway provides support for configuring 
and installing the Internet payment capability utilizing exist- 
ing host point-of-$ale technology. The payment gateway also 
provides an intuitive Graphical User Interface (GUI) with 
support built in to accommodate future payment instruments 
such as debit cards, electronic checks, electronic cash and 
micropayments. The payment gateway implements secure 
transactions using RSA public-key cryptography and the 
MaslerCardA^isa Secure Electronic Transaction (SET) pro- 
tocol. The gateway also provides full functionality for 
merchant payment processing including authorization, 
capture, settlement and reconciliation while providing moni- 
tor activity with reporting and tracking of transactions sent 
over the Internet, Finally, the payment gateway also imple- 
ments Internet payment procedures that match current pro- 
cessor business models to ensure consistency for merchants. 
Handling Internet transactions is destined to become a 
necessary function for every payment processing system. 
Today, merchants often transmit data received over the 
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Internet inefficiently. Some fax the information or waste 
time keying data into a non-Internet system. 

FIG. 3 depicts an overview of the method of securely 
supplying payment information to a payment gateway in 

S order to obtain payment authorization. In function block 
310, merchant computer system 130 generates a payment 
authorization request 315 and transmits it to payment gate- 
way computer system 140. In function block 330, payment 
gateway system 140 processes the payment authorization 

10 request, generates a payment authorization response 325 and 
transmits it to merchant computer system 130. In function 
block 320, merchant computer system 130 processes pay- 
ment authorization response 325 and determines whether 
payment for the goods or services sought to be obtained by 

IS the customer has been authorized. 

Payment Authorization Request Generation 

FIG. 4 depicts the detailed steps of generating and trans- 
mitting a payment authorization request. FIGS. 5A through 
5F depict views of the payment authorization request and its 
component parts. In function block 410, merchant computer 
system 130 creates a basic authorization request 510. The 
basic authorization request is a data area that includes all the 
information for determining whether a request should be 
granted or denied. Specifically, it includes such information 
as the party who is being charged, the amount to be charged, 
the account number of the account to be charged, and any 
additional data, such as passwords, needed to validate the 
charge. This information is either calculated based upon 
prior customer merchandise selection, or provided by the 
customer over the secure link 270 established in the 
customer-merchant general-purpose secure communication 
protocol session. FIG. 5A depicts a basic authorization 
request 510. 

In function block 420, merchant computer system 130 
combines basic authorization request 510, a copy of its 
encryption public key certificate 515 and a copy of its 
signature public key certificate 520. Merchant computer 
system 130 calculates a digital signature 525 for the com- 
bined contents of the combined block 530 comprising basic 
authorization request 510, the encryption public key certifi- 
cate 515 and the signature public key certificate 520, and 
appends it to the combination of the combined basic autho- 

45 rization request 510, the encryption public key certificate 
515 and the signature public key certificate 520. The mer- 
chant computer system calculates digital signature 525 by 
first calculating a "message digest" based upon the contents 
of the combined basic authorization request 510, the encryp- 

50 tion public key certificate 515 and the signature public key 
certificate 520. A message digest is the fixed-length result 
that is generated when a variable length message is fed into 
a one-way hashing function. Message digests help verify 
that a message has not been altered because altering the 

55 message would change the digest. The message digest is 
then encrypted using the merchant computer system's 130 
digital signature private key, thus forming a digital signa- 
ture. 

FIG. 5B depicts the combined block 530 formed by 
50 function block 420 and containing basic authorization 
request 510, the encryption public key certificate 515, the 
signature public key certificate 520, and digital signature 
525. 

In function block 430, merchant computer system 130 
65 generates a random encryption key RK-0 540, denoted as 
RK-0. Random encryption key RK-0 540 is a symmetric 
encryption key. A symmetric encryption key is a key char- 
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acterized by the property that a message encrypted with a certificate 515 and the signature public key certificate 520. 

symmetric key can be decrypted with that same key. This is Payment gateway computer system 140 then decrypts digital 

contrasted with an asymmetric key pair, such as a public- signature 525 to obtain a copy of the equivalent message 

kcy/privatc-key key pair, where a message encrypted with digest calculated by merchant computer system 130 in 

one key of the key pair may only be decrypted with the other S function block 420. If the two message digests are equal, the 

key of the same key pair. FIG. 5C depicts random encryption digital signature 525 is validated. If validation fails, payment 

key RK-0 540. gateway computer system 140 rejects the authorization 

In function block 440, merchant computer system 130 request, 

encrypts combined block 530 using random encryption key In function block 630, payment gateway computer system 

RK-0 540 to form encrypted combined block 550. FIG. SD lo 140 determines the financial institution for which authori- 

depicts encrypted combined block 550. The encryption state zation is required by inspection of basic authorization 

of encrypted combined block 550 is graphically shown by request 510. 

random key lock 555, which indicates that encrypted com- Payment gateway computer system 140 contacts the 

bined block 550 is encrypted using random key RK-0 540. appropriate financial institution using a secure means, e.g, a 

In function block 450, merchant computer system 130 direct-dial modem-to-modem connection, or a proprietary 

encrypts random encryption key RK-0 540 using the public internal networic that is not accessible to third parties, and 

key of payment gateway system 140 to form encrypted using prior art means, obtains a response indicating whether 

random key 560. FIG. S£ depicts encrypted random key the requested payment is authorized. 
560. The encryption state of encrypted random key 560 is 

graphically shown by payment gateway public key lock 565, Payment Authorization Response Generation 

which indicates that encrypted random key 560 is encrypted _ . , , , , . . ^ . ^ 

using the payment gateway public key. P«'«=f«'° '^P'^^ '"l^ "'^P^ °f 

^ „ .Lir^^rtu generatmg and transmitting a payment authorization request 

in function block 460, mercban computer system li» response. FIGS. TAthrouah 7J depict views of the payment 

concatenates encrypted combined block 550 and encrypted authorization response and its component parts. 

random key 560 to form payment authorization request 315. , 

FIG. 5F depicts payment authorization request 315 com- . I" ""^k ^S. payme"' gateway computer sjstem 

prising encrypted combined block 550 and encrypted ran- '^^^^^ " authonzation response 710. The basic 

dom key 560. In function block 470, merchant computer authorization request is a data area that includes all the 

system 130 transmiu payment aulhorizaUon request 315 to ,„ '° determine whether a request was granted or 

payment gateway system 140. ^° •^^i^'^- ^^P"^'^ ^^"^ a"thonzation response 710. 

In function block 640, payment gateway computer system 

Payment Authorization Request Processing 140 combines basic authorization response 710, and a copy 

FIG. 6 depicts the detailed steps of processing a payment °f signature public key certificate 720. Payment computer 

authorizaUon request and generating and transmitUng a „ system 140 calculates a chgital spature 

payment authorizaUon request response. Function blocks bmed contents of the combined block 730 composing basic 

610 through 630 depict the steps of processing a payment authorization response 710 and the signature public key 

authorization request, while function blocks 635 through certificate 720, and appends the signature to the combmaUon 

685 depict the steps of generating and transmitting a pay- combined basic authonzatjon response 710 and the 

ment authorization request response. ^ signature public key certificate 720. The payment gateway 

In function block 610, payment gateway computer system '=7?^'" calculates digital signature 725 by first 

- ■ . 1 , 4 / J 1 ctn calculating a message digest based on the contents of the 

140 applies its pnvate key to encrypted random key 560 . , ,\ . *f • tia • ^ 

. ♦ J -J . combined basic authorization response 710 and signature 

contained within received payment authonzaUon request , , , m. ♦ ■ 

, J ; • • 1 ♦ • public key certificate 720. The message digest is then 

315, thereby decrypting it and obtammg a cleartext version ^ , ^ • ,u u ^ * * T^An^' '*\ 

of random key RK-0 540. In function block 615, payment ,5 ^"^^ted using the merchant computer system s 140 digital 

gateway computer system 140 appUes random key RK-O ' ^^^nature private key, thus forming a digital signature. 

540 to encrypted combined block 550, thereby decrypting it "^B depicts the combined block 730 formed m 

and obtaining a cleartext version of combined block 530. function block 640 and containing basic authorization 

Combined block 530 comprises basic authorization request response 710, the signature public key certificate 720, and 

510, a copy of merchant computer system's 130 encryption 50 ^^S^^^^ signature 725. 

public key certificate 515 and a copy of merchant computer In function block 645, payment gateway computer system 

system's 130 signature public key certificate 520, as well as 150 generates a first symmetric random encryption key 740, 

merchant digital signature 525. denoted as RK-1. FIG. 7C depicts first random encryption 

In function block 620, payment gateway computer system key RK-1 740. 

140 verifies merchant computer system's 130 encryption ss In function block 650, payment gateway computer system 

public key certificate 515 and merchant computer system's 140 encrypts combined block 730 using random encryption 

130 signature public key certificate 520. Payment gateway key RK-1 740 to form encrypted combined block 750. FIG. 

computer system 140 performs this verification by making a 7D depicts encrypted combined block 750. The encryption 

call to the certification authorities associated with each state of encrypted combined block 750 is graphically shown 

certificate. If verification of either certificate fails, payment 60 by random key lock 755, which indicates that encrypted 

gateway computer system 140 rejects the authorization combined blodc 750 is encrypted using random key RK-1 

request. 740. 

In function block 625, payment gateway computer system In function block 655, payment gateway computer system 

140 validates merchant digital signature 525. Payment gate- 140 encrypts random encryption key RK-1 740 using the 

way computer system 140 performs this validation by cal- 65 public key of merchant computer system 130 to form 

culating a message digest over the contents of the combined encrypted random key RK 760. FIG. 7E depicts encrypted 

basic authorization request 510, the encryption public key random key RK-1 760. The encryption state of encrypted 
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randoni key 760 is graphically shown by merchant public 
key lock 765, which indicates that encrypted random key 
760 is encrypted using the merchant public key. 

In function block 660, payment gateway computer system 
140 generates a random capture token 770. Random capture 5 
token 770 is utilized in subsequent payment capture pro- 
cessing to associate the payment capture request with the 
payment authorization request being processed. FIG. 7F 
depicts capture token 775. 

In function block 665, payment gateway computer system 
140 generates a second symmetric random encryption key 
775, denoted as RK-2. FIG. 7G depicts second random 
encryption key RK-2 775. 

In function block 670, payment gateway computer system 
140 encrypts capture token 770 using random encryption 
key RK-2 770 to form encrypted capture token 780. FIG. 7H 
depicts encrypted capture token 780. The encryption state of 
encrypted capture token 780 is graphically shown by ran- 
dom key lock 785, which indicates that encrypted capture 
token 780 is encrypted using random key RK-2 770. 

In function block 675, payment gateway computer system 
140 encrypts second random encryption key RK-2 775 using 
its own public key to form encrypted random key RK-2 790. 
FIG. 71 depicts encrypted random key RK-2 790. The 
encryption state of encrypted random key 790 is graphically 
shown by payment gateway public key lock 795, which 
indicates that encrypted random key 790 is encrypted using 
the payment gateway public key. 

In function block 680, payment gateway computer system 30 
140 concatenates encrypted combined block 750, encrypted 
random key RK-1 760, encrypted capture token 780 and 
encrypted random key RK-2 790 to form payment authori- 
zation response 325. FIG. 7J depicts payment authorization 
response 325 comprising encrypted combined block 750, 35 
encrypted random key RK-1 760, encrypted capture token 
780 and encrypted random key RK-2 790, In function block 
685, payment gateway computer system 140 transmits mer- 
chant authorization response 325 to payment system 130. 

Payment Authorization Response Processing ^° 

FIG, 8 depicts the detailed steps of processing a payment 
authorization response. In function block 810, payment 
computer system 130 applies its private key to encrypted 
random key RK-1 760 contained within received merchant 45 
authorization response 325, thereby decrypting it and 
obtaining a cleartext version of random key RK-1 740. In 
function block 820, merchant computer system 130 applies 
random key RK-1 740 to encrypted combined block 750, 
thereby decrypting it and obtaining a cleartext version of 50 
combined block 730. Combined block 730 comprises basic 
authorization response 710, a copy of payment gateway 
computer system's 140 signature public key certificate 720, 
as well as payment gateway digital signature 725. In func- 
tion block 830, merchant computer system 130 verifies 55 
payment gateway computer system's 140 signature public 
key certificate 720. Merchant computer system 130 per- 
forms this verification by making a call to the certification 
authority associated with the certificate. If verification of the 
certificate fails, merchant computer system 130 concludes 60 
that the authorization response is counterfeit and treats it 
though the authorization request had been rejected. 

In function block 840, merchant computer system 130 
validates payment gateway digital signature 725. Merchant 
computer system 130 performs this validation by calculating 65 
a message digest over the contents of the combined basic 
authorization response 710 and the signature public key 
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certificate 720. Merchant computer system 130 then 
decrypts digital signatiu-e 725 to obtain a copy of the 
equivalent message digest calculated by payment gateway 
computer system 140 in function block 640. If the two 
message digests are equal, the digital signature 725 is 
validated. If validation fails, concludes that the authorization 
response 710 is counterfeit and treats it though the autho- 
rization request had been rejected. 

In function block 850, merchant computer system 130 
stores encrypted capture token 780 and encrypted random 
key RK-2 790 for later use in payment capture. In function 
block 860, merchant computer system 130 processes the 
customer purchase request in accordance with the authori- 
zation response 710. If the authorization response 710 
indicates that payment in authorized, merchant computer 
system 130 fills the requested order. If the authorization 
response 710 indicates that payment is not authorized, or if 
merchant computer system 130 determined in Amction block 
830 or 840 that the authorization response 710 is counterfeit, 
merchant computer system 130 indicates to the customer 
that the order cannot be filled. 

Payment Capture 

FIG. 9 depicts an overview of the method of securely 
supplying payment capture information to payment gateway 
140 in order to obtain payment capture. In function block 
910, merchant computer system 130 generates a merchant 
payment capture request 915 and transmits it to payment 
gateway computer system 140. In function block 930, pay- 
ment gateway system 140 processes the payment capture 
request 915, generates a payment capture response 925 and 
transmits it to merchant computer system 130. In function 
block 920, merchant computer system 130 processes pay- 
ment capture response 925 and verifies that payment for the 
goods or services sought to be obtained by the customer 
have been captured. 

Payment Capture Request Generation 

FIG. 10 depicts the detailed steps of generating and 
transmitting a payment capture request. FIGS. IIA through 
IIF depict views of the payment capture request and its 
component parts. In function block 1010, merchant com- 
puter system 130 creates a basic capture request 510. The 
basic capture request is a data area that includes all the 
information needed by payment gateway computer system 
140 to trigger a transfer of funds to the merchant operating 
merchant computer system 130. 

Specifically, a capture request includes a capture request 
amount, a capture token, a date, summary infonnation of the 
purchased items and a Merchant ID (MID) for the particular 
merchant. FIG. IIA depicts basic capture request 1110. 

In function block 1020, merchant computer system 130 
combines basic capture request 1110, a copy of its encryp- 
tion public key certificate 1115 and a copy of its signature 
public key certificate 1120. Merchant computer system 130 
calculates a digital signature 1125 for the combined contents 
of the combined block 1130 comprising basic capture 
request 1110, the encryption public key certificate 1115 and 
the signature public key certificate 1120, and appends it to 
the combination of the combined basic capture request 1110, 
the encryption public key certificate 1115 and the signature 
public key certificate 1120. The merchant computer system 
calculates digital signature 1125 by first calculating a mes- 
sage digest over the contents of the combined basic capture 
request 1110, the encryption public key certificate 1115 and 
the signature public key certificate 1120. The message digest 
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is then encrypted using the merchant computer system's 130 En function block 1225, payment gateway computer sys- 

digital signature private key, thus forming a digital signa- tem 140 validates merchant digital signature 1125. Payment 

ture. gateway computer system 140 performs this validation by 

FIG. IIB depicts the combined block 1130 formed by calculating a message digest over the contents of the com- 
function block 1020 and containing basic capture request s bined basic capture request 1110, the encryption public key 

1110, the encryption public key certificate 1115, the signa- certificate 1115 and the signature public key certificate 1120. 

ture public key certificate 1120, and digital signature 1125. Payment gateway computer system 140 then decrypts digital 

In function block 1030, merchant computer system 130 signature 1125 to obtain a copy of the equivalent message 

generates a random encryption key 1140, denoted as RK-3. digest calculated by merchant computer system 130 in 

Random encryption key RK-3 1140 is a symmetric enciyp- ^^^^-^^ ^lock 1020. If the two message digests are equal, 

J^^A*"'/ I^^: lie deplete random en^ypUon key RK.3 ^-^^^j ^^ ^^^^ ^ validated. If validation fails, 

1140. In fimcuon block 1040 merchant computer system ^^^^ ^ ^^.^^^ ^ 

130 encrypts combined block 1130 usmg random encryption . t c 4 i_iiinn . \ * 

key RK.3 1140 to form encrypted combined block 1150. request. In funcUon block 1230 payment gateway computer 

FIG. UD depicts encrypted Combined block 1150. Tlie ^J^Tn^a . ^"^u ^ encrypted random key 

encryption state of encrypted combined block 1150 is RK-2 790 contained withm received merchant capture 

graphically shown by random key lock 1155, which indi- '^quest 915, thereby decrypting it and obtaimng a cleartext 

cates that encrypted combined block 1150 is encrypted using version of random key RK-2 775. In function block 1235, 

random key RK-3 1140. In function block 1050, merchant payment gateway computer system 140 applies random key 

computer system 130 encrypts random encryption key RK-3 RK-2 775 to encrypted capture token 780, thereby decrypt- 
1140 using the public key of payment gateway system 140 20 ing it and obtaining a cleartext version of capture token 770. 

to form encrypted random key 1160. FIG. HE depicts In function block 1240, payment gateway computer sys- 

encrypted random key 1160. The encryption state of tem 140 verifies that a proper transaction is being transmit- 

encrypted random key 1160 is graphically shown by pay- ted between capture token 780 and capture request 1110. A 

ment gateway public key lock 1165, which indicates that capture token contains data that the gateway generates at the 
encrypted random key RK-3 1160 is encrypted using the 25 time of authorization. When the authorization is approved, 

payment gateway public key. the encrypted capture token is given to the merchant for 

In function block 1060, merchant computer system 130 storage. At the time of capture, the merchant returns the 

concatenates encrypted combined block 1150, encrypted capture token to the gateway along with other information 

random key 1160, and the encrypted capture token 780 and required for capture. Upon receipt of the capture token, the 

encrypted random key RK-2 790 that were stored in function gateway compares a message made of the capture request 

block 850 to form merchant capture request 915. FIG. IIP data and the capture token data and transmits this informa- 

depicts merchant capture request 915, comprising encrypted tion over a traditional credit/debit network. If an improperly 

combined block 1150, encrypted random key 1160, formatted transaction is detected, payment gateway com- 

encrypted capture token 780 and encrypted random key puter system 140 rejects the capture request. In function 

RK-2 790. In function block 1070, merchant computer block 1245, payment gateway computer system 140 deter- 

system 130 transmits merchant capture request 915 to pay- mines the financial institution for which capture is requested 

ment gateway system 140. by inspection of basic capture request 1110. Payment gate- 

_ , ^ , „ . way computer system 140 contacts the appropriate financial 

Payment Capture Request Processing ^^^^^^^ ^^^^ ^^^^^^ ^ ^ dLldi^\ modem- 

FIG. 12 depicts the detailed steps of processing a payment 40 to-modem connection, or a proprietary internal network that 

capture request and generating and transmitting a payment is not accessible to third parties, and using prior art means, 

capture request response. Function blocks 1210 through instructs a computer at the financial institution to perform 

1245 depict the steps of processing a payment capture the requested fiinds transfer after settlement, 
request, while function blocks 1250 through 1285 depict the 

steps of generating and transmitting a payment capture 45 Payment Capture Response Generation 

request response. In function block 1210, payment gateway ^ .-^o^,- 

computer system 140 applies its private key to encrypted P^o^f^o" ^^"{^^ 1250 through 1285 depict the steps of 
random key 1160 contained within received merchant cap- generating and transmitting a payment capture request 
ture request 915, thereby decrypting it and obtaining a response. FIGS. 13A through 13F depict views of the 
cleartext version of random key RK-3 1140. In function 50 V^y^^^^ "P^^«* ^^SP°°«^ its component parts, 
btock 1215, payment gateway computer system 140 applies In function block 1250, payment gateway computer sys- 
random key RK-3 1140 to encrypted combined block 1150, tem 140 creates a basic capture response 1310, The basic 
thereby decrypting it and obtaining a cleartext version of capture request is a data area that includes aU the informa- 
combined block 1130. Combined block 1130 comprises tion to indicate whether a capture request was granted or 
basic capture request 1110, a copy of merchant computer 55 denied. FIG. 13A depicts basic capture response 1310. 
system's 130 encryption public key certificate 1115 and a In function block 1255, payment gateway computer sys- 
copy of merchant computer system's 130 signature public tem 140 combines basic capture response 1310, and a copy 
key certificate 1120, as well as merchant digital signature of its signature public key certificate 1320. Payment com- 
1125. In function block 1220, payment gateway computer puter system 140 calculates a digital signature 1325 for the 
system 140 verifies merchant computer system's 130 60 combined contents of the combined block 1330 comprising 
encryption public key certificate 1115 and merchant com- basic capture response 1310 and the signature public key 
puter system's 130 signature public key certificate 1120. certificate 1320, and appends the signature to the combina- 
Payment gateway computer system 140 performs this veri- tion of the combined basic capture response 1310 and the 
fication by making a call to the certification authorities signature public key certificate 1320. The payment gateway 
associated with each certificate. If verification of either 65 computer system calculates digital signature 1325 by first 
certificate fails, payment gateway computer system 140 calculating a message digest over the contents of the corn- 
rejects the capture request. bined basic capture response 1310 and signature public key 
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certificate 720. The message digest is then encrypted using 
the merchant computer system's 140 digital signature pri- 
vate key, thus forming a digital signature. 

FIG. 13B depicts the combined block 1330 formed by 
function block 1255 and containing basic capture response s 
1310, the signature public key certificate 1320, and digital 
signature 1325. In function block 1260, payment gateway 
computer system 140 generates a symmetric random encryp- 
tion key 1340, denoted as RK-4. FIG. 13C depicts random 
encryption key RK-4 1340. In function block 1275, payment 10 
gateway computer system 140 encrypts combined block 
1330 using random encryption key RK-4 1340 to form 
encrypted combined block 1350. FIG. 13D depicts 
encrypted combined block 1350. The encryption state of 
encrypted combined block 1350 is graphically shown by 15 
random key lock 1355, which indicates that encrypted 
combined block 1350 is encrypted using random key RK-4 
1340. Id function block 1275, payment gateway computer 
system 140 encrypts random encryption key RK-4 1340 
using the public key of merchant computer system 130 to 
form encrypted random key RK-4 1360. FIG. 13E depicts 
encrypted random key RK-4 1360. The encryption state of 
encrypted random key 1360 is graphically shown by mer- 
chant public key lock 1365, which indicates that encrypted 
random key 1360 is encrypted using the merchant public 25 
key. In function block 1280, payment gateway computer 
system 140 concatenates encrypted combined block 1350 
and encrypted random key RK-4 1360 to form merchant 
capture response 925, FIG. 13F depicts merchant capture 
response 925 comprising encrypted combined block 1350 30 
and encrypted random key RK-4 1360. In function block 
1285, payment gateway computer system 140 transmits 
merchant capture response 925 to merchant system 130. 

Payment Capture Response Processing 

FIG. 14 depicts the detailed steps of processing a payment 
capture response. In function block 1410, merchant com- 
puter system 130 applies its private key to encrypted random 
key RK-4 1360 contained within received merchant capture 
response 925, thereby decrypting it and obtaining a clcartext 40 
version of random key RK-4 1340. In function block 1420, 
merchant computer system 130 applies random key RK-4 
1340 to encrypted combined block 1350, thereby decrypting 
it and obtaining a cleartext version of combined block 1330. 
Combined block 1330 comprises basic capture response 45 
1310, a copy of payment gateway computer system's 140 
signature public key certificate 1320, as well as payment 
gateway digital signature 1325. In function block 1430, 
merchant computer system 130 verifies payment gateway 
computer system's 140 signature public key certificate 1320. so 
Merchant computer system 130 performs this verification by 
making a call to the certification authority associated with 
the certificate. If verification of the certificate faOs, merchant 
computer system 130 concludes that the capture response is 
counterfeit and raises an error condition. 55 

In function block 1440, merchant computer system 130 
validates payment gateway digital signature 1325. Merchant 
computer system 130 performs this validation by calculating 
a message digest over the contents of the combined basic 
capture response 1310 and the signature public key oertifi- 60 
cate 1320. Merchant computer system 130 then decrypts 
digital signature 1325 to obtain a copy of the equivalent 
message digest calculated by payment gateway computer 
system 140 in function block 1255, If the two message 
digests are equal, the digital signature 1325 is validated. If 65 
validation fails, merchant computer system 130 concludes 
that the authorization response is counterfeit and raises an 
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error condition. In function bbck 1450, merchant computer 
system 130 stores capture response for later use in by legacy 
system accounting programs, e.g. to perform reconciliation 
between the merchant operating merchant computer system 
130 and the financial institution from whom payment was 
requested, thereby completing the transaction. The system of 
the present invention penmits immediate deployment of a 
secure payment technology architecture such as the SET 
architecture without first establishing a public-key encryp- 
tion infrastructure for use by consumers. It thereby permits 
immediate use of SET-compUant transaction processing 
without the need for consumers to migrate to SET-compliant 
application software. 

VIRTUAL POINT OF SALE (VPOS) DETAILS 

A Virtual Point of Sale (VPOS) Terminal Cartridge is 
described in accordance with a preferred embodiment. The 
VPOS Terminal Cartridge provides payment functionality 
similar to what a VeriFone PoS terminal ("gray box") 
provides for a merchant today, allowing a merchant to 
process payments securely using the Internet. It provides full 
payment functionality for a variety of payment instruments. 

Payment Functionality 

FIG. 15A illustrates a payment processing flow in accor- 
dance with a preferred embodiment. The payment function- 
ality provided by the VPOS terminal is divided into two 
main categories: "Merchant-Initiated" 1510 and 
"Consumer-Initiated" 1500. Some payment transactions 
require communicatioD with the acquirer bank through the 
Gateway 1530. The normal flow of a transaction is via the 
VPOS Cartridge API 1512 to the VPOS C++ API 1514 into 
the payment protocol layer 1516 which is responsible for 
converting into the appropriate format for transmission to 
the Gateway for additional processing and forwarding to 
existing host payment authorization systems. Host legacy 
format refers to an existing authorization system for credit 
card approval currently utilized with the VeriFone Point of 
Sale (POS) gray terminals. The output from the payment 
protocol layer 1516 is transmitted to the authorization pro- 
cessing center via the gateway 1530, These transactions are 
referred to as "Online Transactions" or "Host Payments." 
The transactions that can be done locally by the merchant 
without having to communicate with the acquirer bank are 
referred to as "Local Functions and Transactions." To sup- 
port different types of payment instruments, the VPOS 
Terminal payment functionality is categorized as set forth 
below. 

Host Payment Functionality: These transactions require 
communication with the final host, either immediately 
or at a later stage. For example, an Online 
Authorization-Only transaction, when initiated, com- 
mimicates with the host immediately. However, an 
Off-line Authorization-Only transaction is locally 
authorized by the VPOS terminal without having to 
communicate with the host, but at a later stage this 
off-line authorization transaction is sent to the host. 
Within the Host Payment Functionality some transac- 
tions have an associated Payment Instrument, while 
others do not. These two kinds of transactions are: 
Host Financial Payment Functionality: These transactions 
have a Payment Instmment (Credit Card, Debit Card, 
E-Cash, E-Check, etc.) associated with them. For 
example, the "Return" transaction, which is initiated 
upon returning a merchandise to the merchant. 
Host Administrative Payment Functionality: These trans- 
actions do not require a payment instrument, and pro- 
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vide either administrative or inquiry functionality. 
Examples of these transactions arc "Reconcile" or the 
"Batch Close." 
Local FuQctions and Transactions: These transactions do 
not require communication with the host at any stage, 
and provide essential VPOS terminal administrative 
functionality. An example of this is the VPOS terminal 
configuration function, which is required to set up the 
VPOS terminal. Another example is the "VPOS Batch 
Review" function, which is required to review the 
different transactions in the VPOS Batch or the Trans- 
action Log. 

Payment Instruments 

A preferred embodiment of a VPOS terminal supports 
various Payment Instruments. A consumer chooses a pay- 
ment based on personal preferences. Some of the Payment 
Instruments supported include: 

Credit Cards 
Debit Cards 
Electronic Cash 
Electronic Checks 
Micro-Payments (electronic coin) 
Smart Cards 
LOCAL FUNCTIONS & TRANSACTIONS 
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allowed 


merchant 








login^ssword 


query txn 


/VPOSt/ci/querylxn/ 


not allowed 


no access control 


query txn 


/VPOSt/mi/querytxn/ 


not allowed 


merchant 








loginypassword 


tot review 


/VPOSt/mi/lctyreview/ 


not allowed 


merchant 








login/password 


tct update 


/VPOSt/miAct/update 


allowed 


merchant 




/ 




login/password 


unlock VPOS 


A^POSl/miAinloclc/ 


allowed 


merchant 








logio^assword 
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txnDate Date of the transaction (mm/dd/yy or dd/mm/yy) 

txnihne Time of the transaction (hh:nmi:88 GMT or hh:mm:6s local 
time) 

S merchanlld Merchant ID of the merchant using the VPOS terminal 

terminalld VPOS Terminal Id 

txnNum Transaction number of the given transaction 

txnlVpe lype of transaction 



10 For URLs that deal with financial transactions, the fol- 
lowing fields are present in the HTML document that is 
returned by the VPOS terminal cartridge: 



^5 txnAmount Transaction amount that is being authorized, forced 
posted, voided, etc. 
poNumber Purchase order number 
authldentNu Authorization ID number for the transaction 
m 

retRefNum Retrieval reference number for the given transaction 
pilnfo Payment instrument information. This varies for different 

payment instruments. For example, in the case of credit 
cards, the credit card number (piAcctNumber) and 
expiration date (piExpDate) are returned. 



Accumulate Review 

URL Functionality: This is a local information inquiry 
function that retrieves the local (merchant's) transaction 
totals (accumulators). 
30 GET Arguments: None. 

GET Results: Retrieves the transaction totals for the 
merchant. Currently, the total is returned as an HTML 
document. The transaction totals currently remmed are: 

35 

crcditAmt Ibtal Credit Amount since the last settlement logged in the 
VPOS terminal 

creditCnt Total Credit Count since the last settlement logged in Uie 
VPOS terminal 

debilAmt Total Debit Amount since the last settlement logged in the 
40 VPOS terminal 

debitCnt Total Debit Count since the last settlement logged in the 
VPOS terminal 



Note: Accum Review is a local function, as opposed to 
4^ Balance Inquiry which is done over the Internet with the 
host. 

Adjust 

5Q URL Functionality: Corrects the amount of a previously 
completed transaction. 
GET Arguments: None 

GET Results: Because the Adjust transaction modifies 
data on the merchant server, the POST method should be 
55 used. Using the GET method returns an HTML form that 
uses the POST method to perform the transaction. 
POST Arguments: 



URL Descriptions 

This section describes the GET and POST arguments that 
are associated with each transaction URL. It also describes 
the results from the GET and POST methods. For URLs that 
produce any kind of results, the following fields are present 
in the HTML document that is returned by the VPOS 
Terminal Cartridge: 



60 pv^TxnNum Previous transaction number 

txnAdjusttdAmou Hie adjusted transaction amount. Note that tbe original 
nt transaction amount is easily retrievable from the 

previotis transacUon number. 



65 POST Results: On success, pvsTxnNum and txnAdjust- 
edAmount are presented in the HTML documeat, in addition 
to the transaction fields described above. 
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Auth Capture 

URL Functionality: This transaction is a combination of 
Auth Only (Authorization without capture) and Forced Post 
transactions. 

GET Arguments: None 

GET Results: Because the Auth Capture transaction modi- 
fies data on the merchant server side, the POST method 
should be used. Using the GET method returns an HTML 
form that uses the POST method to perform the transaction. 

POST Arguments: 



28 

GET Arguments: None 

GET Results: The GET method retrieves the transactions 
that have been batched in the VPOS terminal for fiiture 
reconciliation. The batch can be cleared from the VPOS 
terminal after a manual reconciliation between the acquirer 
and the VPOS. The batch data is retrieved as a set of records 
and is formatted as a table in the HTML document. The 
following fields are present in a typical record: 



10 



piAcctNumber Payment Instnunenl accouat number, e.g., Visa credit 
card number 
Expiration date 
Transaction amount 



piExpDate 
txnAmt 



15 



POST Results: On success, an HTML document that 
contains the transaction fields described above is returned. 
On failure, an HTML document that contains the reason for 
the failure of the transaction is returned. The transaction is 
logged into a VPOS Terminal transaction log for both 
instances. 



20 



25 



35 



Auth Only 

URL Functionality: Validates the cardholder's account 
number for a Sale that is performed at a later stage. The 
transaction does not confirm the sale to the host, and there 
is no host data capture. The VPOS captures this transaction 
record and later forwards it to confirm the sale in the Forced 30 
Post transaction request. 

GET Arguments: None. 

GET Results: Because the Auth Only transaction modifies 
data on the merchant server side, the POST method should 
be used. Using the GET method returns an HTML form that 
uses the POST method to perform the transaction. 

POST Arguments: 



piAcctNumber Payment Instrument accouat number, e.g., credit 

card number 
piExpDatc Expiration date 
txnAmt Transaction amount 



POST Results: On success, an HTML document that 45 
contains the transaction fields is returned. On failure, an 
HTML document that contains the reason for the failure of 
the transaction is returned. The transaction is logged into 
VPOS Terminal transaction log for both instances. 

NOTE: The /VPOSt/ci/authonly/ URL should be used for 50 
customer-initiated transactions. /VPOSt/mi/authonly/ 
should be used for merchant-initiated transactions. 

Balance Inquiry 

URL Functionality: Performs an on-line inquiry or the 55 
merchant's balance. 
GET Arguments: None 
GET Results: 

mrchtBhiccA mt Merchant balance amount for a given 
merchant. The balance amount at any given time is the 
difference between the credit and debit amount since 
the last settlement between the merchant and the 
acquirer. 

Batch Review- 
URL Functionality: Retrieves all records from the trans- 
action log or the batch. 



60 
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nTVanslVpe Thuisaction type 

nPurchOrderNo Purchase order number 

szAcdNum Customer's payment instrument account number 

szExpDate Customer's payment instniment expiration date 

sZTlransAmt Transaction amount 

sZTransDate Transaction date 

sZTransTime Transaction time 

szRetrievalRefNu lYansaction's retrieval reference number 
m 

szAutbId Authorization ID for the transaction 

szOrigAmt Original transaction amount 

szBatchNum Batch number for the given transaction 

nCurrencylVpe Qirrency in which the transaction was done 

InTVansNum Transaction number 



CDT Review 

URL Functionality: Displays the VPOS terminal configu- 
ration data corresponding to the Card Definition Table 
(CDT). 

GET Arguments: None 

GET Results: The GET method returns a default HTML 
form that contains the current configuration values. The 
form can be modified and posted using the /VPOSt/mi/cdt/ 
update/ URL to update the card definition table. Not all fields 
in the card definition table are editable. The following fields 
are returned in a form to the user: 



nHostlndex Index into the Host Definition Thble or the acquirer 

that maps to this card issuer. 
szPANLo Low end of the PAN (Primary Account Number) range 

szPANHi High end of the PAN range 

nMaxPANDigit Maximum number of digits in the PAN for this 

acquirer. 

NMinPANDigit Minimum number of dtts in the PAN for the acquirer 

szCardLabel Card Issuer's name 

Transactions Speciiies if a particular transaction is allowed for a 

Available bit given card range. 

vector 



(Some of these fields are not editable by a merchant, and still 
need to be determined.) 

CDT Update 

URL Functionality: Updates the VPOS terminal configu- 
ration data corresponding to the Card Definition Table 
(CDT). 

GET Arguments: None 

GET Results: The GET method returns a default HTML 
form that contains the current configuration values. The 
form can be filled out and posted using the A^POSt/mi/cdt/ 
update URL to update the card definition table. 

POST Arguments: (Editable CDT fields need to be 
decided.) 

POST Results: (Depends on editable CDT fields, and 
therefore needs to be decided.) 

Clear Accumulator 

URL Functionality: Zeroes out the accumulator totals 
currently resident in the VPOS terminal. 
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GET Arguments: None. 

GET Results: Presents a form that uses the POST method 
to zero the accumulators. 
POST Arguments: None, 

POST Results: Zeroes the accumulators/transaction totals 
in the VPOS terminal. 

Clear Batch 

URL Functionality: Zeroes out the transaction logs cur- 
rently batched in the VPOS terminal. 
GET Arguments: None. 

GET Results: Presents a form that uses the POST method 
to clear the batch. 
POST Arguments: None. 

POST Results: Zeroes the transactions that comprise the 
batch in the VPOS terminal. 

Forced Post 

URL Functionality: Confirms to the host the completion 
of a sale, and requests for data capture of the transaction. 
This is used as a follow-up transaction after doing an 
Authorization (Online or Off-line) transaction. 

GET Arguments: None. 

GET Results: Returns the HTML form for performing the 
Forced Post transaction. 
POST Arguments: 

pvsTxnNum the previous transaction number from an 
auth only transaction 

POST Results: On success, pvsTxnNum is presented in 
the HTML document. On failure, an HTML document is 
returned that contains the reason for the failure of the 
transaction. 

HDT Review 

URL Functionality: Displays the VPOS terminal configu- 
ration data corresponding to the Host Definition Table 
(HDT). 

GET Arguments: None 

GET Results: The GET method returns a default HTML 
form that contains the current configuration values. The 
form can be modified and posted using the /VPOSt/mi/hdt/ 
update URL to update the hosts definition table. Not all 
fields in the host definition table are editable. The following 45 
fields are returned in a form to the user: 



30 

HDT Update 



URL Functionality: Updates the VPOS terminal configu- 
ration data corresponding to the Host Definition Table 
(HDT). 

GET Arguments: None 

GET Results: The GET method returns a default HTML 
form that contains the current configuration values. The 
form can be filled out and posted to the merchant server 
using the A^POSt/mi/hdt/update URL to update the host 
definition table. 

Unlock VPOS 

URL Functionality: Local function that starts the VPOS at 
the start of the day. 
GET Arguments: None. 

GET Results: Returns an HTML form that uses the POST 
method to perform this transaction. 
POST Arguments: None. 

POST Results: Resets a Boolean flag on the merchant 
server that enables transactions to be accepted by the VPOS 
tenninal. 

OfQine Auth 

URL Functionality: This transaction is same as the 
''Authorization Only" transaction, except that the transaction 
is locally captured by the VPOS terminal without having to 
communicate with the host. A Forced Post operation is done 
as a follow-up operation of this transaction. 

GET Arguments: None. 

GET Results: Because the Offline Auth transaction modi- 
fies data on the merchant server side, the POST method 
should be used. Using the GET method returns an HTML 
form for using the POST method to perform the transaction. 

POST Arguments: 



40 piAcdNumber Payment [nstniment account number, e.g., Visa credit 
card number 
piHxpDaLe Bxpliation date 
txnAmt Transaction amount 



10 



15 



20 



25 
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szTennId 
szMerchld 
szCurrBatchNu 
m 

szTransKum 



szTPDU 
InSTAN 
szNII 

szHostNamc 

nHostTVpc 

nNumAdv 

Data Capture 
Required Bit 
veaor: 



Terminal ID for this VPOS terminal 
Merchant ID for this VPOS terminal 
Current batch number existing on the VPOS 

Reference number for the next transaction in the VPOS 
transaction log/batch. This is generated by VPOS and is 
not editable by the merchant. 

Transport Protocol Data Unit. Required for building the 
ISO 85S3 packet 

System trace number, message number of the next 

transaction to be transmitted to this acquirer. 

Network International Number. Required for building the 

ISO 8583 packet 

Name for identifying the host 

Host type 

Number of ofiF-Iinc transactions that can be piggy-backed 
at the end of an on-line transaction. 
Specifies for which transactions data capture is 
required. 



(Some of these fields are not editable by a merchant and 
need to be determined.) 



POST Results: On success, an HTML document that 
contains the transaction fields described in Section 4.1 is 
returned. On failure, an HTML document that contains the 
reason for the failure of the transaction is returned. The 
transaction is logged into VPOS terminal transaction log for 
50 both instances. 

Parameter Download 

URL Functionality: Downloads the VPOS configuration 
information from the host and sets up the VPOS in the event 
of the configuration data being changed. 
GET Arguments: None 

GET Results: Retrieves an HTML fonm that uses the 
POST method for the parameter download transaction. 
POST Arguments: None. 

POST Results: Downloads the following parameters from 
the host and uploads them into the VPOS terminal configu- 
ration table, 
card/issuer definition table (CDT) 
host/acquirer definition table (HOT) 
communications parameter table (CPl) 



55 
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terminal configuration table (TCT) 
The various configuration parameters can be reviewed 
and modified using the URLs for the desired functionality. 



txnAinount IVansaction amount 

piAccouotNu Pa/ment instnunent account number 



Pre Auth ^ piBxpDate Payment instrument e]q)iration date 



URL Functionality: Used in lodging and hotel establish- « . ^ • 

ments to pre-authorize a charge that is completed some time POST Results: On success, pvsTxnNum is presented m 
in future HTML document, m addition to 

GET Arguments: None 10 Test Host 

GET Results: Retrieves the HTML form for posting the 
pre-authorizaton transaction. POST Arguments: URL Functionality: Checks the presence of the host and 

also the integrity of the link firom the VPOS to the host. 

— _ GET Arguments: None. 
piAcctNumber Payment Instrument account number, e.g.. Visa credit l^ 

card number GET Results: On success, an HTML document is returned 

piExpDatc Expiration date that reports success in connecting to the host. On failure, an 

HTML document is returned that reports the error encoun- 



Pre Auth Comp 20 



tered in testing the host. 

Lock VPOS 



URL Functionality: Completes a pre-authorization trans- . . , . ^ . , t 

j^jJqjj URL Functionauty: This local function locks or stops the 



VPOS terminal from accepting any transactions. 
25 GET Arguments: None. 



GET Argtiments: None 

GET Results: Retrieves the HTML form for posting the ^ ^ , 

pre-authorization completion transaction. ^ET Results: Retums an HTML form that posts the 



POST Arguments: 

pvsTxnNum Previous transaction number from an auth 
only transaction 30 



locking of the VPOS terminal. 
POST Arguments: None. 
POST Results: On success, an HTML document is 



POST Results: On success, pvsTxnNum is presented in returned that contains the status that VPOS termmal was 

the HTML document. On failure, an HTML document is successfuUy. On failure, an HTML document is returned that 

returned that contains the reason for the failure of the sports the cause of failure of the operation, e.g., access 

transaction denied, the VPOS terminal is already locked or is presently 

35 processing a transaction, etc. 



Reconcile 



Void 



URL Functionality: This transaction is done at the end of . , j ^ * 

the day to confirai to the host to start the settlement process URL Functionality: Cancels a previously completed draft 

for the transactions captured by the host for that particular 40 ^^^^^^ transaction. 

VPOS batch. GET Arguments: None. 

GET Argumente: None GET Results: Retrieves an HTML form for posting the 

GET Results: Retrieves the HTML form for posting the Void transaction. 

Reconcile transaction. POST Arguments: 

POST Arguments: None. pvsTxnNum Transaction number from a previous Auth 

POST Results: On success, the reconcile function prints Only transaction, 
any discrepancies in the merchant's batch of transactions 

and totals vis-a-vis the host's batch of transactions in totals. Host Logon 

The output format is a combination of the output of the 50 

Batch Review and Accum Review transactions. Functionality: Administrative transaction used to 

sign-on the VPOS with the host at the start of the day, and 
also to download encryption keys for debit transactions. 

^ . ^ ^. ^ 1 GET Arguments: None 
URL Functionahty: Credits the return amount electrom- 

cally to the consumer's account when previously purchased GET Results: Retrieves an HTML form for posting the 

merchandise is returned. The VPOS terminal captures the Host Logon transaction. 

transaction record for this transaction. POST Aigu ments: None. 

GET Arguments: None POST Results: Currently, debit card based transactions 

GET Results: Retrieves the HTML form for posting the are not supported. The result is an HTML document indi- 

Retum transaction. eating the success or failure of the host logon operation. 

POST Arguments; CFF Review 
prevTxnNum Reference to the previous transaction num- 
ber 65 URL Functionality: Returns the VPOS terminal configu- 
Tbe previous transaction has access to the following ration data corresponding to the Communications Parameter 
fields: Table (CPT). 
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GET Arguments: None 

GET Results: The GET method returns a default HTML 
form that contains the current configuration values corre- 
sponding to the VPOS terminal's commimication param- 
eters. The form can be filled out and posted to the merchant 
server using the A^'POSt/mi/cptAipdate URL to update the 
communications parameter table. The following fields are 
returned in a form to the user: 



GET Arguments: None 

GET Results: The GET method returns a default HTML 
form that contains the current configuration values. The 
form can be filled out and posted using the A^OSt/mi/tct/ 
update URL to update the terminal configuration table. 

POST Arguments: All arguments in TCT Review func- 
tionality are the returned values from the A^OStAni/tct/ 
update the URL. 



10 



szAcqPriAddress Primary Host address 
szAcqSecAddresfi Secondary Host address 
szActTerAddress Tertiary Host address 

nRespHmeOut Hme-out value (in seconds) before which the VPOS 
should receive a response from the host 



CPT Update 

URL Functionality: Updates the VPOS terminal configu- 
ration data corresponding to the Communications Parameter 
Table (CPT). 20 

GET Arguments: None 

GET Results: The GET method returns a default HTML 
form that contains the current configuration values. The 
form can be modified and posted to update the communi- 
cation parameter table. 25 

POST Arguments: 



szAcqPriAddress Primary Host address 

szAcqSecAddrcss Secondary Host address 
szActTfcrAddiess Tfertiary Host address 

nRespTimeOut Time-out value (in seconds) before which the VPOS 
should receive a response from the host 



POST Results: On success, the HTML document returned 
by the VPOS contains the values set by the merchant. On 
failure, the HTML document contains the reason for the 
failure of the invocation of the URL. 



TCT Review 

URL Functionality: Returns the VPOS terminal configu- 
ration data corresponding to the Terminal Configuration 
Table (TCT). 

GET Arguments: None. 

GET Results: The GET method returns a default HTML 
form that contains the current configuration values. The 
form can be filled out and posted using the /VPOSt/mi/cpt/ 
update URL to update the terminal configuration table. The 
following fields are returned in a form to the user: 



szMerchName Merchant name 

szSupervisorPwd Supervisor password 

fVPOSLock 1 - VPOS locked, 0 - VPOS unlocked 

saAuthOnlyPwd Password for initiating auth-only transaction 

szAulhCaptPwd Password for initiating auth with capture tiansaction 

szAdjustPwd Password for adjust transaction 

szRefundPwd Password for refund transaction 

szForcedPostPwd Password for forced post transaaion 

^OfiQineAuthPwd Password for offline auth transaction 

szVoidPwd Password for void transaction 

szPreAuthPwd Password for prc-authorization transaction 

szPreAuthCompP Password for pre-autborization completion 

wd 



szMcrchNamc Merchant name 

szSupervisorPwd Supervisor password 

fVPOSLock 1 - VPOS locked, 0 - VPOS unlocked 

szAuthOnlyPwd Password for initiating auth-only transaction 

szAuthCaptPwd Password for initiating auth with capture transaction 

szAdjustPwd Password for adjust transaction 

szRefundPwd Password for refund transaction 

szForccdPostPwd Password for forced post transaction 

szOfflineAuthPwd Password for offline auUi transaction 

szVaidPwd Password for void transaction 

szPreAuthPwd Password for pre-authorization transaction 

szPrcAuthCompP Password for prc-authorization completion 

wd 



POST Results: On success, the POST modifies values of 
the terminal configuration table parameters. On failure, the 
HTML document contains the reason for the failure of the 
transaction. 

Query Transactions 

URL Functionality: Pennits the merchant and customer to 
query a given transaction corresponding to a transaction 
number. 
GET Arguments: 
txnNum Transaction number 

GET Results: For a given transaction, the URL returns an 
HTML document. If a transaction refers to an older 
transaction, the transaction's entire history is made avail- 
able. 

URL Results 

40 

Depending upon the method (GET/POST) as well as the 
success or failure of the HTTP request, different documents 
are returned to the user. The VPOS terminal provides a 
framework whereby different documents are returned based 
45 upon a nimiber of preferences. Currently the language and 
content-type are supported as preferences. 

A simple framework is proposed here. Each of the trans- 
action has a set of documents associated with it: form for the 
payment transaction, GET success, GET failure, POST 
50 success, and POST failure. 

In the directory structure defined below, documents are 
stored corresponding to the preferences. The top level of the 
directory structure is the content-type, the next level is 
language (for NLS support). For example, to create text/html 
55 content in US English & French, the directory structure 
given below would contain the HTML documents for each 
of the transactions. The VPOS terminal cartridge has a 
configuration file that allows the user to specify the content- 
type as well as the language to be used for a cartridge. The 
first release of the VPOS terminal cartridge supports one 
content-type and language for each server. 



60 



TCT Update 

URL Functionality; Updates the VPOS terminal configu- 65 
ration data corresponding to the Terminal Configuration 
Table (TCT). 



Data Structures & Functions 

Functions 

A brief description of the Virtual Point of Sale Terminal 
cartridge functions are provided below. VPOSTInit( ), 



04/01/2004. EAST Version: 1.4.1 



5,978,840 

35 36 

VPOSTExec( ) and VPOSTShut( ) are the entry points key VPOST cartridge functionality. A source listing of the 
required for each cartridge in accordance with a preferred VPOS code is provided below to further accentuate the 
embodiment. The other functions implement some of the detailed disclosure of a preferred embodiment. 



vposrnnitQ 



/* VPOST cartridge Initialization here •/ 
WRBRetuiaCode 
VPOSnDit( void ••clientCtx ){ 
VPOSTCtx *VPOSTCxp ; 
/• Allocate memory for the client context */ 
if (!(VPOSTCxp - (VPOSTCtx OmallocCsizco^VPOSTTCtx)))) 
return WRB_ERROR ; 
♦cUentOx - (void OVPOSTQtp ; 
iclurtt (WRB_DONE) ;} 

VPOSlShutQ 

WRBReturnCode 

VPOSTShut( void 'WRBCtx, void -clicntax ){ 
'WRBOx ; /* not used V 
asscrt( clicntCtx ) ; 

/• Free the client context allocated in VPOSTTnitQ routine 
frce( clienlCtx ) ; 
return (WRB_DONE) ;} 
VPOSIBxecQ 

/• The driver cartridge routine •/ 
WRBReturnCodc 

VPOSTExec( void 'WRBClx, void *clientClx ) 
{ 

VPOSTCtx "VPOSTOcp ; 
char 'uri; 

char "bcnMethod; /" HTTP method V 

enura cVPOSTTxn 'txn ; /• VPOST transaction •/ 

char •txnOutFile ; /• Output file from transaction •/ 

char ••txnEnv ; /* environment variables values for transaction */ 

char *txnContent ; /' transaction's POST date content */ 

WRBEntry •WRBEntiies ; 

int numEntries; 

VPOSTCxp » (VPOSTCtx •) clientCtx ; 

/• WRBGetURL gets the URL for the current request */ 

if (I(uri - WRBGctURL( WRBOx ))) 

return (WRB_ERROR) ; 
/• WRBGetContentQ gctfi the QueryString/POST data content •/ 
if (!(txnContent - WRBGetContent( WRBOx ))) { 

return WRB_ERROR; 

} 

/* WRBGetParserContentQ gets the parsed content •/ 

if (WlB_ERROR — WRBGEtParscdCont6nt( WRBOx, &WRBEnlries, 

&numEntri6s)) { 

return WRB_ERROR ; 

} 

r WRBGctEnvironmentO gets the HTTP Server Environment •/ 
if (I(txnEnv - WRBOetEnviromttent( WRBCtx))) { 
return WRB_ERROR; 

} 

/• VPOSrrOctMcthodO gets the method for the current request */ 
if ([(method - VPOSrrOctMethod( txnEnv ))){ 
return (WRB.^ROR) ; 

} 

/* VPOSrrGetTxnO gets the VPOST transaction for the request */ 
txn - VPOSTGelTxn( uri ); 
if (e'DcnEircr — txn) { 

return (WRB_ERROR) ; 

} 

/" VPOSFExecuteTransactionQ executes the VPOST transaction */ 
txnOutFile - VPOSTExecuteTransaction( WRBOx, txu, txnMcthod, 

txnEnv, txnConlent) ; 
if ('(txnOutrUe)) { 

return (WRB_ERROR) ; 

} 

/• Write out the file V 
VPOSrWritcFile( UnOutFUc ) ; 
return (WRB_DONE) ; 

} 

VPOSTGetTxnQ 

cnum eVPOSTTini 
VPOSTGelTkn( char "uri ) 
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-continued 
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/• 

* The function scans the uri and extracts the string 

* corresponding to the transaction and returns it to the 

* caller. 
•/ 



10 

Transaction Log Format 

This section describes the format of a record for the 
transaction log for the VPOST cartridge. 
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nTran^T^pe 


Transaction Type 


nPurchOrderNo 


Purchase Order Number 


szAcctNum 


Payment Instrument Account number 


szExpDate 


Payment instrument esqiiration date 


szTransAmt 


T^nsaction amount 


szTransDate 


Date of transaction (configurable to be mm/dd/yy 




or dd/mm/yy) 


szTransUme 


Time of transaction (configurable to be GMT or 




local time) 


szRetrievalRefNum 


Retrieval reference number 


EzAuthId 


Authorization ID 


szOrigAmt 


Original transaction amount 


szBatchNxim 


Batch number to which this particular transaction 




belong in the VPOST batch 


nCunencyl^c 


Currency 


InTiansh^m 


Transaction number 



In the block diagram shown in FIG. 15B, the VPOS 
provides an interface for transactions which are initiated 
both by the consumer and the merchant. The merchant 
initiates a transaction from a Graphical User Interface (GUQ 
1550 and all the transactions that are initiated by the 
consumer arc routed by the Merchant WEB Server 1545. 

The Authorization/Data Capture Module 1560 processes 
the requests originated by the merchant or the consumer and 
routes them to the Protocol Module 1565. The Protocol 
Module is responsible for building the payment protocol 4q 
request packet (e.g., an SSL-encapsulated ISO 8583 packet) 
1570 before sending the request to the Gateway 1579. Then, 
the Gateway 1579 awaits a response from the Protocol 
Module 1565, and upon receiving the response, the Gateway 
1579 parses the data and provides unwrapped data to the 
Authorization/Data-Capture Module 1560. The 
Aulhorizalion/Data-Capture Module 1560 analyzes the 
response and updates the Transaction Log 1580. The Trans- 
action Log 1580 contains information concerning any suc- 
cessfully completed transactions and the accumulators or the 50 
transaction totals. The VPOS terminal creates and maintains 
the Transaction Log 1580, and the VPOS Configuration Data 
1585 contains information which is used to configure the 
behavior of the VPOS. The entire VPOS functionality is 
thread-safe and hence using the VPOS in a multi-threaded 55 
environment does not require any additional interfacing 
requirements. 

FIGS. 36-48 are VPOS screen displays in accordance 
with a preferred embodiment. 

60 

Payment Functionality 

As discussed above, the different Payment Functionality 
provided by the VPOS terminal can be divided into two 
main categories as "Merchant Initiated" and "Consumer 
Initiated." Some of these transactions require communica- 65 
tion with the Gateway and these transactions are referred to 
as "Online Transactions." The transactions which can be 



done locally to the merchant without having to communicate 
are referred to as "Local Functions/Transactions." In order 
to provide support for many different types of Payment 
Instruments, the VPOS Payment Functionality have been 
categorized. 

Host payment functionality and transactions require com- 
munication with the host either immediately or at a later 
stage. Each of the host financial payment transactions come 
to this category and require a Payment Instrument. These 
transactions can be initiated with different types of Payment 
Instruments which the VPOS terminal supports. 

An authorization without capture transaction is used to 
validate the card holder's account number for a sale that 
needs to be performed at a later stage. The transaction does 
not confirm a sale's completion to the host, and there is no 
host data capture in this event. The VPOS captures this 
transaction record and later forwards it to the host to confirm 
the sale in a forced post transaction request. An authorization 
without capture transaction can be initiated both by the 
consumer and the merchant. 

A forced post transaction confirms to a host computer that 
a completion of a sale has been accomplished and requests 
data capture of the transaction. The forced post transaction 
is used as a follow-up transaction after doing an authoriza- 
tion (Online or Off-line) transaction. The transaction can be 
initiated only by the merchant. 

The authorization with post transaction is a combination 
of authorization without capture and forced post transac- 
tions. This transaction can be initiated both by the consumer 
and the merchant. 

The offline post transaction is identical to the "authoriza- 
tion without capture" transaction, except that the transaction 
is locally captured by the VPOS without initiating commu- 
nication with a host. A forced post operation is done as a 
follow-up operation of this transaction. This transaction can 
be initiated by both the consumer and the merchant. 

The return transaction is used to credit the return amount 
electronically to the consumer's account when a purchased 
merchandise is relumed. The VPOS captures the return 
transaction record when the merchandise is returned, and 
this transaction can be initiated only by the merchant. 

The void transaction cancels a previously completed draft 
capture transaction. The VPOS GUI provides an interface 
for retrieving a transaction record required to be voided from 
the batch and passes it to the AuthorizaUon/Data-Capture 
module after confirmation. The batch record is updated to 
reflect the voided transaction after getting an approval from 
the gateway. This transaction can be initiated only by the 
merchant. 

The pre-authorization transaction is identical to the autho- 
rization without capture transaction, but the consumers' 
"open-to-buy" amount is reduced by the pre-authorization 
amount. An example of this type of transaction is the 
"check-in" transaction in a hotel environment. A check-in 
transaction sends a pre-authorization request to the host, so 
that an amount required for the customers' stay in the hotel 
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is reserved. The pre-authorization transaction is followed by 
a pre-authorizatica complete transaction. This transaction 
can be initiated both by the consumer and the merchant. 

The pre- authorization complete transaction is done as a 
follow-up to the prc-authorization transaction. This transac- 
tion informs the host of the actual transaction amount. The 
pre-authorization complete transaction amount could be 
more or less than the pre-authorization amount. An example 
is the "check-out" transaction in a hotel environment. The 
check-out amount can be less than or more than the check-in 
amount This transaction can only be initiated by a merchant. 

The adjust transaction is initiated to make a correction to 
the amount of a previously completed transaction. The 
adjust transaction can be initiated only by the merchant. The 
host administrative transactions do not require any payment 
instrument. The balance inquiry transaction is used for 
on-line inquiry into the balance of the merchant's account. 
The batch data or the configuration data is not affected by 
this U-ansaction. 

The reconciliation or close transaction is processed at the 
end of the day to start the settlement process for the 
transactions captured by the host for that particular VPOS. 

The host log-on transaction is an administrative transac- 
tion which is used to synchronize the VPOS with the host at 
the start of the day and also initiate a fresh batch at the VPOS 
terminal. 

The parameters download transaction is used to download 
the VPOS configuration information from the host and 
set-up the VPOS in the event of any change in the configu- 
ration data. A test transaction is used to detect the presence 
of a host and the status of a link from the VPOS to the host. 

Local transactions or functions are initiated by a merchant 
and do not require communication with the gateway. These 
transactions can only be initiated by a merchant. The totals 
or accumulators review is a local information inquiry func- 
tion and is used to retrieve the local (merchant's) totals. The 
detail transaction or the batch review function is used to 
retrieve all the records from the transaction log or the batch. 
The clear batch function is used to start a fresh batch. This 
transaction is utilized to electronically reconcile the VPOS 
with the host and to manually reconcile the VPOS with the 
host After completing the manual reconciliation processing, 
the merchant can initiate this transaction to start a fresh 
batch. 

The clear accumulator function is similar to the clear 
batch functionality and resets all VPOS terminal accumula- 
tors to zero. This function is required when the merchant is 
not able to reconcile the VPOS with the host electronically. 

The VPOS unlock or start transaction is a local function 
used to start the VPOS at the start of the day. The VPOS lock 
or stop function is used to Lock or stop the VPOS from 
accepting any transactions. The VPOS configuration setup 
function is used to setup the VPOS configuration data. The 
VPOS configuration data is divided into different tables, for 
example, the Card/Issuer Definition Tible (CDT), the Host/ 
acquirer Definition Table (HDT), the Communications 
Parameters Table (CPT) and the Terminal Configuration 
Tabic (TCT), The following sections explain each of these 
configuration tables in detail. 

Payment Instruments 

As discussed above, the VPOS terminal supports different 
Payment Instruments and each of the Payment Functions 
described above can be initiated by these different Payment 
Instruments. The consumer making a purchase from a mer- 
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chant provides a choice of payment methods depending 
upon their personal preference. The Payment Instrument 
Class Hierarchy which is used by the different VPOS 
terminal Payment Functions is described below. 

5 

Message Sequence Diagram 

FIG. 17 shows a typical message flow between the 
consiuner, merchant, VPOS terminal and the Gateway. This 

10 section describes the different classes listed in the previous 
section, their data and members, and defines the type of the 
transaction that is to be performed. Processing commences 
at 1700 when a merchant server receives a sales order and 
passes it via the VPOS Graphical User Interfece (GUI) 1710 

15 to an authorizer 1720 for approval and subsequent protocol 
processing 1730 and ultimately transmission via the gateway 
1740 to the network. 



20 Class Name : 

CVPCUVansactioa 

Date : 



Transaction Type (int) 

Tk-ansaction Date and Time (CPCLDatcTime) 

^ Card Definition Ublc (CVPCL_CDT) 

Host Definition Ublc (CVPCL_HDT) 
Communications Parameters Thblc (CVPCU_CPTO 
Tbxminal Configuration Parameters (CVPCtu-TCI) 
Batch Record (CVPCLBatch) 
Accumulator Record (CVPCLAccum) 

30 Member Ftoictions : 

CVPCLTransaaiooO; 
EStatus GclTransTypeO; 
EStatus GetTransDaterime(CPCLDalerime&); 
EStatus SetTranslVpc(const int); 
35 virtual ESUitus InitializeTransCTVPOSPaiamsBlk •) - 0; 

virtual EStatus ExecuteTtansCTVPOSResultsBUc *) - 0; 
virtual EStatus ShutDownQ - 0; 



40 Host Transaction Class Definitions 

This section contains all the host transaction class defi- 
nitions. 

45 Host TVansaction Class (CVPCLHostlYans) 

This is an abstract base class derived from the CVP- 
CLTransaction class and is used for deriving transaction 
classes which need to communicate with the host cither 
50 immediately or at a later stage. 



Class Name : 
' CVPCLHcsfnans 

55 Data : 

Member Functions : 

CVPCLHcetTransO; 



60 

Financial Transaction Class 
(CVPCLFinancialTrans) 

This is an abstract base class derived from the CVP- 
65 CLHostTrans. lliis class is used to derive transaction classes 
which require a payment instrument (e.g., a Credit Card) 
associated with them to perform the transaction. 
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Class Name : 
CVPCLFinancialTrans 



Data : 

Transaction Amount (CVPCLAmt) 
Purchase Order Number (char[]]) 
Transaction Number (chaif]) 
Authorization Identification Number (char[]) 
Retrieval Reference Number (chaif]) 
Batch (CVPCLBatch) 
Accumulators (CVPCLAccumulators) 
Member Functions : 

CVPCLFinancialTVansO; 

EStabis Oemai6Amt(CVPCLAmt&); 

EStatus OctPuichOrderNum(char •); 

EStaius GetTransRefNum(char *); 

ESuuis GctRctRcfNum(char *); 

EStatus GeLAuthId(char 

EStatus GctCurrencyTVpe(EPCLCurreDcy *); 

EStatus SetPurchOrderNum(const char *); 

EStatus SclTiansRe£Num(con6t char *); 

EStatus SelRetRefNum(const char *); 

EStatus SetAuthId(const char *); 

ESUtus SctCurrcncyTypc (const char •) 



Class Name : 
CVPCL^CCAuthCapt 



10 



Data : 

Member Functions : 

CVPCL_CCAuthCaptO; 

EStatus InitializcXyansCrVPOSParamsBlk •); 

EStatus ExccuteTtanaCrVPOSResultsBlk '); 

EStatus ShutDownTransQ; 

EStatus FormBatcbRecO; 
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Credit Card Return Transaction Class (CVPCL_ 
CCReturn) 

This is the class derived from the CVPCLFinCCTrans 
class and implements the Return Transaction. 
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Class Name : 
CVPCl^CCReturn 



25 



Financial Credit Card IVansaction Class 
(CVPCLFinCCTrans) 

This is the base abstract class for the financial host 
transaction which require a Credit Card payment instrument. 
This class is derived from the CVPCLFinancialTrans. 



Data : 

Member Fimctions : 

CVPCL^CCReturnO; 

EStatus ImtializeTrans(TVPOSParamsBlk •); 
EStatus ExecuteTYans(TVPOSResullsBlk 
EStatus ShutDownTransQ; 
EStatus FormBatchRecQ; 



30 Credit Card Pre-Authorization Transaction Class 
(CVPCL^CCPreAuth) 

This is the class derived from the CVPCLFinCCTrans 
class and implements the Pre-Authorization Transaction. 



Class Name : 
CVPCLFinCCIYans 



Data : 

Credit Card Payment Instrument (CPCLX>editOtrd) 
Member Functions : 
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Class Name : 
CVPCL_CCPreAuth 



CVPCLFinCCnansQ; 



Credit Card Authorization Only Transaction Class 
(CVPCL_CCAuthOnly) 

This is the class derived from the CVPCLFinCCTrans 
class and implements the Authorization Only Transaction. 



Data : 

Member Functions : 

CVPCL_CCPreAuthO; 

EStatus InitializenansCTVPOSPaiamsBlk 

EStatus ExecuteTrans(TVPOSRc8ult8Blk "); 

EStatus ShutDownTransQ; 

EStatus FormBatchRecQ; 
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Credit Card Off-line Authorization Only 
Transaction Class (CVPCL_CCOfiElineAuth) 

This is the class derived from the CVPCLFinCCTrans 
class and implements the OfQinc Authorization Qass Trans- 
action. 



Class Name : 
CVPCL_CCAuthOnIy 

DaU : 

Member Ftinctiops : 

CVPCL^CCAulhOnlyQ; 

ESutiis InitializelYaQsCrvPOSParamsBlk *); 

ESUtus ExecuteTransCrvPOSRcsultsBlk *); 

EStatus ShutDownTransQ; 

EStatus ForniBalchRecO; 



Gass Name : 
CVPCLCCOfflineAuth 



55 
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Data : 

Member Functions ; 

CVPCL_CCOfflincAuthQ; 

EStatus InitializeTian6(TVP0SParamsBlk *); 

EStatus ExecuteTrans(TVPOSResuItsBlk •); 

EStatus ShutDownTran6(^ 

EStatus FormBatchRecQ; 



Credit Card Authorization with Capture Transaction Class 
(CVPCL_CCAuthCapt) 

This is the class derived from the CVPCLFinCCTrans 
class and implements the Authorization with Data Capture 
Transaction. 



Credit Card Adjust Transaction Class (CVPCL_ 
65 CCAdjust) 

This is the class derived from the CVPCLFinCCTrans 
class and implements the Adjust Transaction. 
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Gass Name : 
CVPCU_CCAdiu5t 



Data : 

Member Rinctions : 

CVPCL^CCAdjustOi 

EStatus [niLmlizeTransCrVPOSParamsBIk •); 
EStatus ExccutcTVan5(TVPOSRc8ult«Blk •); 
EStatus ShutDownTiansQ; 
EStatus PormBatchRecO; 



Class Name: 

CVPCU-CCBalanceInq 
Data: 

5 Member Functions: 

CVPCL_CCBalaiiceInqO; 
EStatus InitializeTraas(rVPOSPammsBlk •); 
ESUtus ExccutcTransCrVPOSRcsuJtsBlk •); 
EStatus ShutDownTransO; 



Credit Card Void Transaction Class (CVPCL_ 

CCMaid) 15 

This is the class derived from the CVPCLFinCCTians 
class and implements the Void Transaction. 



10 



Administrative Host Transaction Class 
(CVPCLAdminHostTrans) 

This is an abstract base class derived from the CVP- 
CLHostTrans class and is \ised to derive the administrative 
host transaction classes. 



Class Name: 

CVPCL_OCMjid 
Data: 

Member Functions: 

CVPCL_CCVoidO; 

EStatus InitializcTransCTVPOSParamsBlk 
EStatus ExecuteTVansCrVPOSResultsBlk •); 
EStatus ShutDownTransO: 
EStatus FonnBatchRecQ; ' 



20 Class Name: 

CVPCLAdminHostTHns 
Data: 

Member Ptinctions: 

CVPCLAdminHostTransO; 
int GetHostlndexQ; 
22 EStatus SetHostlndex (const int); 



Credit Card Forced Post Transaction Class 
(CVPCL_CCForccdPost) 

This is the class derived from the CVPCLFinCCTrans 
class and implements the Forced Post Transaction. 
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Class Name: 

CVPCL_CCForccdPost 
Data: 

Member Functions: 

CVPCL_CCForccdPostO; 

EStatus InitializcTransCrVPOSParamsBIk ■); 

EStatus ExecuteTransCTVPOSResuitsBlk 

EStatus ShutDownTransO; 

EStatus FormBatchRecO; 



Reconcile Transaction Class (CVPCLRcconcile) 

This is the class derived from the CVPCLAdminHost- 
Trans class and implements the Reconcile or Close func- 
tionality. 



Class Name: 

CVPCLRcconcile 
Data: 

Member Ptinctions: 

CVPCLReconcDeO; 

EStatus InitializeTransCTVPOSPaiamsBlk •); 
*0 EStatus ExecuteTransCTVPOSResuitsBlk *); 

EStatus ShutDownlYansQ; 



Pre-ATilhorization Complete Transaction Qass 
(CVPCL_CCPreAuthComp) 

This is the class derived from the CVPCLFinCCTrans 
class and implements the Pre-Authorization Completion 
Transaction. 



Class Name: 

CVPCL_OCPreAuthComp 
Data: 

Member Functions: 

CVPCL_CCPreAuthCompO; 

EStatus InitiaUzeTransCTVPOSParamsBlk 

EStatus ExccuieTtacisCTVPOSResultsBlk •); 

EStatus ShutDownTransO; 

EStatus FonnBatchRccO; 



45 



Host Log-on Transaction Class 
(CVPCLHostLogon) 

This is the class derived from the CVPCLAdminHost- 
Trans class and implements the Host Log-on Transaction. 
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Credit Card Balance Inquiry Qass (CVPCL_ 
CCBalanceInq) 

This class is derived from the CVPCLFinCCTrans class 
and is used to perform the Merchant Balance Inquiry func- 
tion. 



65 



Class Name: 

CVPCLHostLogon 
Data: 

Member Fiinctions: 

CVPCLHostLcgonQ; 

EStatus InitiaiizeTransCrVPOSParamsBlk •); 
EStatus ExecuteTransCTVPOSResuitsBlk *); 
EStatus ShutDownTransO; 



60 



Parameters Download Transaction Class 
(CVPCLParamsDwnld) 

This is the class derived from the CVPCLAdminHost- 
Trans class and implements the Parameters Download 
(VPOS configuration information from the host) function- 
ality. 



04/01/2004, EAST Version: 1.4.1 



45 



5,978,840 



46 



Class Name: 

CVPCLParamsDwnld 
Data: 

Mender Functions: 

CVPCLParamsDwnldO; 

EStatus InitializeTransfrVPOSParamaBlk •); 
EStatus ExccuteTrans(rVPOSRe8ult«Blk •); 
EStatus ShutDownTransQi 



Test Transaction Class (CVPCLTestHost) 

This is the class derived from the CVPCLAdminHost- 
Trans class and implements the Test functionality which is 
used to test the host and the link. 



Class Name: 

CVPCLTestHost 
Data: 

Membei Functions: 
CVPCLTestHostO 

EStatus loitializeTTansCrVPOSPaiamsBUc *); 
EStatus Execute'EraiuiCrVPOSResultsBlk •); 
EStatus ShutDowaTYansQ; 



Class Name: 

CVPCLVPOSUnLock 
Data: 

5 Member FUndions: 

CVPCLVPOSUnlockQ; 

EStatus IiutializcTransCrVPOSParamsBIk •); 
EStatus ExccutcTransCrvPOSResultsBlk *); 
EStatus ShutDownTransO; 



Transaction Data Administration Class 
(CVPCLTransDataAdmin) 

This is an abstract base class used to derive the classes 
which are required to review/manage the transaction data 
which includes the batch data and the accumulator data. The 
class is derived from the CVPCLLocalTrans base class. 



Class Name: 

CVPCLTransDataAdmin 
Data: 

Member Functions: 

CVPCLTransDalaAdminO; 



Local Transaction Class Definitions 
(CVPCLLocalTrans) 

This is the abstract base class for all the transactions that 

are performed locally to the VPOS. 



Class Name: 

CVPCLLocalTVans 
Data: 

Record Number (int) 
Host Index (int) 
Member Functions: 

CVPCLocalTransO; 

int OetRecNumO; 

int GelHostlndexQ 

EStatus SetRecNum(const int); 

EStatus SetHostIiiclex(coiist int); 



Virtual POS Lock/Stop Class (CVPCLVPOSLock) 

This class implements the VPOS Lock or the Stop Local 
functionality. Under the locked state the VPOS does not 
accept any transaction requests. The class is derived from 
the CVPCLLocalTrans base class. 



Class Name: 

CVPCLVPOSLock 
Data: 

Member Functions: 

CVPCLVPOSLockQ; 

EStatus InitializeTVans(TVPOSParamsBlk *); 
EStatus ExecuteTrans(TVPOSResulUBlk 
EStatus ShutDownlYansQ; 



Virtual POS UnLock/Start Class 
(CVPCLVPOSUnlock) 

This class implements the VPOS UnLock or the Start 
Local functionality. The class is derived from the CVP- 
CLLocalTrans base class. 



Batch Review Qass (CVPCLBatchRevicw) 

30 

This class is derived from the CVPCLTransDataAdmin 
base class and implements the batch review functionality 



Class Name: 

CVPCLBatchRevicw 
Data: 

Member Functions: 

CVPCLBatchReviewO; 

EStatus InitializeTransCrVPOSParamsBlk *); 
EStatus BxecuteTiBns(rVPOSResultsBlk *); 
^ EStatus ShutDownTransQ; 



Clear Batch Qass (CVPCLClearBatch) 

45 

This class is derived from the CVPCLTransDataAdmin 
base class and implements the clear batch functionality, 
which is used to clear the batch in the event of doing a 
manual reconciliation between the VPOS and the acquirer. 



Class Name: 

CVPCLQearBatch 
Data: 

Member Functions: 

CVPCLQearBatchO; 

EStatus InitializeTransCrVPOSParamsBlk *); 
EStatus ExecuteTransCTVPOSResuItsBlk *); 
EStatus ShutDown'nansQ; 



60 

Accumulators Review Class 
(CVPCLAccuraRcview) 

65 This class is derived from the CVPCLTransDataAdmin 
base class and implements the Accumulators Review func- 
tionality. 
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•continued 



Class Name: 

CVPCLAccumReview 
Data: 

Member Functions: 

CVPCLAccumReviewQ; 

EStatus Init^al^zeT^ans(TVPOSPammsBlk •); 
EStatus ExccutcTransCrVPOSRcsultaBlk *); 
EStatus ShutDownTransQ; 



Clear Accumulators Class (CVPCLClearAccum) 

This class is derived from the CVPCLTransDataAdmio 
base class and implements the Accumulators Clear function- 
ality. 



Class Name: 

CVPCLClearAccum 
Data: 

Member Punctbos: 

CVPCLClcarAccumC ); 

EStatus ImtializeTrans(TVPOSPafamsB!lc 

EStatus ExecuteTrans(TVPOSResultsBlk •); 

EStatus SliutDownTraas( ); 



EStatus InitializeTransCrVPOSParamsBlk •); 
EStatus ExecuteTran6(TVP0SResultsBlk •); 
EStatus ShutDownrraos( ); 



Communication Parameters Table Review Class 
(CVPCL_CPTReview) 

10 This class is derived from the CVPCLConfigDataAdmin 
class and implements the Communications Parameters Table 
Review functionality. 
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Class Name; 

CVPCL_CPTRcview 
Data: 

Member Functions: 

CVPCL_CPTReview( ); 

EStatus InitializeTransCTVPOSParamsBlk •); 

EStatus ExecutcTrans(TVPOSResuitsBIk •); 

EStatus ShutDownTrans( ); 



VPOS Configuration Data Administration Class 
(CVPCLConfigDataAdmin) 

This is an abstract base class and is used to derive classes 
which implement the functionality for managing the VPOS 
configuration data. The class is derived from the CVPCLLo- 
calTrans base class. 



Terminal Configuration Table Review Qass 
25 (CVPCL_TCTReview) 

This class is derived from the CVPCLConfigDataAdmin 
class and implements the Terminal Configuration Table 
Review functionality. 



Class Name: 

CVPCLConfigDataAdmin 
Data: 

Member Factions: 
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Class Name: 

CVPCL_TCrR6view 
Data: 

Member Functions: 

CVPCL_TCrReview( ); 

EStatus InitializeTransCrVPOSParamsBlk •); 

EStatus ExecuteTransCrVPOSResultsBlk ' 

EStatus ShutDownTVans( ); 



Acquirer Data or the Host Definition Table Update 
Class (CVPCL_HDTUpdate) 



Acquirer Data or the Host Definition Table Review Class 40 
(CVPCL_HDTReview) 

This class is derived from the CVPCLConfigDataAdmin , • j • jr r^xmr-i « r^ ♦ aj • 

class and implements the Host Definition Table Review , Th^ ^^^^s is derived from the CVPCLConfigDataAdmm 

functionality ^ implements the Host Definition Table Update 
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functionality. 



Class Name: 

CVPCU-HDTReview 
Data: 

Member Functions: 

CVPCU_HDTReview( ); 

EStatus ItiitializeTransCTVPOSPaiamsBlk *); 

EStatus ExecuteTrans(TVPOSRcsultsBlk •); 

EStatus ShutDownTrans( ); 
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Class Name: 

CVPCL_HDTUpdate 
Data: 

Member Functions: 

CVPCL_HDTUpdate( ); 

EStatus InitializcTransCrVFOSParamsBlk *); 

EStatus ExccuteTrans(TVPOSResultaBlk *); 

EStatus SbutDownmns( ); 



Issuer Data or the Card Definition Table Review 
Class (CVPCL_CDTRcvicw) 
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Issuer Data or the Card Definition Table Update 
aass (CVPCL^CDTUpdate) 
This class is derived from the CVPCLConfigDataAdmin 
class and implements the Card Definition Table Review This class is derived from the CVPCLConfigDataAdmin 
functionality. 60 class and implements the Card Definition Table Update 

functionality. 



Class Name: 

CVPCL^CDTOeview 
Data: 

Member Func^ons: 

CVPCL_CDTRcview( ); 
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Class Name: 

CVPCL_CDTUp<tel« 

Data: 

Member Functions: 
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-continued 



CVPCU_CDTUpdate( ); 

EStatus ImtializeTianfi(TVPOSParamsBlk 

eStatus ExecuteTrans(TVPOSRcsuitsBik *); 

BStatus ShutDown'IYaas( ); 



This class is derived from the CVPCLConfigDataAdmin 
class and implements the Communications Parameters Table 
Update functionality. 



Class Name: 

CVPCU-CPTUpdaie 
Data: 

Member Factions: 

CVPCl^CPTUpdatc( ); 

EStatus rnitializeTrans(TVPOSParamsBlk *); 

EStatus ExecutcTrans(TVPOSResultsBlk 

EStatus ShulDownTraas( ); 
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Member Functions: 
CVPCLBatch( ); 

EStatuB SetTiaasTVpe(const EPCLTransiype); 
5 EStatus SetRetRe{Num(const char *); 
EStatus SetAuthId(const char *); 
EStatus SetPurchOrderNum(consl char *); 
EStatus SctTransRcfNum(const long); 
EStatus SctTranaAmt(coQ8t char •); 
ESUtus SctBatchNum(con5t char *); 
EStatus SetSTAN(const long); 
EStatus SetDatcMMDDYYYY(oon5t char "); 
EStatus SetTimeHHMMSS(coi]sl char *); 
EStatus SctPintrDst(const EPClPmtlnst); 
EStatus SctCX:AcclNum(const char *); 
EStatus SelCC£xpDatc(coaat char *); 
EStatus SetOrigA]nt(caiis( char *); 
EStatus OetBatchRec(TVPOSBatchRec *); 
EStatus [nitBatch( ); 

EStatus OpcnBatch(const char *, FILE **, const char 
EStatus CloscBatchCFILE *); 
EStatus AddBatchRec ( ); // Adds a record tolhe batch 

EStatus GetBatchRec (const long); // Gets a record from the batch 
EStatus UpdateBatcfaRec (const long); // Update batch record with NR 
EStatus DeleteBatchRec (const long); // Deletes the batch record 



Communications Parameters Table Update Qass 
(CVPCL_CPTUpdate) 



Terminal Configuration Table Update Class 25 

(CVPCL_TCTUpdale) 

This class is derived from the CVPCLConfigDataAdmin 
class and implements the Terminal Configuration Table 
Update functionality. 



Accumulator Class (CVPCLAccum) 

This class defines the Accumulator record and the opera- 
tions on the accumulators. 



Oass Name: 

CVPCL_TCrUpdate 
Data: 

Member Functions: 

CVPCL_TCrUpdalc( ); 

EStatus rmtiali2cTrans(TVPOSParamsBlk *); 

EStatus ExecutcTransCrvpOSResultsBlk •); 

EStatus ShutDown'nans( ); 
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Class Name: 

CVPCLAccum 
Data: 

Credit Amount (char s2CrcditAmt(AMT_SZ + 1]) 
Credit Count (inl nCreditCnt) 
Debit Amount (char s2Dcbit[AMT_SZ ■►I) 
Debit Count (int nDcbitCnt) 
Membci Functions: 

int OpcnAccum(int fHandIc); 

int OctAccum (int uAccumTypc, 

int "^nAccumCnt, char •pszAccumAmt); 

int Close Accum(int fHandlc); 

inl QeanAccum( ); 



Batch Class (CVPCLBatch) 

Ibis class defines the batch record and the operations 
which are performed on the batch. 



Cla&s Name: 

CVPCLBatch 
Data: 

Batch Record Structure (TVPOSBatchRec) 
// Definition of the TVPOSBatchRec is as below, 
t^def struct_VPOSBatchRec 

char flzTransAmt[ }, 
char flzTraosDatel ]; 
char 8zTransTime[ ]; 

char szRetrievalRefNumf 1; // Trans. Ref. No. sent by the host 
char szAuthId[ ]; // Approval Code sent by the host 

char szOrigAmtl }, II Original amount for-Adjust 

char szPuxchOrderNumI \ 
char szBatchNumj l 
EPCLT^nsTVpe TYansiype; 
EPCLPmanst Pmtlnst; 
EPCLCurrcncy Cunencyiype; 
EPCLDedmals NumDccDigits; 

unsigned int oTransRefNum; // Running Re£ Number gen. by the 
//VPOS for every approved txn. 
unsigned long InSTAN; // Sys. TYace Number incr. by VPOS 

// for every trans, that is trans, to host 

TPmtlnstData PaylnsiDaia; 
} TVPOSBatchRec; 



Host Definition Table Class (CVPCL_HDT) 

45 This class defines the Host Definition Table record and the 
operations on the table. 



Class Name: 
CVPCUiDT 
50 Data: 

Host Deiuution l^ble Record Structure (TVPOSHDTRec) 
TheTVPOSHDTRec stmcture contains the following fields, 
typedef stTUct_VPOSHDTRec 

char 8zTermId[ J; 
char 8zMerch[d{ ^ 
char szB&tchNum[ ]; 
char 5zTPDU[ ]; 
char 8zNU[ J; 
char szHostNamcl ]; 
EPCLHostProtTVpe HostProflVpe; 
EPCLHostProtSublVpe HostProtSubTVpe; 
//Data Capture Required Flags 
VPOSBool fAuthOnlyDC, 
VPOSBool fAulhCaplDC; 
VPOSBool fForcedPosiDC; 
VPOSBool fAdjustDC; 
VPOSBool fRcturnDC; 
VPOSBool fOfflineAuthDC, 
VPOSBool fVoidDQ 
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VPOSBool fPrcAuthDC; 
VPOSBool fPreAuthC&mpDC; 

unsigned int nNumAdv, // Max. No. of piggy-back trans, allowed 
unsigned int nTYansRcfNum; 5 
unsigned long InSTAN; // Systeim Trace Number 
} TVPOSHDTRec; 
Member Functions; 
CVPCL_HDT( ); 
EStatus acanHDT( ); 
EStatus LoadHDTRec(const int); 
EStatus SavcHDTRec(oonst int); 
EStatus OctNumRccs(int •); 
EStatus OclHDTRcc{TVPOSHDTRec *); 
EStatus GctTcnnId(char •); 
EStatus GctMcrchId(char *); 
EStatus OetBatchNuin(cliar *); 
EStatus GenVaasRe{Num(unsigned int *); 
EStatus GctTPDU(char •); 
EStatus GelNII(char *); 
EStatus GeLHoslName(char *); 
EStatus GeLHoslProtTypeCEPCLHostProtlVpe 
EStatus GclHostProlSubTypcCEPCLHostProtSublVpc *); 
EStatus GetNuinAdv(uiisigned int *); 
EStatus GetSTANCunsigncd long *); 
EStatus GetAuthOnlyDC(VPOSBool 
EStatus GeLAuthCaptDC(VPOSBooI •); 
EStatus GelAdjustDC(VPOSBool •); 
EStatus GelReturnDC(VPOSBool *); 
EStatus GetForcedPostDC(VPOSBool *); 
EStatus GctOflQineAutKDC(VPOSBool •); 
EStatus GetVoidDC(VPOSBooI •); 
EStatus GetPreAuLhDC(VPOSBool *); 
EStatus GetPreAuthComPDC( VPOSBool •); 
EStatus SetHDTRecCTVPGSHDTRec •); 
EStatus SelfIbnnId(con8t char *); 
EStatus SetMerchId(con6t char *); 
EStatus SetBatchNum(const char •); 
EStatus SetTransRefNum(const unsigned int); 
EStatus SetTPDU(con8t char *); 
EStatus Set£rrAN(con8t unsigned long); 
EStatus SetNI[(const char *); 
EStatus SetHostNamc{cx>nst char 
EStatus SctHo5tProt'iypc(consl EPCLHostProtTypc); 
EStatus SctHostProtSub'IVpc(con5t EPCLHostProtSublVpc); 
EStatus SctNumAdv(const int); 
EStatus S6tAuthOnlyDC(const VPOSBool); 
EStatus SetAuthCaptDC(const VPOSBool); 
EStatus SetAdjust£>C(cx)nst VPOSBool); 
EStatus SetRctumDC(const VPOSBool); 
EStatus SclForcedPostDC(const VPOSBool); 
EStatus SetOfflineAuthDC(const VPOSBool); 
EStatus Set\bidDC(coiist VPOSBool); 
EStatus SetPreAuthDC(const VPOSBool); 
EStatus SetPreAuthCompDC(coiist VPOSBool); 



VPOSBool fPorcedPostAUwd; 

VPOSBool fAdjuBtAliwd; 

VPOSBool fReturnAllwd; 

VPOSBool fOfflineAuthAllwc^ 

VPOSBool fVfeidAllwd; 

VPOSBool fPreAuthAllwd, 

VPOSBool fPreAuthCompAllwd; 
} TVPOSCDTRcc; 
Member Functions: 

CVPCL_CDT( ); 

EStatus OeanCDlX ); 

EStatus LoadCDTRec(const int); 

EStatus SaveCDTRec(const int); 

EStatus GetNumRccs(int •); 

EStatus GetCDTRccCTVPOSCDTOcc •); 

EStatus OctPANLo(char •); 

EStatus OelPANHi(char •); 

EStatus OetCardLabel(char •); 

EStatus GctCDnrHostIndex(int *); 

EStatus GctMinPANDigit(int •); 

EStatus GclMaxPANDigit(int *); 

EStaUis GetAuthOiilyAllwd(VPOSBool *); 

EStatus GctAuthCaptAllwdCVPOSBool •); 

ESutus GetAdjustAllwd(VPOSBool *); 

EStatus GetRetumAllwd(VPOSBool *); 

EStatus GetOSlineAuthAUwd(VPOSBool *); 

EStatus Get\bidAllwd(VPOSBooi •); 

EStatus GctPrcAuthAllwdCVPOSBool •); 

EStatus GetPreAuthCompAl]wd(VPOSBool 

EStatus GetForccdpQStAllwd(VPOSBool *); 

EStatus SetCDTRec(TVPOSCDTRec *); 

EStatus SetHo6tIndejc(ccnfit int); 

EStotuB SetMinPANDigit(const int); 

EStotus SetMaxPANDigit{const int); 

EStatus SetPANLo(oonst char *); 

ESutus SetPANHi(oonst char *); 

ESutUB SetCardLabcl(const char •); 

EStatus SetAuthOnlyAllwd(const VPOSBool); 

EStatus SetAuthCaplAnwd(const VPOSBool); 

EStatus SctAdjustAllwd(const VPOSBool); 

EStatus SetReturnAllwd(const VPOSBool); 

EStatus SetForccdPostAUwd(const VPOSBool); 

EStatus SetOfflincAuthAllwd(const VPOSBool); 

EStatus SetVbidAUwd(const VPOSBool); 

EStatus SetPrcAuthAllwd(const VPOSBool); 
EStatus S6tPrcAuthCompAllwd(const VPOSBool); 



Communications Parameters Table Class (CVPCL_ 

OPT) 

This class defines the communications parameters table 
and the operations on the table. 
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Card Definition Tabic Class (CVPCL_CDT) 

This class defines the Card Definition Table record and the 
operations on the table. 



Class Name: 

CVPCL_CDT 
Data: 

Card Definition Bblc Record Structure CTVPOSCDTRcc) 
The TVPOSCDTRcc structure contains the following fields, 

typcdcf struct _VPOSCDTRec 

{ 

char 6zPANLo[ I 

char szPANHil ]; 

char szCardLabelf ]; 

int nHostlndex; 

int nMinPANDigit; 

int nMaxPANDigit; 

// Transaction AHowed Flags 

VPOSBool fAulhOnlyAllwd; 

VPOSBool fAuthCaptAllwd; 



Class Name: 

CVPCU_CPT 
50 Data: 

Commuoications Parameters T^ble Record Structure 
(TVPOSCPTRcc) 

The TVPOSCPTRcc structure contains the following fields, 
typedef 8truct_VP0SCPTRec 



char szAcqPrlAddressf ]; 
char 8zAcqSeqAddrcss[ ]; 
char 8zAcqTerAddress( ]^ 
int nRespTimeOut; 
} TVPOSCPTRcc; 
Member Functions: 
CVPCL_CPT(); 
EStatus ClcanCPT( ); 
EStatus LoadCPTRec(consl int); 
ESutus SaveCPTRec(oonst int); 
ESutus OetNumRecs(int *); 
ESutus OetCPTRec(TVPOSCPTRec *); 
EStatus GctAcqPriAddess(char *); 
*5 ESutus GetAcqSccAddress(char *); 
ESutus GetAcqTerAddress(char •); 
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EStatus GetRespTlmeOut(Liit *); 
EStatuB SetCPTRccCrVPOSCPTRec 
EStatus SetAcqPriAddre8s(con5t char *); 
EStatus SetAcqSecAddiessCconst char *); 
EStatus SetAcqlfcrAddressCconst char *); 
EStatus SetResp'nineOut(coiiat int); 



Terminal Configuration Table Class (CVPCL_ 
TCT) 

This class defines the VPOS terminal configuration 
parameters table and the operations on the table. 



Class Name: 

CVPCL_TCT 

Data: 

Terminal Configuration Table Record Structure (FVPOSTCTRec) 
The TVPOSTCTRec structure contains the following Belds, 
typcdcf 8truct_VPOSTCTRcc 

char s£McrchNainc[]; 

VPOSBool fvPOSLock; / / VPOS LoclsAJnlock Toggle Hag 

iTVPOSTCTRcc; 
Member Functions: 

cvpcL_Tcro; 

EStatus LoadTCTRecO; 
EStatus SaveTCTRecO; 
EStatus QeanTCTO; 
EStatus GeETCTRecCrVPOSTCrRec •); 
EStatus GelMerchNamc(char *); 
EStatus GetVPOSLock(VPOSBoo! •); 
EStatus SetMcrchNaine(coiist char *); 
EStatus SelVPOSLock(consl VPOSBool); 



Amount Class (CVPCLAmount) 

This class defines the amount data items and the opera- 
tions on them. 



Member Functions: 
CPCLPrntlnstQ; 

EStotus GetPmtIn8tType(EPCLPmUnSt •); 
S 



Bank Cards Class (CPCLBankCard) 

This class is derived from the CPCLPmtlnst class and 
implements the bank cards class. 



Class Name: 

CPCLBankCard 

Data: 

Account Number (charlD 
Expiration Date (CPCLDatcTime) 
Index into the CDT table (int) 
Member Functions: 

CPCLBankCardO; 
EStatus InitializeQ; 
EStatus SctAcctNmn(const char 
EStatus SctExpDate(const char *); 
EStatus GetAcctNum(char *); 
EStatus GetExpDatc(char.*);. 
EStatus \^lidateCaTdO; 
int GetCDTIndexO; 
VPOSBool DoLuhnChcckO; 
VPOSBool DoCardRangingO; 
EStatus DoValidateExpDatcO; 



Credit Cards Qass (CPCLCreditCard) 

This class is derived from the CPCLBankCard class and 
has the same data and the methods as the CPCLBankCard 
class. 



Qass Name: 

CPCLCreditCard 

Data: 

Member Functions: 

CPCLQcditCirdO; 
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Class Name: 

CVPCLAmount 

Data.: 

Amount (chaif]) 
Currency TVpe (EPCLCurrency) 
Member Functions: 

CVPCLAmountQ; 

EStatus Initiali2e(const CPCLAmountA); 
EStatus Imtialize(con8t char *); 
EStatus Initial ize(const long); 
void operator - (const char *); 
void operator - (const long); 
EStatus GetAmount(char •); 
operator const char * Q 
operator const long 0; 



Debit Cards Class (CPCLDebitCard) 

45 This class is derived from the CVPCLBankCard class and 
implements the debit card class. 



Class Name: 

CPCLDebitCard 

50 Data: 

Card Holder Encrypted PIN (charO) 
Member Functions: 

CPCLDebitCardO; 
EStatus GctEncryptcdPrN(char •); 
EStatus SetEncryptedPIN(char *); 
55 — — — 



Payment Instruments Class (CPCLPmanst) 

This section defines the Payment Instrument Class hier- 
archy. FIG. 16 illustrates a transaction class hierarchy in 
accordance with a preferred embodiment. 



Class Name: 

CPCLPmtlnst 

Data: 65 
Payment Instrument Type (EPCLPmtlnsl) 



VPOS Class Library Interface and API Definition 

This section explains the classes which provide the inter- 
face to the VPOS class library. 

Data Structures Required for the VPOS Interface 
Gass 

Transaction Parameters Structure (TVPOSParamsBlk) — 
This structure is a subset of all the transaction parameters 
required for the difTerent transactions. 
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typedef stmct_VPOSParamsBlk 

char szTramAmtf]; / / Without decimal point. 

/ / Left most two digits iix^lied to be decimal digits 
char 8zPurchOrderNum[]; 

char szRetRefNumf]; 
char 5zBatchNum[]; 

char szNcwBatchNumf J 

char 5zOrigAmt(]; 

char szCPSData[] 

char szAuth[d[l / / Auth Id for oSliac auUbi-only transaction 
int Hostlndex; 

unsigned int nTYansRcfNum; 
VPOSBool fvPOSLack; 
ECPSDataiype cCPSlVpe; 
EFCLIYanSType lYansiype; 
EStatus lYaosResult; 
EPCLPmtlnst Pmtlnst; 
EpCLCurrency CurrencyXype; 
EPCLXJecimals NumDecDigits; 
E VPCLAccumType Accumiype; 
TPmtinstDala PaylnstDala; 
imion_VPOSConftgData 
{ 

TVPOSHDTRec siHDTRec; 
TVPOSCDTRec siCDTRec; 
TVPOSCFTRec srCPTRec; 
TVPOSTCTRcc srTCTRec; 
}VPOSC6nfigData; 

void ^Context; / / Context from the calling interface 
EStatus CVPOSCaUBack) CTVPOSResultsBik*, void *); 
}TVPOSParamsBlk; 



Transaction Results Structure (TVPOSResultsBlk)— This 
structure contains all the fields returned from the host and 
other fields which are required for doing terminal data 
capture. 



typcdcf struct VPOSRcsultsBlk 

char szNcwBatchNum(]; 
int nHostltidex; 
EStatus TiaosResult; 
TVPOSBatchRec srBatchRec; 
TVPOSAccumRcc srAocomRec; 
char szCardLabe1[]; 
TVPOSHDTRec srHDTRec; 
TVPOSCDTRec srCDTRec; 
TVPOSCFTRec srCPTRcc; 
TVPOSTCTRcc siTCTRcc; 
}TVPOSResultsBUt; 



The various status codes for the enumeration EStatus are 
detailed below. 

VPOS Interface Class (CVPOSInterface) 

This class provides the interface to the VPOS Transaction 
Class Library. 



Class Name: 

CVPOSInterface 

Data: 

Member Functions: 

CVPOSInterfaceQ; 

/ / Creates the Transaction Object, takes care 
/ / of other initialization and executes the transaction. 
CVPCLTransaction •pcITransFactoryCrVPOSParamsBlk 
EStatus Destroyrranfi(CVPCUrrBnsaction *); 

VPOS API Definition 
This section explains in the VPOS API which are required 
for interfacing with the VPOS Class Library. All the different 
VPOS transactions can be initiated using the API defined in 
this section. 



FIG. 25 is a block diagram of the VPOS Terminal 
Architecture in accordance with a preferred embodiment, 
g The Internet 2500 provides the communication processing 
necessary to enable the VPOS Terminal architecture. The 
terminal interface CGI 2520 communicates via the Internet 
to provide information lo the VPOS OLE Server 2550 which 
formats information in accordance with the VPOS API DLL 
2560 whidi uses the protocol class DLL2570 to flesh out the 
message for delivery to the Gateway Server 2580. The 
collection of the VPOS OLE Server 2550, VPOS API DLL 
2560 and the Protocol Qass DLL 2570 make up the VPOS 
Software Development TooOCit (SDK) which are used lo 
enable VPOS applications for interfacing with an Operator 
2540. 

VPOS/GATEWAY Architecture 

The architecture of the Virtual Point of Sale (VPOS) and 

2Q Virtual Gateway (GATEWAY) architecture maintains SET 
compliance while providing support for additional message 
types that are not enabled in SET. The architecture includes 
isolation of cryptographic details in a single module to 
facilitate single version government approval while ma?d- 

25 mizing the flexibility of the system for customization and 
facilitating transfer of updated versions on an acquirer 
specific basis. FIG. 18 is a block diagram of the extended 
SET architecture in accordance with a preferred embodi- 
ment. Processing commences at fimction block 1800 for a 

30 consumer-originated transaction via the World Wide Web 
(WWW) or 1810 for a merchant-originated transaction on 
the Internet. In either case control passes immediately to the 
WWW server 1820 for the transaction to be appropriately 
formatted and the appropriate interface page presented, 

35 whether the transaction is a store front 1822, shopping cart 
1824, pay page 1826, standard terminal administration 
1828-1830 transaction, or an extended terminal transaction 
1834. If processing requires authentication of the 
transaction, then control passes through the Virtual Point of 
Sale (VPOS) Application Programming Interface (API) 
library 1840 for SET compliant transactions and through the 
VPOS API extensions library for extensions to the SET 
protocol. Then, at function block 1842, if the transaction is 
SETcomphant, and function block 1864 if the transaction is 

45 not SET compliant, a library of protocol stack information is 
used to conform the message before it is transmitted to a 
Gateway site for ultimate delivery to a bank host 1874 for 
authorization. 

Extended SET messages are processed at the Gateway site 
50 on a two track basis with the division criteria being SET 
compliance (which will change over time as more function- 
ality is put into SET) or SET extensions. Set compliant 
messages are processed via the protocol stack library 1862, 
while SET extensions are processed via the protocol stack 
55 extension library 1864. Then» at function blodc 1870 the 
gateway engine processes SET and Host specific code 
including gateway administration extensions 1872 that 
bypass the normal processing and flow directly from the 
merchant and consumer server 1820 to the gateway admin- 
60 istration extensions 1872 to the Gateway Engine 1870. 
As described above, there are three channels by which 
messages are exchanged between VPOS 1846 and GATE- 
WAY 1856. 

1 . Standard SET Messages 
65 The standard SET messages are originated by the mer- 
chant software either via a pay page 1826 directly controlled 
by the consumer, or via an operator interface consisting of 
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a set of HTML pages and associated executables launched conaect to the Bank Y gateway, or to any other system that 
by the pages (e.g. pay page 1826 and standard terminal purports to communicate via Extended SET. TTiis restriction 
administration 1828-1830.) is further secured by utilizing a public key certificate that is 
Each SET message type (e.g., authorization v. capture) "hard wired" into VPOS, and which is distributed only to 
transmits a different set of data and each requires a different 5 gateways that use the Extended SET mechanism. 
Protocol Data Unit (PDU) to describe its encoding. FIG. 18C is an example flowchart of message processing 
Examples of how Standard SET messages are encoded are in accordance with a preferred embodiment. Processing 
given in the SET documentation previously incorporated by commences at function block 1880 when a message is 
reference. received by an HTTPS server or other listener and passed to 
2. Extended SET Messages lo decision block 1883 to determine if the sending VPOS has 
The Extended SET messages are utilized as an "escape transmitted an authentic message and if the VPOS is autho- 
mechanism" to implement acquirer-specific messages such rized to communicate with this gateway. If the message is 
as settlement/reconciUation, employee logonAogoff, and not authentic, then the message is logged as an error and the 
parameter download. The messages are developed as a set of error is handled as shown in function block 1889. If the 
name-value pairs encapsulated in a PKCS-7 wrapper and 15 message is authentic, then the message is decrypted at 
wrapped in Multipurpose Internet Mail Extensions (MIME), function block 1884 and the PDU parses the message into 
described in a book by N. Borenstein & N. Freed, "RFC nameA^alue pairs. Then, based on the message type and the 
1521: MIME (Multipurpose Internet Mail Extensions) Part extended SET version information, the remaining message 
One: Mechanisms for Specifying and Describing the Format is parsed at function block 1885 and the message is checked 
of Internet Message Bodies'' (September 1993). The name- 20 for conformance to the appropriate specification as shown at 
value pairs can have arbitrary (8-bit) data, so arbitrary items decision block 1887. If the message does not conform, then 
can be passed through the extended SET channel, including it is logged and the error bandied at function block 1889. If 
executable programs and Dynamic Load Libraries (DLL)s. the message conforms to the proper specification in decision 
FIG. 18B illustrates a multipart MIME message with one block 1887 then the message is translated into the appro- 
Extended SET message and one Standard SET authorizing is priate host format and sent to the host as shown in function 
message. MIME is utilized as an outer wrapper 1890 to block 1888. Thus, when a gateway receives an incoming 
allow an Extended SET message 1891 to be transmitted as message from a VPOS and parses the Extended SET portion 
a component of messages embedded in one MIME multipart of the message, a single MIME message can transmit a SET 
message. In this manner, a standard SET message can be message and/or an Extended Set Message, 
sent with an Extended SET message in one VPOS/ 30 An export license for the encryption can be obtained on a 
GATEWAY communication transaction. case-by-case basis, and since there will be potentially mil- 
Embedding the Extended SET messages in a PKCS-7 lions of VPOS's, it is desirable to obtain a commodities 
wrapper enables the same message authentication to occur jurisdiction for the VPOS, to enable a single version of the 
as in standard SET messages. Thus, for SET-compliant and VPOS (rather than one version for each bank) to be sup- 
no n-SET-compliant messages, the same mechanism may be 35 ported by the VPOS architecture. The architecture described 
used to restrict which entities the VPOS or Gateway will here ensures that the single version of VPOS, no matter how 
trust in any communications. An important concept in it is configured with extended terminal transaction 
Extended SET is that all messages, of any type, are sent in interfaces, cannot be used to communicate any data other 
a uniform nameA^alue pair format, thus allowing a single than that contained in the extended SET messages that have 
Protocol Data Unit to suffice for any type of message sent 40 been approved for export by the US government to be used 
through the Extended SET channel. Since arbitrary data may exclusively for a specific bank. 

be sent this way, a mechanism must be provided to preclude FIG. 18D is an example of a simple message between 

the use of the Extended SET channel by parties other than VPOS and Gateway using the Extended SET channel 

approved financial institutions. If this is not ensured, then enabling an employee to sign on, or "logon" to a given 

the NSA and the US Department of Commerce will not 45 terminal in accordance with the subject invention. The 

approve the software for export. message must contain the employee's logon ID, a password 

SET itself to some degree ensures that this Extended SET to be verified by the bank host computer, and the date and 

channel is used only by financial institutions. The protocol time as shown at 1894. 

stack extension library only processes messages that have While the contents of the message are shown without 

been signed by a financial institution SET certificate that is so encryption in RG. 18D, it should be noted that the infor- 

in turn signed by a payment instrument brand certificate mation (including the logon password) are SET encrypted 

(such as Visa or MasterCard). Stronger control over the inside the PKCS-7 wrapper 1894. Certain fields may be 

Extended SET channel can be achieved by further restricting designated as mandatory for an Extended SET message, to 

processing of messages to those signed (either instead of or allow the Gateway or VPOS to decide how to handle the 

in addition to the financial institution SET certificate) by a 55 message. For the sake of clarity, in this message 1894, only 

second certificate belonging to a third-party agency, either two fields, "messagetype" and "ESETversion", are manda- 

govemmental or private (e.g., VeriFone, as manufacmrer of tory. These fields inform the Gateway that this message is of 

the software). type "logon," and that the VPOS is using version "l.OA" of 

In this way, a particular set of Extended SET messages the ESET message formats defined for the Gateway. In this 

can be implemented by Bank X, and a different set of 60 embodiment, the length indicator "[5]" is used to distinguish 

messages by Bank Y. If a VPOS has an extended terminal the length (in bytes) of the field of type "messagetype" in the 

transaction interface as shown in FIG. 18A at block 1834 for message. In this way, there are no special end-of-data 

Bank X, and has been configured to only accept messages characters, and therefore arbitrary data need not have any 

from a Gateway with Bank X*s certificate, then it will be "escaped" characteis. 

able to communicate those messages to a Gateway that has 65 It should be noted that using escaped characters will work 

the certificate for Bank X, and accepts messages of the types equally well. Total message integrity is assured by the digital 

in Bank X's message set. The VPOS will not be able to signatures in the PKCS-7 wrapper. This does not, however, 
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preclude the use of other checksumming schemes for addi- 
tional pinpointing of transmission or encoding errors. The 
messagetype and ESETversion name/value pairs fadlitate 
Gateway look up of what nameNalue pairs are expected in 
the "logon" message. Some name/value pairs may be 5 
mandatory, and others may be optional. 

FIG. 18E is an example of a simple message between 
VPOS and Gateway using the Extended SET channel 
enabling an employee to sign on, or "logon" to a given 
terminal in accordance with the subject invention. In 
response to the logon request message from a VPOS, the 
Gateway may respond with a "logon accepted" message 
1894, as depicted in HG. 18E, which VPOS, upon receipt 
and authentication, then uses to unlock the terminal for that 
user. 

FIG. 49 shows how the VPOS authenticates an incoming 
response to a request in accordance with a preferred embodi- 
ment. Processing commences at function block 4930 when 
a message is received by the HTTPS, SET server, or other 
listener that originated the request to which this response 
corresponds. The message is passed to decision block 4940 20 
to determine if the sending Gateway has transmitted an 
authentic message and if the gateway is authorized to 
communicate with this VPOS. If the message is not 
authentic, then the message is logged as an error or possible 
attack and the error is handled as shown in function block 25 
4970. If the message is authentic, then the message is 
decrypted at function blodc 4950 and the PDU parses the 
message into name/valne pairs. Then, based on the message 
type and the extended SET version information, the remain- 
ing message is parsed at function block 4960 and the 
message is checked for conformance to the appropriate 
specification as shown at decision block 4980. If the mes- 
sage does not conform, then it is logged and the error 
handled at function block 4970. If the message conforms to 
the proper specification in decision block 4980 then the 
message is translated into a standardized argument string to 
be passed to the appropriate executable or code entry point 
in the VPOS, as shown in function block 4990. Thus, when 
a VPOS receives an incoming message from a Gateway and 
parses the Extended SET portion of the message, the mes- 
sage may cause VPOS to execute a program that takes action 40 
or queries the user to take action. 
3. Gateway-initiated Messages 

Since all SET messages between a merchant and an 
acquirer are currently merchant-initialed (as specified in the 
SET documentation), there must be a separate mechanism 
for initiating a message from a gateway, for example to 
request the upload of management information base (MIB) 
data, or to download new parameters. This is accomplished 
by requiring the gateway to send a message to the merchant 
via a MIME-encapsuIated PKCS-7 conformant message 
containing name -value pairs to the merchant server directly, 
rather than to the SET module. This channel is shown in 
FIG. 18A at block 1860. 

The message is verified for origination from the acquirer, 
and is utilized to either initialize a merchant action, such as 
to update the merchant's administration page (for example 
by blinking a message saying, "PLEASE RE-INITIALIZE 
YOUR TERMINAL"), or by initiating a request/response 
message pair originating from the merchant (for example, 
"HERE ARE THE CONTENTS OF MY MIB^. This is 
achieved by calHng one of the extended terminal transaction 
interfaces (FIG. 18 A at 1834), which in turn initiates a SET 
or Extended SET transaction. 

Gateway Customization Via the Extended SET 
Channel 

Gateway customization in extended SET is extremely 
powerful and a novel concept for VPOS processing. Each 
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VPOS contains one or more ''serial numbers" unique to each 
copy of the software (a serial number may be embedded in 
the software, or may be a component of a public key 
certificate used in the software). Once a merchant has 
selected an acquirer and obtained the appropriate 
certificates, the VPOS can be customized utilizing the com- 
munication link and messages containing customization 
appUcations. 

A bank distributes VPOS via different sales channels. The 
first is direct from a bank to an existing merchant with whom 
the bank already has an existing relationship. In this case, a 
version of VPOS akeady customized for a bank is sent to the 
merchant, either directly by a bank, or through a third-party 
distributor or service bureau. The customizations may 
involve modification or replacement of, for example, a store 
front 1822, shopping cart 1824, pay page 1826, standard 
terminal administration transaction interface 1828-1830 or 
an extended terminal transaction interface 1834. This is a 
standard model of distribution of software that is customized 
for small target market segments. 

The more interesting case, and the one that concerns the 
novel use of the Extended SET channel, is where the 
potential merchant acquires, through some non-bank 
channel, a "generic" VPOS which has not yet been custom- 
ized to interact with a specific bank. This VPOS can com- 
municate with a "test gateway", which the merchant may use 
to experiment with the various features of VPOS and to lest 
the integration of the VPOS into a total online storefront. 

In order to actually transact business over the Internet, the 
merchant must first obtain a merchant ID from the merchant 
bank with which he signs an acquiring agreement. For online 
payment processing, the merchant must also obtain an 
appropriate set of digital credentials in the form of public 
key certificates and possibly additional passwords, depend- 
ing on the financial institution. Once these credentials are 
obtained, the merchant is ready to customize the already- 
obtained VPOS to communicate with a merchant bank's 
gateway. 

Using the built-in "serial number" certificate and the Test 
Gateway public key certificate (which is "hard-wired" into 
the VPOS software), it is possible to securely download a 
particular bank's customization applications to a specific 
copy of the VPOS software. Once the VPOS is appropriately 
configured, the last stage of customization download is to 
configure the VPOS so that it only responds to a public key 
certificate of the merchant's acquirer. This process is illus- 
trated here in the context of a merchant who obtains a VPOS 
that talks to the VeriFone test gateway, and desires to 
customize the VPOS to interact with a gateway at a bank. 

The merchant has purchased a VPOS from a non-bank 
channel. The version communicates with the VeriFone Test 
Gateway. The merchant uses the gateway to learn about 
using VPOS, and to test the integration of his storefront 
system with his payment system. The merchant also obtains 
certificates for payment processing from a bank, the mer- 
chant bank of choice for the merchant. The merchant is now 
ready to customize VPOS to talk to the bank gateway. The 
flowchart for the merchant interaction with the Test Gateway 
is shown in FIG. 50. 

The merchant begins at function block 5000, where the 
ncwly-obtaincd merchant SET certificates are installed in 
the VPOS. The merchant then directs the VPOS to connect 
to the VeriFone Test Gateway, by selecting this option from 
the VPOS terminal administration home page 5005. The 
choice of this option invokes an extended terminal admin 
page from the default set of such pages supplied with the 
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generic version of VPOS. This program guides the customi- 
zation process. 

The merchant, interacting with the extended terminal 
admin page, navigates to the list of gateways which is 
maintained by the Test Gateway, and selects the bank to 5 
connect by selecting from the list of banks, at function block 
5015. During this process, the merchant's public key cer- 
tificates are uploaded to the Test Gateway, and checked (at 
decision block 5025) to verify that the certificates have been 
signed by the bank to customize the bank for the VPOS. If 10 
the certificates do not match, the merchant is advised of the 
situation in function block 5028, and must select a different 
bank. If the certificates are not valid SET certificates as 
detected at decision block 5020, the merchant is advised at 
function block 5010, and the session terminates. If the ^5 
certificates are valid and match the selected bank, customi- 
zation continues at function block 5030. 

The extended terminal adminisu-ation program in VPOS 
receives a list of the customizations from the Test Gateway 
that must be performed to specialize the VPOS for a specific ^ 
bank. Some of these customizations are mandatory, while 
others are optional. In function block 5030, the VPOS 
advises the merchant of the customizations, prompting for 
any choices that must be made by the merchant. The 
merchant's actions at this point drive decision block 5035, 
in which the VPOS either returns itself to the "generic" state 
and terminates the interaction, or begins the configuration of 
the VPOS, depending on the merchant's confirmation of the 
request to begin the configuration. 

If the merchant has authorized the changes, control is 
passed to function block 5040 where, the PCS stores the 
certificates of any gateways that it will allow future con- 
figuration changes to be initiated from in its database. This 
may be only a specific bank, such as a bank and the Test 
Gateway, or other combinations. If only a single, non-Test, 
bank-owned, gateway is allowed to download changes, the 
VPOS is no longer customizable for any other bank. Then, 
a new copy would be purchased by the merchant to have it 
customized for another bank. If the Test Gateway is still 
allowed to customize the VPOS, the merchant could switch 
to another merchant bank and have the current VPOS 
updated to work with the new bank. 

In function block 5050, the customizations are down- 
loaded to the VPOS. The downloads comprise a set of 45 
HTML pages and a set of executable programs or scripts that 
read data from the merchant, perform various functions, and 
present data to the merchant. In general, the customizations 
downloaded may augment or replace in part or in whole any 
and all of function blocks 1822, 1824, 1826, 1828, 1830, or so 
1834 in FIG. 18A. At a minimum, the terminal "home page" 
will be replaced so that it points to the new functionality. At 
this point, the customization of the VPOS has been 
completed, and the merchant may now begin sending pay- 
ment requests to the merchant bank or processor through the 55 
VPOS. 

Thread Safe VPOS— TID Allocation 

Physical terminals process a single transaction at a time 
since clerks are usually only able to process one transaction 60 
at a time. Web Servers can process many transactions at a 
time, so payment requests can often occur simultaneously. 
Thus, the VPOS Software must have support for multi- 
tasking and provide support for multiple threads to be active 
at the same time in the same system as well as the same 65 
process. This requirement is relatively straight forward. 
However, the authorizing banks require that all transaction 
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requests include a Terminal ID (TID), and, for many banks, 
no single TID may be active in any two transaction requests 
that overlap in time. Thus, the VPOS requires dynamic 
allocation of TIDs to requesting threads. 

One way of providing for multiple TID's is to assign a 
"base" TID, and either an "extension" (a set of extra digits 
appended to the base), or an increment (a number which is 
added to the base to obtain the complete TID). While such 
a solution can be used for the majority of banks and 
processors, not all banks/processors can accommodate this 
solution. One example is First Data Corporation. For its 
E^^VOY protocol, the terminal ID must use the LAihn check 
as recited in an ISO remark, which adds a checksum digit to 
the terminal ID to reduce chances of fraud or of mistyped 
information. Thtis, to be general enough to handle all 
bank/processor situations, a pool of TID's is used. The 
TID's stored in the pool need not be a sequential set of 
numbers; in fact they can be alpha/special/numeric 
combinations, and the TID's need have no relation to one 
another. In a preferred embodiment, a TID is represented as 
a token in a pool that can be associated with a particular 
transaction. 

To provide for this requirement, the VPOS provides a TID 
pool in tabular form in a database management system 
(DBMS). This table has two columns: TID NAME & 
Allocation date/time. If the TID date is null, then the TID is 
not in use and may be assigned. A date/time field is utilized 
to allow TID allocations to expire. TID requests are made 
utilizing a SQL query on the TID Pool to find the first null 
or expired date/time, which is replaced with the current 
date/time and the TID name relumed. 

REMOTE VPOS 

The unique architecture of the Cardholder 120, Merchant 
130 and Gateway 140, as shown in FIG. IB, provides 
communication capability between the modules utilizing the 
Internet to support linkages 150 and 170. Since the Internet 
is so pervasive, and access is available from virtually any 
computer, utilizing the Internet as the communication back- 
bone for connecting the cardholder, merchant and access to 
the authorizing bank through a gateway allows the merchant 
VPOS software to be remotely located from the merchant's 
premises. For example, the cardholder could pay for goods 
from any computer system attached to the Internet at any 
location in the world. Similarly, the merchant VPOS system 
could be located at a central host site where merchant VPOS 
systems for various merchants all resided on a single host 
with their separate access points to the Internet. The mer- 
chant could utilize any other computer attached to the 
Internet utilizing a SSL or SET protocol to query the remote 
VPOS system and obtain capture information, payment 
administration information, inventory control information, 
audit information and process customer satisfaction infor- 
mation. Thus, without having to incur the overhead of 
maintaining sufficient computer processing power to support 
the VPOS software, a merchant can obtain the information 
necessary to run a business smoothly and avoid hiring IS 
personnel to maintain the VPOS system. 

VPOS Multi-Merchant Processing 

Multiple merchant processing refers to the ability of a 
plurality of merchants to process their individual VPOS 
transactions securely on a single computer. The architecture 
rehes on each payment page obtaining the merchant name in 
a hidden field on the payment page. The VPOS engine 
receives the merchant name with a particular transaction and 
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synchronizes the processing utilizing a Set Merchant 
method. This command causes the VPOS API to look up a 
unique registry tree based on the merchant name. This 
process causes the VPOS engine to engage the appropriate 
configuration to process the transaction at hand utilizing a 
Registry Tree. A registry tree contains Card Definition 
Tables (CDT)s, acquirer Definition Tables (ADT)s, Mer- 
chant Definition Tables (MDT)s, Protocol Configuration 
Tables (PCT)s, etc. The CDTs point to specific ADTs since 
each supported card can be supplied by a distinct acquirer. 
This is one form of spUt connection. Each of the ADTs in 
turn point to PCTs, and some acquirers can support multiple 
parallel gateways. A merchant's name refers to a unique 
database in the database management system which contains 
for example, TIDs. 

So, for example, to fiiUy qualify a particular merchant in 
a multi-merchant system, the acquirer Definition 'Dible is 
queried to ascertain the particular Gateway (VFITest), then 
if Bank of America requires verification of network com- 
munication information, the particular CardDT is accessed 
with for example VISA. The particular merchant will service 
VISA transactions utilizing a particular acquirer. The par- 
ticular piece of merchandise will also be detailed in a data 
base. Finally, the merchant Configurations will also be 
stored in the database to facihtate E-mail and name lookup. 

VPOS CUENT 

The interaction between the VPOS and a client com- 
mences when a pay page solicits parameters of a transaction. 
Then, the parameters are validated to be sure the payment 
instrument, for example, cardnumber is not null. Then, a 
transaction object is created, eg. AUTHONLY, and the 
object is initialized and stuffed with parameters of the 
transaction, eg. ao.setpan(accnum), and the object is 
executed. This execution invokes the VPOS engine. The 
VPOS engine further validates the parameters based on the 
particular merchant's configuration. For example, some 
merchants do not accept American Express Cards, but wiU 
take Visa, and all merchants check the expiration date of the 
card. Assuming a valid and acceptable card has been 
tendered, then a TID is assigned (expiring, existing TIDs) or 
block a new TID from the TID Pool. 

This generates a STAN, XID, RRPID unique tag and 
creates an initial record in the transaction database which is 
flagged as before gateway processing in case the transaction 
crashes and must be backed out. Then the protocol param- 
eters are identified in the registry based on card type, and a 
particular acquirer identified. Then, a protocol object is 
created and executed to extract results from the protocol 
object and the before gateway "bit" is flipped to again flag 
the location of the transaction in the process as it is sub- 
mitted to the Gateway. 

The results received back from the Gateway are placed 
into a transaction object with is reported back to the pay 
page and ultimately back to the pay page user. 

VPOS Merchant Pay Customization 

A novel feature of the VPOS software provides payment 
page customization based on a merchant's preferences. This 
feature automatically lists cards that are accepted by a 
particular merchant based on the active terminal configura- 
tion. Each approved card for a particular merchant is linked 
to the display via an URL that provides a pointer to the credit 
card information supported by the merchant. Each card has 
an entry in a data structure referred to as the Card Definition 
Table (CDT). 
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A preferred embodiment of the VPOS merchant pay 
customization software in accordance with a preferred 
embodiment is provided in FIG. 19 which illustrates the 
logic utilizing a flowchart, and a listing of the source code 

5 below. Processing commences at terminal 1900 and imme- 
diately flows to function block 1910 where an index variable 
is initialized for stepping through each of the accepted 
payment instruments for the merchant's page. Then, at 
function block 1930, a URL key is obtained associated with 

10 the current merchant pay page and index value. The URL 
key is a registry key name that points to a picture of a credit 
card that the merchant has associated with the pay page and 
which the merchant accepts as payment. At output block 
1940 the card image associated with the URL key is 

15 obtained and displayed on the terminal. The CDT entry is 
obtained at function block 1950 utihzing the URL key. The 
CDT is utilized for storing information associated with each 
card. Then, at decision block 1960, a test is performed to 
determine if the last payment method card has been pro- 

20 cessed and displayed on the merchant display. If not, then 
the index is incremented at function block 1920 and the loop 
reiterated to process the next card at function block 1930. If 
all the cards have been processed, then control is returned to 
the merchant program for processing the transaction at 

25 terminal 1970. 

FIGS. 20A through 20H are block diagrams and flow- 
charts setting forth the detailed logic of thread processing in 
accordance with a preferred embodiment. FIG. 20A illus- 
trates a prior art approach to POS processing utilized in most 

30 grocery stores and department stores today. POS Terminal 
2001 accepts transactions provided to it one at a time by 
customers 2000. For each transaction, POS Terminal 2001 
builds a transaction request 2002 and transmits it to acquir- 
ing bank 2004 over communications link 2003. 

FIG. 20B is a data structure 2002 representing a POS 
transaction request in accordance with a preferred embodi- 
ment. The data structure 2002 includes a TID field 2005, 
which identifies the physical terminal from which the trans- 
action originates. In addition to the TID field, the data 

^ stmcturc also includes other data 2006 necessary to process 
a transaction. This data includes such fields as a transaction 
type, a transaction amount, a currency type (such as U.S. 
dollars), credit card account number, credit card expiration 
dale, etc. 

45 

FIG. 20C iUustrates a VPOS architecture with account 
requests being processed by a single acquiring bank. VPOS 
2007 processes a plurality of customers 2000 concurrently. 
For each such customer 2000, VPOS 2007 builds a data 
structure 2010, representing the transaction to be performed 
for that customer. Each data structure 2010 contains a unique 
"virtual terminal" ID. VPOS 2007 selects a virtual terminal 
ID using database 2008. For each data structure 2010, VPOS 
2007 initiates communication with acquiring bank 2004 
using communication link 2003. 

FIG. 20D is a data structure 2010 representing a VPOS 
transaction request in accordance with a preferred embodi- 
ment. The data structure 2010 includes a TID field 2012, 
which identifies a virtual terminal ID associated with a 
particular transaction. In addition to the TID field 2012, the 
data stmcture also includes other data 2006 necessary to 
process a transaction. This data includes such fields as a 
transaction type, a transaction amount, a currency type (such 
as U.S. dollars), credit card account number, credit card 
65 expiration date, etc. 

FIG. 20E illustrates a TID allocation database 2008 in 
accordance with a preferred embodiment. Database 2008 
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includes a TID allocation table 2011. TID allocation table 
2011 includes a plurality of rows, one for each TID used by 
each acquiring bank. One such row 2013 is illustrated in 
detail. Row 2013 includes a good/service order (GSO) 
identifier 2014, which identifies the order being transmitted; 
a TID field 2015, which identifies a terminal ID that may be 
used with a particular acquiring bank; and an acquiring bank 
field 2016, which identifies the acquiring bank for which the 
TID is valid. In addition, row 2013 may optionally include 
other fields 2017 that may be used in conjunction with the 
order processing. A null GSO value indicates that the 
TID/acquircr combination is not currently in use. 

FIGS. 20F through 20H are flowcharts of the detailed 
logic used to perform virtual terminal ID allocation. FIG. 
20F illustrates the main line operation of virtual TID allo- 
cation. In step 2020, execution begins. In step 2021, a 
skeletal transaction request structure is prepared. In step 

2022, the main line routine obtains a virtual TID for inclu- 
sion within the transaction request structure, as will be more 
fully disclosed with reference to FIG. 20G, below. In step 

2023, the routine verifies that a TID was obtained. If the TID 
was not obtained, for example, if more transactions are 
currently being processed than there are TlDs, then execu- 
tion continues to step 2024. In step 2024, the transaction 
request is put on a queue for future processing. In step 2025, 
the routine waits for a transaction process to end, which 
would free up a TID in use. At that point, control resumes 
from step 2022, and the routine again attempts to obtain a 
TID. 

If the TID was successfully obtained in step 2023, control 
proceeds to step 2026. In step 2026, the routine submits the 
transaction to the acquiring bank. In step 2027, the transac- 
tion is processed. In step 2028, the routine makes a database 
call to free up the TID that was used in the transaction. In 
step 2029, transaction processing ends. 
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FIG. 20G depicts in detail the process of obtaining a TID 
from the database. Execution begins in step 2040. In step 
2041, the routine constructs a database call to reserve a TID 
for processing, for example, by constructing an SQL state- 

S ment to retrieve a TID row from the database. In step 2042, 
the routine executes the database call that was constructed in 
step 2041. In step 2043, the routine constructs a second 
database call to extract the TID from the row that was 
reserved in step 2042. In step 2044, the database call 

30 constmcted in step 2043 is executed to obtain the TID. In 
step 2045, a return code is checked to verify whether the TID 
was successfully obtained. If the TID was successfully 
obtained, control proceeds to step 2046, which returns to the 
calling program. If, however the TID was not obtained, 

15 control proceeds to step 2047. In step 2047, the routine 
checks to see whether an excessive number of retries have 
already been attempted. If there have been an excessive 
number of retries, control proceeds to step 2048, which exits 
with an error indication. If there has not been an excessive 

20 number of retries, control proceeds once again to step 2043 
to retry the extraction operation. 

FIG, 20H depicts the operation of releasing a TID that had 
been used in a prior transaction. Execution begins in step 
2060. In step 2062, the routine constructs a database call to 

25 update the row for the selected TID so that the value for the 
good and service order is null, thereby indicating that the 
selected TID is not associated with any good or service 
order, and is therefore free for reuse. In step 2064, the 
routine executes the SQL statements constructed in step 

^0 2062, thereby releasing the TID for use in future transac- 
tions. In step 2069, the routine returns to the calling pro- 
gram. 

Asoiiroe code listing for the transaction request process- 
ing is provided below in accordance with a preferred 
embodiment 



^include "rr.h" 

#i£iide£_NT 

#dcfine_NT 

extern void_sctcnvp( ); 

#cndif 

////////////////////////W^^^ 
//AcquircBiilHtmi 

// On Pay page, output form entdes to acquire billing infonnation 

mmiifiiHiifiimfuuiiufimiiiiim 

EStatua AquircBaiHtinI(CWSINT& clWSINT, int nTbl, C^rofA clProfile, EPCLCurrency 
eCurrency) { 

//Current time 

time^t iNow; //figure out current year for Credit card e3q)iiy 

struct tm •tmNow; 

char szYeai{DB_YEAR_SZ + 1]; 

char szAinounilFORMATTED_CURRENCY+ 1\ 

liine(&lNow); 

tmNow - localliine(&tNow); 

strflime(&8zYeai(0l (size__t)DB_YEAR_5Z + 1, "%Y". tmNow); //needs extra 1 for null 
int nYcar - atoi(szYear); 
/•.^>Payinent 'IVpc<aH>\n<frD><INPUT SIZE - 20 NAME-b_instrumeDt VALUE-\""\ 

« clProfile.m_b_instniincnt «"\"></rD>" \ 

«"V 

clWSINT « ■<CENTER><TABLE BORDER-OxCAPTtON ALIGN - TOP><B>Bm 
•Ib</B></CAPT!ON>\n"; 

clWSINT « "<TR ALIGN-LEFr><:TH>Account Number</rH><TD COLSPAN - SxINPUT 
SIZE - 56 MAXLENGTH - " 

« AOCT_NUM_SZ « " NAME=b_card> </TD><;/rR>\n"; 
clWSINT « •<TR ALIGN"LEFT><TH>Name on CBrd</rH><TD><INPLrr SIZE - 20 
MAXLENGTH-" « NAME^SZ 

«" NAME-b_namc VALUE-\"" « clPrQfUe.m_b_naine 
« T> </TD><TH>ExpirationVrH>^rD>Month <SELECT NAME - 
b_cxpire_moiith><OPnON> 01\ji <OPTION> 02\n" « 

"<OPnON> 03\n <OPTION> 04\N<OPTION> 05\il<OPTION> 06\n<OPTION> 
07\n<OPnON> 08\n<OPTION> 09\n" « 
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•contioued 



"<OPTION> 10\n<OPTION> ll\n<OPTION> 12\n^SELECIV Year <SELECr 
NAME - b_expire_ycar><OPTION>" « nYear « 

•'<OPTION>" «nYear + 1 « "<0FnON>" « nYEAR + 2 «"<OPTION>' «nYe« 
+ 3 « "<OP'nON>" « nYear + 4 « 
"</SELECr></rD></TR>\xi"; 
//<TB>Expircs</TH><TD>Moiith <INPUT SIZE-3 NAME-b_expirc_moiith> Year <INPt7r 
SIZE-S NAME-b_cxpirc_ycar></TD><ATt>\a"; 

clWSINT "<TR ALIGN-LEFT><TH>Addrcss Unc 1<;/TH><TD COLSPAN-SxUSfPUT 
SIZE-S6 MAXLENGTH- " « ADDR^SZ 

« " NAME-b_addrl VALUE»\"" « dProaic.m_b_addrl <yTD></rR>\ii'; 
clWSINT « *^ ALIGN-LEFIV<TH>Addrcs5 Unc 2^/ni>^ COLSPAN-SxiINPirr 
SIZE-56 MAXLENOTH- " « ADDR^SZ 

« " NAME-b_addi2 VALUE=\"" «clProfilc.in_b_addi2 «'\"> </rD></rR>\n"; 
clWSINT « '<TK ALION-LEFT><TH>City'gTH>^><B*PUT MAXLENOTH-* « 
CrrY_SZ « " NAME=b_city VALUE-V"* 

« clProftlc.m_b_city « T> <fTV>' « "^rH>Stalc/Piovmce<nTl>^TD><INPUT 
MAXLENGTH-" « STATE_SZ 

« " NAME-b_8tate VALUE-\"" « clPioffle.m_b_5tate « "\"> <nrD></rR>\ii"; 
ClWSINT « "<TRAL10N-LEPT^^>Couiitjy</TH>^><INPUT MAXLENOTH-" « 
COUNTRY_SZ 

<\" NAME=b_countiy VALUE-\"" « clProfilc.m_b_country «T> 
</TD><TH>Zip/Posial Code</rH>-OT><INPLrr MAXLENGTH-" 

« ZIP_SZ « " NAME-b_2ip VALUE-\"" « clProfilc.m_b_2ip «-\"> 
</TD></rR>\n"; 

ClWSINT « "<TR ALlGN=LEnV<TH>Email</TH><TD><:INPUT MAXLENGTH- " « 
BEMAIL_SZ «" NAME=b_email VALUE-N"" 

« clFroftle.in_b_einail « "\"> </TD>" « "<TH>Phone<AH><TD><INFUT 
MAXLENGTH- " « BPHONE_NUM_SZ 

« " NAME=b_phone VALUE-V"" « clProfile.m_b_phone «T> 
</TD><m>\n"; 

clWSINT « •</TABLE></CENTER><P>\n"; 

//NPW« " NAME-b_^ddTl> </rD>" « ".^rH>Payment 
Itt8tmment</TH>\n<TD><SELECT NAME -b_instrumettt>"; 

//hack from ini (bug) which pay instruments supported 

//NPW dWSINT « "<OFnON> Credit C&rd\n* « "<OPTION> Debit 
Card\n</SELECIV'<m>><«;m>\li"; 

CurrFormat(nTot, eCurreacy, szAmount); 

clWSINT « •<CENTER><FONT SIZE-5>'Ibtal - " « szAmount « 
"</FONr></CENrER>"; 
retuxn (eSucceas); 

mimm/m//mmmf/mfmmmm 

//PayButtonsHtml 

// Output buttons on pay page: return to shop, pay, pay window, 
// modify order 

/////////////////////////////////////////////////////////////// 

void F4yBuUonaHtml(CWSINr& dWSINT, char- pszShopUrl, CRRReg& dReg) { 
char •pszHomeUrt - clWSINT.LookUp("home_url"); 

char *pszModifyUri - clWSINT.LookUp("modify_urr); 

char •pszScftUrl - clWSINr.LookUp("sofl_uil'); 

if OpszHomcUrl) pszHomeUrl - pszShopUrl; //Home page 

//if (IpszModifyUrl) pszModifyUrl » pszShopUrl; //Shopping Carl typically 

clWSINT « "<CENrER><H4>By pressing the Pay! button I agree to pay the above total 

amount<br> according to the card issuer agrcement<H4></CENTER>\n''; 

clWSINT « "<CENTER>\n<A HREF - " « pszShopUrl « "> <IMO SRO" « 

dReg.m_szRctumShop « ' BORDER » 0></A>Vn''; 

#ifdef_SC 

clWSINT « "<INPUTTYFE - IMAGE NAME = gso SRC - " « clReg.m^szModifyOrder « 
- BORDER - 0>\n"; 
#else 

if {pszModifyUrl) 

dWSINT « "cA HREF - " « pszModifyUrl « "> <IMG SRC-" « 
dReg.m_szModifyOjder « " BORDER - 0></A>\n"; 
#endif 

clWSINT « ■<INPUTTYPE - HIDDEN.NAME - home_url VALUE - " « pszHomeUri « 

'•>\n" 

« -<INPl7rTYPE - IMAGE NAME - VPOS SRC - " « dRcg.nv_5zPay « " BORDER - 
0>\n" 

« "<INPUTTYPE - HIDDEN NAME - shop_url Value - " « pszShopUrl « ">\n" 
« "<INPUTTYPB . HIDDEN NAME - store VALUE - " « clWSlNT.LookUp("storc") « 
**>\n"; //Can't be NULL or error previously 
if (pszSoftUrl) 

dWSINT « -<INPUT TVPE - HIDDEN NAME - sofl_url VALUE - - « pszSoftUrl 

« ">\n'; 

ClWSINT « -<;/CENTER>\n"; 

} 

mnmmmm/m/mmmm/mm/m 

// DispIayPayPage 

// Ouqiuts bUling form, buttons, and static g^o 

immmuuimiiiiiiiiiiniiiiffiimimiiiuiii 
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-continued 



EStatufi Di6pIayPayPage(CWSINT& clWSINT, CRRReg& clReg, int nEnor) { 
EStatus eStat; 

char 8zRIeUne(BUFFER_SZ +1]; 

char *pszTag, *pszRefererUrl, "pssShopUrl, *p8zExePath, *p8zServerName; 

timc_t tNow; 

int nl^gExist - FALSB; 

HKEY hCanlsKey; //lb enumente cards 

long ictCodc; 
int nNoCards; 
DWORD dwtypc, dwlca; 
HKEY hCardKcy; 

char szCaidBuflMAX^PATH + ll siCirdPic(MAX_PArH + 1]; 
#ifdcf_3C 

CPOLBk dBkOso; 

char ^pszTKO, 'pszOsoNum, *pszOsoOpaque, *ps^t; 

#eiidif 

//Shipping headers. If come from gso page and cookies are not set, seL 

CProf *pProfUc; 

pProfilc «- new CProf( ); 

if OpProfile) return (eRRNewFailed); 

eStat - pProfUe->Init(clSWINT); 

if (eStat t» eSuccess) return (eStat); //Init failed 
#ifdef_SC /*No session cookie for the pay page. This means the user will either use a long 
tcnn cookie or type in their info each time*/ 

clWSINT « "Set-Cookie: profile-" « pProfUe->GetCookieUne( ) « "; path-An"; 
r if (clWSINT.LookUp ("Server Name")) 

dSWINT « "; domain - '« cIWSINT.LookUp("Server Name") « ";\n";*/ 

#endif 
#ifdef_SC 

//Shipping filled in? 

if (l(pProfile->m_$__namc[0] && pProfile->m_B_addrllO] &&pProfile->m_8_city[0] && 
pProfile->m_s_state[0] && 

pProfile->nu_s_zip[0] && pProfile->m_s_country(0] && pProfile->m_8_ship[0D) { 
eSUt - Display(jsoPage(clWSim; clReg, ERROR JDISPIAY); //bug, return 

correct? 

return eSlat; 

} 

//Creates shopping basket from CGI/Cookies 
eStat - clBkGso.Init(clWSINT, *pProfile, clReg); 
if (eStat 1- eSuccess) return (eStat); //eRRBasketCreateError 
//Cookies then other headers 
clBkGao.'IbCookies(clWSINT, REGULAR); 
#cadif 

//clWSINT « "Pragma: no-cachc\n"; 

clWSINT « "Content- type: tcst/html\n\n"; 

//Where to position the page, if all information is filled in, here. 

if (InError) {clWSINT « '<A name-jump ><;/A>";} 

//Ouqjut HTML 
ifsLream ifPay; 

ifPay.opcn(clReg.m_szPayTbmplate, ios ::injios::nocreaU); 

if (ifPay.fail( )) return (eRRQintOpenPaylbmplate): //couldn't read pay template file 

//HTML Template 

while (ifPay) { 

if?ay.geUine(szFileUne, BUFFER_SZ): 

if (!(psz'nig - stistr(szFUeLine. DYNAMIC_TAG))) 

clWSIOT « szFlleUne « "\n"; 
else { 

nThgExist - TRUE; 

//Null the tag. Output the beginning of the line, 

//make the dynamic basket call, output the rest of the line 

if (strlen(szFileUne) — strlen(DYNAMIC_TAG)) 

pszT^g[0] - NULL; 
else { 

pszTag[0] - (char) NULL; 

pszlhg +- strlcn(DYNAMIC_TAG) + 1; //was 9 

} 

clwsint « szFileLine; 
//Dynamic call 

pszRefererUri - clWSINT.LookUp("Referer"); 
if (IpszRefererUrl) return (eRRNoRefcrerUrl); 
pszExePath - clWSlNT.LookUpC'Executable Path"); 
if (IpszExePath) return (eRRNoExePath); 
pszServerName - clSWINT.LookUp("Scrvcr Name"); 
if (IpszScrvciNamc) return (eRRNoServerName); 
clWSItsrr « "<FORM METHOD - POST ACTION - http"; 
if (clRcg.m_nUseSSL) 
clWSINT « "8"; 
clWSINT «"://'« pszServerName « pszExePalb « "#]ump>"; 
/•clWSINT « '<FORM METHOD - POST ACnON - " « pszExePath « 
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"#)ump>";V 

//Setting Long Cookies 

dSWINT « '<CENTER>[f you wush to have billing and shipping defaults 
set in your browser, check this box * 

« "<INPUT TYPE - CHECKBOX 
NAME-lon^cookie8> </CENTER>\n"; 
//Fill it in message 
if (nError) { 

clWSINT « "<A NAME-jump>^A>"; 

clWSlNT « •'<CENrER><H4>You must fill in <I>aU</I> of the 
billing infonnation except for <I>addres8 line 2</l> and <I>emai]</[> <yH4></CENTER>'; 
] 

//OsoNum 
#ifdcf_SC 

time(&tNow); //For mullilhreadiag, append instantiation numbei 
clWSINT « ■<TABLE ALION-RIOHT><TR><TH>Order 

Nuinbcr</TH><TD>" « tNow 

« -</rD></TR></rABLE><BR CIJEAR-ALL>\ii<INPUT 

TYPE-fflDDEN NAME-b_gso_jium VALUE - " « iNow « ">\n"; 

#else 

//Pay page API: transaction type, GSO #, gso opaque 
pszGsoNum - clWSINT.LookUp(''b_gso_aum"); 
if (pszGsoNum) 

ClWSINT « "^ABLE AUGN-RIGHT><frR><TH>Order 
Number</TH><TD>" « pszGsoNum 

« "</rD></TR></rABLE><BR CLEAR=ALL>\n<INPUT 
TYPEefflDDEN NAME«b_gso_jium VALUE » " « pszGsoNum « ">\a''; 
else { 

time(&tNow); //For multithreading, append instantiation number 
clWSINT « "<TABLE AUGN-RIGHT><TR><TH>Ordw 

Number</TH><TD>" « tNow 

« "VTDx/rRx/TABLExBR CLEAR-ALL>\n<INPUT 

TYPE-HIDDEN NAME-b_gso_iium VALUE - " « tNow « ">\n"; 

//Some pay page only specifics: txaosaction to execute, gso opaque 
pszTjcn - clWSlNT.LookUpCtransaction"); 

if (pszTxn) 

clWSINT « "<INPUT TYPE-HIDDEN NAME-transaction VALUE - 
" « pszTxn « ">\n"; 

pszGsoOpaquc - dWSINT.LookUpCgso^opaque"); 
if (pazGsoOpaque) 

clWSINT « "<INPUT TYPE-HIDDEN NAME-gso_opaque VALUE - 
V" <\ pszGsoOpaque « T>Nn"; 
#6Qdif 
#ifdeE_SC 

//Bill to information & Payment Instrument 

eStat - AcquireBUlHtml(dWSlNT, dBkOso.GalbtC ), •pProiile, 

(EPCLCurrwicy) cl Reg.in^eDefauUCurrency); 

#else 

//Pay Page alone requires a total 
pszTbt - dWSINT.LookUp("lotal"); 
if (IpszTol) return (cRRNoPayTotal); 

eStat - AcquireBillHtml(clWSINT, atoi(ps^O. *pProfllc, (EPCLCurrcncy) 
clReg.m_eDefauItCurreDcy); 

dWSIOT « MNPUT TYPE-HIDDEN NAME-toUl VALUE - " « pszTot « 

">\n"; 
#endif 

if (eStal !• eSucccss) return (cStat); //error from db? within 
AcquireBillHtml 

dWSINT « "<P>\n"; 

//Output Buttons on Form 

pszShopUrl - dWSINT.LookUpCfihop_urr); 

if (IpszShopUrl) 

PayButtonsHtml(dWSINr, pszRefcrerUrl, dReg); 

else 

PayButtonsHtml(clWSINT, pszShopUrl, clReg); 
//Registry Card Lookup 

dWSINT « '•<CENTER><TABLE CELLSPACING - S><TR><TH>ards 
Accepted: </rH>"; 

RcgOpenKeyEx(clReg.m_hStoreKey, "APIWCDT, 0, KEY_READ, 
fthCardskey); 

dwlen - 8tzeof(int); 

RegOueryVftlueEx{hCard8Key, "NoOfRows", 0, &dwtype, 
(LPBYTE)&nNoCards, &dwlcn); 

for (int i - 0; i < nNoCards; i++) { 

RegEnumKcy(hCardsKcy, i, szQirdBuf, MAX_PATH + 1>> 
RegOpcnKcyEx(hCardaKcy, szCaidBuf, 0, KEY_READ, 

fthCaidKey); 

dwlen - MAX^PATH + 1; 

retCode - RegQueiy\^iueEx(hCardKey. "QirdPicture", 0, 
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&dwtype, (LPBYrE)szCardPic, &dwlen); 

if (retCode !- ERROR_SUCCESS) return cRRRegistryFaOurc; 
cIWSINT « "<TD><fMG SRC - " « szC^rdPic « '></rD>"; 
RegaoseKey(hQirdKey); 

RegaoseKey(hCardsKey); 

c]WSINT« "</rR></TABLE></CENTER>"; 

clWSINT « "<:/FORM>\n<HR>\n"; 

#ifdcf_^C 

//Output sUtic KTMLI^ble 
clBkGso.1bHtml(clWSINT, NOEDIT); 
//Out|>ut static Shipping information 
StaticShipHtinl(clWSINT. •pProfile); //Abo NO_EDrr 
ClWSINT « "<HR>\n"; 

#clse 

//Pay page alone takes and passes through a gso 
if (pszGso Opaque) 

clWSINT « pszOsoOpaquc « "\n"; 

#endif 

//Rest of Line from template file 
if (pszlhg) ClWSINT « psO^g; 

} 

if (nDigExisl !- TOUE) 

r&tum(cRRNoDynainic'Ikg); 

else 

return (eSuccess); 

} 

tiniiiwiniiiiHiiinniHiu 

//Receipt Page 

imiiiiiiiiiiiiiiiijiiiiiiiniiiiinmiimnim^^^^ 

iiniiiniiinim^i-sc 

lumimuimnmiiiimmimummiummn 

II StaticShipHtml 

// On Pay page, output Static table of shipping infonnation 
// based on cookies set in prior page 

/////////////////////////////////////////////////////////////// 

void StaticShipHtml(CWSINT& clWSINT, CProf clProfUe) { 

ClWSINT « •<CENTER><TABLE CELLSPACING-lOxCAPTION ALIGN - TOP><B>Ship 
To<B></CAFnON>\n'; 

clWSINT « •<TR>\TH AUGN-LEFr>Name</rH><TO>" « dProfUam_fl_name « 
"</rD>" « 

''<TH ALIGN-LEFI>Address Line l</rH>^>" « clProfile.m_j»_addTl « 

''</rD></rR>\n"; 

clWSINT « "<TR>^ AUON-LEFT>Addrcss Line 2VrH>^>" « dPiome.m_j_addr2 
« "</rD>" « 

"<TH AUON-LEFT>City</rH>^> « clProfile.m_s_city « "<;/rD><;/ni>\n"; 
ClWSINT « 'ifrRxiTH AL[GN-LEPT>State/Province</rH>^>" « clProflle.m_s_stete 
« ■•</TD>" « 

"<TH ALION-LEFT>Zq5/Posial Ct)de</TH><frD>' « dPronic,m_S_zip « 
•</rD><OT>\n"; 

ClWSINT « "<iTR><JTH AUGN-LEFT>County</rH>^>" « clProfile.nLjS-COuntry « 
"</rD>" « 

"<TH ALIGN"LEFT>Shipping Method </TH><TD>" « clPiofUe.ni_&_j5hip « 
"</rD></rR>\n"; 

clSWINT « "</rABLE></CENTER><P>"; 

} 

#cndif 

/////////////////////////////////////////////////////////////// 
// StaticBiUHtml 

// On Receipt page, output static table of billing information 

/////////////////////////////////////////////////////////////// 

void StaticBiHHtml(CWSINT& clWSINT, CProf clProfile) { 

/*VrH>Payment 'IVpe^/TH>\n<nrD>" « clProfile.in_b_instmmenl 
« *</rD>V 

clWSINT « "<CENTER><TABLE CELLSPACING-lOxCAPTION ALIGN - TOP><B>Bai 
To<B></CAPTION>\n"; 

clWSINT « "<TR ALIGN-LEFD><TH>Account Number</rH><TD COLSPAN-3>" « 
clProfU6.m_b_card « " </rD></rR>\n"; 

clWSINT « "<TR ALIGN-LEFT><TH>Namc on CardVrH><TD>" « clProfile.m_b_name 

« 

"•^/rD><TD><B>Expire3:</B><I>Monlh</I>" « clProfile.mJb„e3ipire_jnottth « 
" <I>Year</I> " « clProfile.m_b_expirc_yeaf « "VrD></TR>\n"; 

clWSINT « "<TR ALIGN-LEFTi><TH>Addrc8s Line l</rH><TD COLSPAN-3>' « 
clProfil6.m_b_addrl « "</rD></TR>\n'; 

clWSINT « '<TR AUGN-LEFT><TH>Addrcss Line 2<mi><TD COLSPAN-3>" « 
clProfile.ni_b_addr2 « "</rD></TR>\n'; 

clWSINT « "<TR ALIGN-LEFr><TH>City</TH><TD>" « clPrnfile.m_b_city « •</TD>" 

« "<iTH>State/Province'</TO>*aT)>" « dProftlc.m_b_stalc « "</rD></rR>\n'; 
clWSINT « ALIGN-LEFIV<TH>Counuy</rH><TD>" « clProftlc.m_b_country « 
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"</rD><TH>Zip/Postal Codc</TH><TD>" « dProfile.m_b_zip « 
•'</TD></TR>\n"; 

clWSINT« "<TR AUGN-LEFT><TH>Email</rH><TD>" « clProfile.m_b_cmaa « 
••-^^>' 

« ••<TH>Phofte5/TH><TD>" « clProfile.in_b_phone « "</TD></TR>\n"; 
cIWSINT « "</rABl£>VCEOTER><P>\N"; 

} 



10 

Default Gateway Configuration 

The VPOS is initially shipped enabled to connect to a 
default gateway with a single instance of a gateway defined 
that accesses a predefined site for testing of an installation 
before bringing it online in a production mode. The test 
installation contacts and converses with an actual gateway 
that simulates live transactions. After the installation checks 
out utilizing a set of test transactions, the test gateway 
downloads the pre-checked custom izations to the installa- 
tion so that it can switch over to the production acquirer. 

This download processing is enabled in extensions to 
SET 

Internet Transaction Gateway 

25 

Payment methods that issue cards for conducting business 
utilize four major entities. These entities are the issuer, 
consumer, merchant and the acquirer. The issuing bank that 
provides the consumer with a credit card are usually not the 
same bank as the acquiring bank that serves the merchant. 3Q 
When the consumer utilizes a credit card to pay for a 
purchase, the merchant swipes the card through the POS 
terminal which makes a connection to the merchant's 
acquirer via the telephone network and transmits an autho- 
rization request with data read from the magnetic stripe. The 35 
acquirer's host processor, depending on the card number, 
will either perform local processing or switch the request to 
the correct issuing bank's host processor through the inter- 
change network. In a few seconds, the authorization 
response is returned to the originating POS indicating either ^ 
an approval or a rejection. 

Tlie Internet is a viable infrastructure for electronic com- 
merce. Ubiquitous browser software for the World Wide 
Web provides around-the-clock access to a large base of 
information content provided by Web servers. Utilizing a 45 
preferred embodiment, consumers using browsers can shop 
at virtual stores and malls presented as Web pages managed 
by the merchants' senders. Consumers can make purchases 
and pay for them using credit cards or other digital payment 
instruments in a secure manner. For such Internet-based 50 
payments to be authorized, a "gateway" is necessary at the 
back end to channel transactions to legacy processors and 
interchange networks. 

FIG. 21 is a detailed diagram of a multithreaded gateway 
engine in accordance with a preferred embodiment. Process- 55 
ing commences when a TCP transaction 2100 is received by 
a HTTPS Server 2102 and parsed to an appropriate Web 
Adaptor 2104 which posts an encrypted set transaction to the 
multithreaded gateway engine 2110. The encrypted SET 
request is received at a decryptor 2120, decrypted into a 60 
standard SET transaction and authenticated for converting 
by the forward converter 2124. Inside the forward converter 
2124, decides if the request is an original request, and honest 
retry attempt or a replay attack. The converted transaction is 
passed to the socket multiplexor 2130 to communicate via 65 
an existing communication link 2140 to a host computer. A 
security logger 2150 is also utilized for passing security 



records back via a database server 2160 to a database 
administration application 2190. A transaction logger 2155 
also utilizes the database server 2160 to capture transaction 
logs in a database 2180. Other system administration tasks 
2195 include a web server administration task 2190 which 
logs web hits in a log 2170. 

FIG. 22 is a flow diagram in accordance with a preferred 
embodiment. Processing flows from customers 2200 that are 
paying for products over the Internet or other communica- 
tion medium utilizing HTTPS or other protocols to one or 
more merchants 2210, 2220 or 2230 to a gateway 2240 
which directs transactions to a particular host processor 
2250 for authorization processing in accordance with the 
present invention. 

Internet Payment Authorization 

The Gateway is a secure computer system that mediates 
transactions between the merchants' servers and a payment 
processor. The Gateway supports secure communications 
between merchants using the Internet on one side, and a 
processor using standard secure financial networks on the 
other side. Between the two interfaces, the Gateway main- 
tains a detailed log of all transactions, whether in-progress, 
completed, or failed. The Gateway accepts transactions from 
merchants and converts them into legacy compatible formats 
before forwarding them to the host processor. Responses 
from the host, after the reverse conversions, will be returned 
to the originating merchants. 

The Gateway performs many functions, including: 

Receives encrypted credit card transactions from the 
merchants via the Internet 

Unwraps and decrypts transactions 

Authenticates digital signatures of transactions based on 
certificates 

Supports all transaction types and card types 
Accepts concurrent transactions from each of the mer- 
chant servers 

Converts transaction data to legacy formats; forwards the 

mapped requests (in the clear) to a payment processor 

over existing communication links 
Converts transaction responses, correlates them with the 

original requests, and sends the mapped responses back 

to the merchants 
Provides logging, monitoring, reporting, and system 

administration 

FIG. 23 illustrates a Gateway's 2330 role in a network in 
accordance with a preferred embodiment. The Gateway 
2330 strictly conforms to all SET stipulations regarding 
certificate management, PKCS signed data encapsulation, 
PKCS encrypted data encapsulation, ASN. 1 representation, 
DER encoding, MIME encapsulation, and message sequenc- 
ing. A merchant server 2300 communicates via the Internet 
2310 using the SET protocol 2320 through a gateway server 
2330 using a network interface processor 2340 to commu- 
nicate to a legacy network 2360 in, for example the X.25 
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protocol 2350. The legacy host 2370 ultimately receives and 
processes the transaction from the merchant server 2300 
without modification to its code. 

Internet Communication Protocols 

As discussed above, the TCP/IP protocol suite is utilized 
at the transport level. At the application level, in compliance 
with SET, all requests arrive at the Gateway in MIME 
encapsulated HTTP format. Similarly, all responses from the 
Gateway to the merchant servers will be transferred in 
HTTP. The HTTP protocol stipulates that a request-response 
pair will go through the same TCP connection and that the 
originator, in this case a merchant server, will establish a 
connection to send the request and will take down the 
connection when it has received the response. 

Host Payment Protocols 

Message conversions performed by the Gateway will be 
significantly more than format transliterations: per-protocol 
differences in data elements and message semantics must be 
considered carefully. Some of the transaction types that are 
supported are listed below. 



Transaction Types 

Credit card sale with capture 
Ciedit card sale without capture 

Credit card sale with capture including AYS (MasterCard and VISA) 
Credit card sale without capture including AVS (MasterCard and VISA) 
Credit card return (Credit) 
Credit card post authorization (Force Post) 

Ciedit card post authorization (Force Post) with partial reversal support, 
enhanced authorization daU, and AVS result code (VISA) 
Credit card sale with capture - ^fo^d 
Credit card return (Credit) - Void 
Totals request (for balancing) 



Host Communications Protocols 

A virtual, private network between the Gateway and the 
host processor is established to expedite host communica- 
tion. In addition, two Network Interface Processors (NIP) 
s — a "near end" NIP that interfaces to the Gateway and a 
"far end" NIP that interfaces to the host. The NIPs will 
handle virtual connections between themselves. The far-end 
NIP will take care of specific communication details. The 
near-end NIP is an IP-addressable device that converts 
between TCP messages and packets. It is installed on a 
public network 2330, which is a LAN outside the corporate 
firewall. The Gateway, on the secure public network 2330, 
utilizes TCP/IP 2320 to communicate with the near-end NIP. 

GATEWAY FEATURES 

Because the Gateway must sustain reliable operations and 
enable graceful evolution, it is designed with some impor- 
tant attributes, including: Security, Availability, 
Performance, Scalability, and Manageability. 
Security 

Channel Security 

At the application level, SET provides signed and 
encrypted data encapsulations of payment information por- 
tions of the transaction messages. Transport-level encryption 
of the entire message packet is required for additional 
security. The HTTPS protocol— i.e., HTTP over SSL3.0— is 
utilized between the merchants and the Gateway. The virtual 
connections between the near-end NIP and the host are part 
of a private network. The termination will occur outside the 
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firewall. Data between the Gateway and the host is sent in 
the clear with no encryption. In this network configuration, 
a transaction between a merchant's VPOS and the host will 
cross the firewall four times: SET request from VPOS to 

S Gateway, legacy request from Gateway to NIP, LEGACY 
response from NIP back to Gateway, and SET response from 
Gateway back to VPOS. 
Certificate Management 

Payment Protocol Certificates 

10 The Gateway uses certificates to authenticate the two 
parties involved in each MOSET transaction. Through a 
Certificate Authority, one certificate is issued for the Gate- 
way and one certificate for each of the merchant servers. 
Secure Channel Certificates 

15 SSL will require separate certificates for the Gateway and 
the merchants. 
Availability 

Site redtmdancy and location redundancy allows the Gate- 
way to sustain service through virtually instantaneous recov- 
20 ery from internal failures or external disasters that cause 
physical damages to the system. Minimum-outage recovery 
is possible with redundant configurations of important com- 
ponents. 

Site Redundancy 
25 The Gateway supports connections to a proprietary bank 
network and supports mirrored disk arrays. 

Location Redundancy 

The Gateway architecture supports location redundancy 
where a secondary remote system is connected to the 
30 primary system via dedicated WAN links for software- 
driven database duplication. 

Scalability 

The Gateway software architecture, the choice of third- 
party software components, and the selection of hardware 
35 platforms enable the system to gracefully adapt and evolve 
to take on new demands in different dimensions. 

The Gateway resides on an HP 9000 that is housed in a 
standard 19" EIArack. 

^ Gateway Hardware Configuration 



Server Hardware Description 

K-Class SMP Server - Model K420 - Standard Configuratio n 

45 

120 MHz PA-RISC 7200 CPU 
128 MB ECC RAM 

Built-in I/O includes Fasi/Wide/Differential SC5I-2, 
EtherTWist 80^3 LAN, 

AUr, RS-232C Connectors, Centronics Parallel Port, and Internal Modem 
650 MB CD-ROM Drive 

HP-UX 10.10 Operating System (with two-user license) 

4 HP-PB Slots 

Addition s 

1 SCSI-2 Disk Controller 

to support disk mirroring ouer dual SCSI'2 buses 
55 1 2 GB Internal SCSI-2 Disk Drive, 20MB/s transfer rate, not mirrored 

for systems software and swap space 
1 4 OB External High-Availability Disk Arrays 

for databases - total of 4 x 2 MB modules required 
1 4 OB DAT drive with data compression 

1 HP-PB Slot Expansion Option 

60 provides 4 additional HP-PB slots for peripheral controllers 

2 FDD! interface cards (each card uses 2 HP-PB slots) 
1 Option for eight-user license for HP-UX 



Cryptographic Hardware 
65 The encryption and decryption algorithms used in pro- 
cessing SET/SSL messages require significant computa- 
tional power. A "security processor'* is deployed with the 



04/01/2004, EAST Version: 1.4.1 



5,9' 

79 

Gateway to boost the perfonnance of cryptographic algo- 
rithms. The processor is a networked peripheral device to the 
HP 9000 server. It provides cryptographic services suitable 
for SET/SSL processing, and its services are accessible via 
calls to software libraries running on HP-UX. FIG. 24 is a 
block diagram of the Gateway in accordance with a pre- 
ferred embodiment. 

Gateway Architecture 
Operating System Software 

The Gateway runs under the HP-UX Version 10.10 oper- 
ating system and is upgraded to support future significant 
system releases. HP-UX 10.10 conforms to major standards, 
including: 

X/Opcn UNIX 95 (conforming with the Single UNIX 

Specification, SPEC 1170) 
X/Open Portability Guide Issue 4 Base Profile (XPG4) 

OSFAES 
IEEE POSIX 1003.1 and 1003.2 
AT&T System V Interface Definition (SV1D3 base and 

kernel extensions subset) Level 1 API support 
UC Berkeley Software Distribution 4.3 (BSD 4.3) includ- 
ing such features as job control, fast file system, 
symbolic links, long file names, and the C shell 
System V.4 File System Directory Layout 
This compliance with various software standards assures 
that while a preferred embodiment of the invention is 
disclosed in association with a best mode of practicing the 
invention other similar software and hardware environments 
can be readily substituted without undue experimentation. 
Relational Database Management System (RDBMS) Soft- 
ware 

The Gateway uses Oracle? Server version 7.3 as the 
RDMBS and will be upgraded to use future significant 
system releases. The multi-threaded, multi-server architec- 
ture of Oracle? provides applications with scalability to 
high-volume transaction workloads. When deployed with 
the HP 9000 K-Class platform, Oracle? performs a sym- 
metrically parallel database operation across all available 
processors. In addition, Oracle? includes options for creat- 
ing high-availability systems: 
The Oracle? Parallel Server option extends the reliability 
of applications by U"ansparently harnessing the power 
of clustered computers in a single logical processing 
complex that can tolerate individual machine failures. 
Oracle? Symmetric Replication provides high data avail- 
ability. Data can be replicated from the primary system 
to one or more alternative sites. 

HTTP Server 

The Gateway utilizes Netscape's Enterprise Server 2.0 as 
the HTTP server. The server is designed for large-scale 
Internet commerce deployment, Enterprise Server 2.0 
achieves performance and reliability with such features as 
optimized caching, SMP support, enhanced memory 
management, and SNMP-based performance monitoring. 
EflScient process management features minimize system 
load and increase server reliability. Security features are 
provided using the SSL 3.0 protocol. 

Protocol Stacks 

Internet and LAN—The TCP/IP protocol stack will be 
provided as part of the HP-UX operating system. 
Other Application-Level Protocols 

AppHcation -level protocols enable client-server interop- 
erability. Each of the following protocols are transported 
using TCP or UDR 
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HTML. HTML will be used to define screens for Gateway 
system administration. 

HTTP. The HTTP layer is part of Enterprise Server 2.0. 
The server is administered with a Web browser. 

SQL* Net. The Gateway's Oracle? database can be 
accessed by administration clients using SQL* Net. 
Administration software can estabhsh database connec- 
tivity to retrieve data for generating transaction reports. 

SNMP. Enterprise Server 2.0 can be monitored using 
' SNMP. The Gateway utilizes SNMP for remote system 
management 

Transaction Performance Monitoring and Measurement 
The "hits" performance indicators are available from the 
. Web server. Statistics can be generated at any time to 
highlight the load pattern or to pinpoint the time when 
the server was most active. 
Gateway statistics about transaction requests (by transac- 
tion type) and transaction results (e.g., success, failed 
J due to host, failed due to authentication, etc.) can be 
determined at any time for a particular time interval by 
generating a report. 
The Gateway is upgradeable to interoperate with a real- 
time event monitoring system such as OpenVision's Perfor- 
j mance Manager. 
TokenOpaque Contents 

The Gateway requires information captured at the time of 
an AuthReq that must be repeated to the host at the time of 
the associated CapReq. The mechanism of choice (built into 
3 SET) for this is enabled utilizing this data in the TokenO- 
paque token of the CapTokea which is sent in an AuthRes. 
This CapToken is stored at the Merchant system and repre- 
sented to the Gateway at the time of the CapReq. The format 
of an TokenOpaque is an OctetString. The following general 
5 format (not specific to LEGACY) is proposed for capturing 
this information: 



Field Name 


Field Data TVpe 


Explanation/Example 


VesionName 


char(8) 


e.g. "LEOACV 


VeisionRevtsion 


char(8) 


e.g. "l.ff* 






(generally <inajor, 






minor>) 


PI Length 


integer 


length of PI data 


PI 


unsigned char(PILenglh) 


strongly encrypted 


HostSpecData Lengt 


integer 


length of host 


h 




spedHc data 


HostSpecData 


unsigned 


host specific data 




char(HostSpecDataLength) 





Host Specific Data (LEGACY-only) 

For "LEGACY" version "LO", it is proposed that newline 
separated **name[length]«value" pairs be used to store the 
host specific data. A null character will terminate the host 
specific data. The following host specific data (name value 
pairs) will need to be included: 

BrandID 

CPSACIFlag 

CPSTransactionld 

CPSValidationCode 
60 VisaResponseCode 

Merch antCategoryCode 

EntryMode 

NOTE: PI contains PAN and ExpiryDate. 
g5 Certificate Processing 

Merchants require a mechanism for verifying legitimate 
cardholders is of valid, branded bankcard account numbers. 
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A preferred embodiment utilizes technology to link a card- 
bolder to a specific bankcard account number and reduce the 
incidence of fraud and thereby the overall cost of payment 
processing. Processing includes a mechanism that allows 
cardholder confirmation that a merchant has a relationship 
with a financial institution allowing it to accept bankcard 
payments. Cardholders must also be provided with a way to 
identify merchants they can securely conduct electronic 
commerce. Merchant authentication is ensured by the use of 
digital signatures and merchant certificates. 

In a preferred embodiment, a holder of a payment instru- 
ment (cardholder) surfs the web (Internet) for required 
items. This is typically accomplished by using a browser to 
view on-line catalog information on the merchant's World 
Wide Web page. However, order numbers can be selected 
from paper catalogs or a CD-ROM and entered manually 
into the system. 

This method allows a cardholder to select the items to be 
purchased either automatically or manually. Then, the card- 
holder is presented with an order form containing the list of 
items, their prices, and totals. The totals could include 
shipping, handling and taxes for example. The order form is 
delivered electronically from the merchant's server or cre- 
ated on the cardholder's computer by electronic shopping 
software. An alternative embodiment supports a negotiation 
for goods by presenting frequent shopper identification and 
information about a competitor's prices. 

Once the price of goods sold and the means of payment 
has been selected, the merchant submits a completed order 
and the means for payment. The order and payment instruc- 
tions are digitally signed by cardholders who possess cer- 
tificates. The merchant then requests payment authorization 
from the cardholder's financial institution. Then, the mer- 
chant sends confirmation of the order, and evenmally ships 
the goods or performs the requested services from the order. 
The merchant also requests payment from the cardholder's 
financial institution. 

FIG. IC is a block diagram of a payment processing 
system in accordance with a preferred embodiment. The 
Certificate Issuance at the Bank Web Site 162 resides at the 
bank web site 182. It is utilized for issuing SET complaint/ 
X.500 certificates to consumers. The implementation of this 
system may vary from one bank to another. However, the 
system gathers consumer's personal information, and after 
processing the information, the system issues a certificate 
along with a payment instrument to the consumer. 

Hie Single Account Wallet 160 at the bank web site 182 
represents the MIME message that is created by the Cer- 
tificate Issuance system. This MIME message contains a 
VeriFone wallet. The VeriFone wallet contains a single 
payment instrument and the certificate associated with it. 
For security reasons, the private key is not included in the 
wallet. The has to specify a private key before using the 
instrument for payment. When the consumer is issued the 
certificate, this MIME message is sent to the browser. The 
browser launches the Certificate Installation application 174, 
144 which Is defined as a helper application in the browser. 
The Certificate Installation application 174, 144 reads the 
MIME message and install the wallet into the wallet data- 
base 158. 

Various helper applications 188, 172, 174, 176 are pro- 
vided to make the consumer's shopping experience easy and 
efiBcient including the following helper applications. The 
Paywindow helper application 188 is utilized by the con- 
sumer to authorize the payment to the merchant, to admin- 
ister their wallets, to review their previously completed 
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payment transactions and to perform housekeeping activities 
on the wallets. This application is defined as a 'helper' 
application on the consumer's desktop. The browser 
launches this application when the merchant system sends a 
5 MIME message requesting payment. 

The Pay Window Setup Helper application 172 is used by 
the consumer to install helper applications and other mod- 
ules &om the web site onto the consumer desktop. When a 
consumer attempts to install an application for a first time, 
the consumer does not have a helper application on the 
desktop. Thus, the first time installation of an appUcation 
requires a consumer to perform two steps. First the user must 
download the system package to their desktop and then the 
user must run setup to decompress and install the system. 
Thereafter, whenever the consumer gets a new release of 
system software, the browser launches this helper appUca- 
tion which in turn installs the appropriate other system 
modules. 

The Certificate Installation Helper Application 174 is 
utilized to install a wallet that is issued by a bank. When the 
bank's certificate issuance web system sends the MIME 
message containing the VeriFone wallet, the browser 
launches this application. This application queries a con- 
sumer to determine if the payment instrument contained in 
the wallet is to be copied to an existing wallet or to be kept 

25 in the new wallet. This application then installs the payment 
instrument and the certificate into the wallet database 158. 

The Certificate Issuance CGI scripts 162 and the Single 
Account Wallet 160 at the Bank Web Site 182 is processed 
as described in the native system. The Certificate Installation 

30 /^plet of the Bank Web Site 182 is utilized by the Certificate 
Issuance CGI scripts 162 system to deliver a consumer's 
certificate to the consumer's desktop. 

FIG. 26 is an architecture block diagram in accordance 
with a preferred embodiment of the subject invention. Pro- 

35 cessing commences at function block 2600 where the 
Graphical User Interface (GUI) part of the application is 
initialized. The GUI application 2600 provides the consumer 
with support for ordering and making payments during the 
shopping process. There arc also GUI components provided 
for wallet creation; importing, certificate and payment 
method creation and maintenance; and for transaction reg- 
ister review and reporting. The screen designs, and their 
associated logic, for the helper applications and applets are 
individually discussed in detail below. 

45 The Certificate Manager 2604 manages the automatic 
downloading of a consumer's certificate from a bank, vali- 
dation of a consumer's and a merchant's certificates and 
automatic requisition of certificate renewal. 
The Payment Manager 2606 coordinates and completes 

50 the payment request that is received from the merchant 
system. The payment request is received via a MIME 
message in the native code implementation or via an applet 
in the Java implementation. The payment request received 
contains the final GSO, Ship-To name, merchant certificate, 

55 merchant URL, coupons and the payment amount. The 
Payment Manager 2606 then communicates with the pay- 
ment related GUI component to interact with the consumer 
to authorize and complete the payment transaction. The 
Payment Manager 2606 is also responsible for determining 

60 the payment protocol based on the consumer's payment 
instrument and the merchant's preferred payment protocol. 

The Payment Manager 2606 includes a well defined 
Application Programming Interface (API) which enables 
OEMs to interface with the Payment Manager 2606 to make 

65 payments to specific HTTP sites. The detailed logic associ- 
ated with the Payment Manager 2606 is presented in FIG. 
27, 
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The Payment Manager 2606 enforces standard operations 
in the payment process. For example the receipt and the 
transaction record can automatically be transferred to the 
Wallet file once the payment is completed. The payment 
manager architecture in accordance with a preferred 
embodiment is presented in FIG. 27. A user interfaces with 
the payment manager 2730 via a user interface 2700 that 
responds to and sends a variety of transactions 2710, 2708, 
2706, 2704 and 2702. The transactions include obtaining the 
next record, payment record, receipt, acceptance of the 
payment instrument and GSO components. In turn, the 
payment manager 2730 sends transactions 2714 and receipts 
2720 to the wallet manager 2722 and receives payment 
instruments, certificates and private keys from the wallet 
manager 2722. 

The payment manager 2730 also sends and receives 
transactions to the protocol manager 2770 including a mer- 
chant's payment message 2760, a consumer certificate and 
PK handle 2750, a merchant URL 2742, a payment 2740, a 
signed receipt 2734 and a GSO, Selected Payment Protocol 
and Selected Payment Instrument 2732. The payment man- 
ager 2730 also accepts input from the payment applet or 
MIME message from the merchant as shown at function 
block 2780. One aspect of the payment processing is a 
Consumer Payments Class Library (CPCL) 2770 which 
encapsulates the payment protocols into a single API. By 
encapsulating the payment protocols, applications are insu- 
lated from protocol variations. A SET Protocol provides an 
implementation of the client-side component of the Secure 
Electronic Transaction (SET) Protocol. A complete imple- 
mentation of the client-side component of the CyberCash 
micro-payment protocol is also provided. 

The Wallet Manager 2722 provides a standard interface to 
the wallet. It defines the wallet database structures and the 
payment instrument data stmctures, controls the access to 
the wallet and provides concurrency checking if more than 
one application attempts to open the same wallet. The 
interface to the wallet manager 2722 is published to allow 
OEMs to interface with the wallet manager and access the 
wallet database. 

The wallet manager consists of the following sub- 
components: 

Wallet Access. This component provides an interface fo 
read and write wallet information. 

Transaction Manager. This component provides an inter- 
face to read and write transaction corresponding to a wallet 
into the wallet database. 

Payment Instrument Manager. This component manager 
provides a common interface to the specific payment instru- 
ment access components. 

Credit Card Access, Debit Card Access, Check Access. 
These components deal with a specific payment instrument. 

A Data Manager provides storage and retrieval of generic 
data items and database records. It is assumed that data 
fields, index fields or entire data records can be marked as 
encrypted and the encryption process is largely automated. 
The data manager has no specific knowledge of database 
records appropriate to different payment methods. This layer 
is separated out so as to reduce changes required when new 
payment methods are introduced. However RSA key pairs 
and certificates might be considered as "simple" data types. 
This component also provides an abstraction which supports 
wallet files on computer disk or contained in smart cards. 

The Open Data Base Connectivity (ODBC)/Java Data 
Base Connectivity (JDBC) component provides Data Base 
Connectivity where formal database components are 
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required. An embodiment of the Smart Card Wallet allows 
wallet data to be stored and/or secured by a cryptographic 
token. 

A preferred embodiment includes a single file or directory 

s of files comprising a "wallet" which contains personal 
information and information about multiple payment meth- 
ods with the preferred implementation. These payment 
methods (Visa cards, debit cards, smart cards, micro- 
payments etc.) also contain information such as account 

30 numbers, certificates, key pairs, expiration dates etc. The 
wallet is envisaged to also contain all the receipts and 
transaction records pertaining to every payment made using 
the wallet. A Cryptographic API component provides a 
standard interface for RSA and related cryptographic soft- 

;i5 ware or hardware. This support includes encryption, 
signature, and key generation. Choice of key exchange 
algorithm, symmetric encryption algorithm, and signature 
algorithm should all be configurable. A base class stipulates 
generic behavior, derived classes handle various semantic 

20 options (e.g. software based cryptography versus hardware 
based cryptography.) 

The Cryptographic Software portion provides RSA and 
DES support. This may be provided utilizing the SUN, RSA 
or Microsoft system components depending on the imple- 

25 mentation selected for a particular customer. Cryptographic 
Hardware creates a lower level API which can underpin the 
Cryptography API and be utilized to replace Cryptography 
Software with an off the shelf cryptography engine. The 
message sequence charts describe the flow of messages/data 

30 between the consumer, the browser and/or the various major 
components of the Semeni system. The major components 
of the system are the Merchant system which includes the 
VPOS, the Pay Window, and the Payment Gateway. The 
merchant system allows a consumer to shop, accept the 

35 payment transactions sent by the Pay Window application, 
and send payment transactions to the acquiring bank. The 
Consumer Payments Class Library (CPCL) module is a 
layer within the application which sends the payment 
transactions, securely, from the consumer to the merchant. 

40 FIG. 28 is a Consumer Payment Message Sequence 
Diagram in accordance with a preferred embodiment of the 
invention. The diagram presents the flow of messages 
between the consumer, the browser, the merchant system, 
the PayWindow application, and CPCL. This message flow 

45 describes the payment process from the time an order is 
completed and the consumer elects to pay, to the time the 
payment is approved and the receipt is returned to the 
consumer. The difference between the Native implementa- 
tion and Java implementation of the PayWindow application 

50 is in the delivery of the order information to the PayWindow. 
Once the order information is received by the PayWindow, 
the flow of messages/data is the same for both implemen- 
tations. In the case of the Native implementation, the order 
information is delivered via a MIME message. This MIME 

55 message is sent to the PayWindow by the browser via a 
document file. In the Java implementation, the order infor- 
mation is delivered to the PayWindow by an applet. The 
merchant system sends an applet with the order information 
to the browser which in mm delivers the order to the 

60 PayWindow. Once the order is received, the PayWindow 
interacts with the consumer and the Protocol modules for the 
completion of the payment process. 
Enters Order and Clicks Calculate Order 2820 
This message represents the consumer order entry and the 

65 clicking of the 'Calculate Order* button. Tlie consumer's 
shopping experience is aU condensed into this one message 
flow for the purpose of highlighting the payment process. 
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The actual implementation of the shopping process varies, 
however, the purpose does not, which is the creation of the 
order. 

Order 2S30 

This message represents the order information which is 
sent by the browser to the merchant via an HTML form. 
Payment Applet with GSO, PPPs, AIs, Merchant Certificate 
and URL 2840 

On receipt of the order, the merchant system calculates the 
payment amount. This message represents the HTML page 
which is sent by the merchant system detailing the payment 
amount along with the Java payment applet wiiich contains 
the GSO, PPPs, AIs, merchant certificate and URL. 
Run Payment Applet 2845 

The Java enabled browser mns the Payment applet. The 
applet displays a button called "Pay" for the consumer to 
click. This is embedded in the HTML page delivered by the 
merchant. 
Clicks Pay 2850 

This message represents the clicking of the Pay button on 
the browser by the consumer after confirming the payment 
amount. 

GSO, PPPs, AIs, Merchant Certificate and URL 2860 

This message represents the GSO, PPPs, AIs, merchant 
certificate and the merchant URL carried by the Java applet. 
The Java applet now delivers these to the PayWindow 
application. 

Merchant Certificate 2862 

This message represents the merchant's certificate which 
is sent to the CPCL module for checking the validity of the 

merchant. 

Merchant's Validity 2864 

The CPCL modules examines the merchant's certificate 
and send this message to the PayWindow indicating whether 
or not the merchant is a valid merchant. 
Wallet, Payment Instruments 2866 

This message represents the wallets and payment instru- 
ments that are displayed to the consumer. Not all payment 
instruments from a wallet are shown to the consumer. Only 
the ones accepted by the merchant are shown. 
Payment Instrument 2868 

This message represents the payment instmment selected 
by the consumer. This message is created in the current 
design when the user double clicks on the payment image in 
the "Select Payment Method" Window. 
GSO 2870 

This indicates that the GSO is displayed to the consumer 
in the "Make Payment Authorization" screen. 
Authorization of Payment 2872 

This message represents the authorization of the payment 
by the consumer. The consumer authorizes the payment by 
clicking the 'Accept' button on the "Payment Authorization" 
screen. 

Decide Payment Protocol 2874 

Once the consumer authorizes the payment, the payment 
protocol is decided by PayWindow based on the merchant's 
Payment Protocol Preferences and the consumer selected 
payment instrument. 
Payment Authorization 2875 

These messages represent the merchant's URL, the GSO, 
payment protocol (PP) to use, account number, certificate 
and the private key handle (PK) associated with the payment 
instrument which is sent to the protocol module. 
GSO with Payment Authorization 2876 

This message represents the payment instmctions which 
is sent by the protocol module to the Merchant system. The 
GSO, PI, consumer certificate and PK is packaged based on 
the payment protocol. 
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Signed Receipt 2878 

This message represents the digitally signed transaction 
receipt received by the protocol module from the merchant. 
Save Receipt with Hash Value 2880 
s The digitally signed transaction receipt is saved by the 
PayWindow for future reference. 
Payment Successful 2882 

This indicates that the transaction receipt and the *pay- 
ment successful' have been displayed to the consumer. 

10 

Certificate Processing 

A payment instrument must be certified by a "certificate 
issuing authority" before it can be used on a computer 
network. In the case of credit card payments, the issuer may 
^5 be one of the card issuing banks, but it might also be a 
merchant (eg SEARS), a transaction acquiring bank or an 
association such as VISA or Mastercard. 

Payment instrument information is stored in the consum- 
er's wallet. The certificate which authorizes the payment 
instrument will be stored along with that data in a secured 
database. The process of acquiring a certificate is described 
below. A certificate can be delivered to a consumer in a 
preconfigured wallet. The consumer receives a waUet which 
contains the certificate together with the necessary details 
associated with a payment instrument including a payment 
instrument bitmap which is authorized by a certificate issu- 
ing authority or the agencies represented by the issuing 
authority. 

30 Obtaining a Certificate 

A consumer will deliver or cause to be delivered infor- 
mation to a certificate issuing authority. FIG. 29 is an 
illustration of a certificate issuance form in accordance with 

35 a preferred embodiment. Auser may fill out the form on-line, 
on paper and mail it in, or get his bank or credit card 
company to deliver it. The consumer delivered data will 
usually contain a public key belonging to a security key pair 
generated by consumer software. This information will 

4Q normally be mailed to the consumer's address and actuated 
by a telephone call firom the consumer. The certificate 
authority takes this information and uses it to validate that he 
is indeed entitled to use the payment method. This process- 
ing normally takes a few days to accomplish. Information 

45 will normally be exchanged with the organization issuing 
the payment method in the physical space if there is one, and 
with credit agencies. The certificate information is loaded 
into the consumer's software to enable payment processing 
to proceed online. 

50 In some cases the consumer will be able to select details 
about a payment instrument holder (wallet) he desires to 
own. This may be the icon representing a bolder, the access 
password or other information. After creating the certificate, 
the issuing authority can use information received in the 

55 certificate application to create a custom payment instrument 
holder ready to use. This payment instrument holder will 
contain the following information. Payment instrument 
information including card number 2900 and expiration date 
2902. Personal information including name 2904, address 

60 2906, social security number 2908 and date of birth 2910. 
The associated certificate (eg X509 standard), an associ- 
ated public key or in some cases public/private key pair (eg 
RSA), and an approved bitmap representing the payment 
instrument are provided to the requesting consumer. FIG. 30 

65 illustrates a certificate issuance response in accordance with 
a preferred embodiment. An approved bitmap for a VISA 
card is shown at 3000. Also a default payment holder 3010 
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and a default payment holder aame are provided with the 
certificate issuance. After the consumer aquires the payment 
instrument bolder 3010, the payment instrument holder is 
immediately visible to him in bis collection of payment 
instrument holders. FIG. 31 illustrates a collection of pay- $ 
ment instrument holders in accordance with a preferred 
embodiment. The predefined payment instrument holder 
3100 is the same JOHN'S WALLET that was predefined 
based on defaults by the certificate issuance form. FIG. 32 
illustrates the default payment instrument bitmap 3200 asso- jq 
ciated with the predefined payment instrument holder 3210 
resulting from the consumer filling in and obtaining 
approval for a VISA card. 

FIG. 33 illustrates a selected payment instrument with a 
fill in the blanks for the cardholder in accordance with a ^5 
preferred embodiment. Next time the payment instrument 
holder is opened in a payment context the certificate issuing 
authority's approved instrument bitmap can be used to select 
the payment insimment and utilize it to make purchases. 
FIG. 34 illustrates a coffee purchase utilizing the newly 20 
defined VISA card in accordance with a preferred embodi- 
ment of the invention. 

FIG. 35 is a flowchart of conditional authorization of 
payment in accordance with a preferred embodiment. Pro- 
cessing commences at 3500 where the program initializes 25 
the connection between the cardholder and the merchant for 
the purposes of shopping. After the cardholder completes 
shopping, a new SSL connection is established which pro- 
vides authenticating information to the merchant. At this 
point the merchant is able to execute payment functionality 30 
(based on SSL or SET) conditionally, based upon the quality 
and character of the digital signature and the certificate used 
to validate said signature. Then, at function block 3510, the 
cardholder selects the payment instrument for the particular 
transaction. Payment instruments could include VISA, 35 
MASTERCARD, AMERICAN EXPRESS, CHECK, 
SMARTCARD or DEBIT CARDS. The payment method is 
then submitted to the merchant at fiinction block 3520. The 
merchant then initializes the SET connection to the acquir- 
ing bank at function block 3530 if the connection is not 40 
already established. Then, at function block 3540, the cer- 
tificate is submitted to the merchant from the acquiring bank. 
The certificate includes a public key portion and a private 
key used as an irrebutable digital signature to authenticate 
the parties to the transaction. Tlie certificate also includes 45 
information on the level of credit risk which allows a 
merchant to conditionally decide on the authorization or 
rejection of credit under a particular payment instrument 
based on their risk level and the merchant's personal com- 
fort level with the ability of the cardholder to pay. This 50 
processing has not previously been possible because the 
information returned from the authorizing bank did not 
include a level of credit risk a cardholder posed, it only 
contained credit rejected or approved. 

A detaUed description of the gateway internals is pre- 55 
sen ted below in accordance with a preferred embodiment. 
Gw_CiearSelRequestHandler 

FIG. 51 depicts a flow diagram for the GatcwayClearSe- 
tRequestHandler routine. Execution begins in Step 5105. In 
Step 5110 an SET analysis routine is called to analyze the 60 
SET request, as will be more fully disclosed below. Step 
5110 sets a status flag indicating the next stage to be 
performed by the Gateway. In Step 5120 the Gateway 
checks to see whether the status is set to indicate that a 
response should be provided to the user. If so, execution 65 
proceeds to Step 5190, which ends the request handling 
routine and returns control to a calling routine, which then 
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provides a response to the \jser. Otherwise execution pro- 
ceeds to Step 5130. In Step 5130, the Gateway checks to see 
if the status is set to indicate that forward translation is 
required. Forward translation is necessary to translate an 
outgoing message into a format that can be understood by 
the host computer. If forward translation is indicated, execu- 
tion proceeds to Step 5135. In Step 5135, the outgoing 
message is forwarded translated, as more fidly disclosed 
below with respect to FIG. S3, If no forward translation is 
indicated, for example, if an already-translated transaction is 
being retried, execution proceeds to Step 5140, In Step 5140, 
the Gateway checks to see if the next step is communication 
to the host. If so, the Gateway proceeds to Step 5145, and 
initiates host communication as will be more fully discussed 
below with respect to FIG. 54. If not, execution proceeds to 
Step 5150. In Step 5150, the Gateway checks to see whether 
reverse translation is indicated. Reverse translation trans- 
lates a response from a host into a format useable by the 
calling routine. If reverse translation is indicated, execution 
proceeds to Step 5155, and the reverse translation is 
performed, as will be more fully discussed below with 
respect to FIG. 55. In any case, after either forward trans- 
lation in Step 5135, host communication in Step 5145, or 
reverse translation in Step 5155, control returns to Step 5120 
for further processing. As will be more fully disclosed 
below, the forward translation, host communication, and 
reverse translation routines manipulate status indicators to 
prevent the occurrence of an infinite loop. 

The Gw_ClearSetRequestHandler routine as depicted in 
FIG. 51 may be implemented using the foUovydng C++ code: 



int Ow^ClearSetRequestEiandlerCCPCLRequcsfpRequest) 

{ 

gwAction action; 
char fatalError; 

CPCIjCCRequest 'p Vehicle - (CPCLCCRequcst •) pRequest; 
CGW_Engine •setTYans - (CX>W_Biginc*)pVehicIe- 
>GeiContcxtO; 

action = seiTrans->AnalyzeSeiRequest(pvehiclc,& fatalError); 
while ((action!-GW_PROCEED_TO_J<ESPOND)&&(!faialError)){ 
switch (action){ 

case GW_PROCEED_TO_FWD_XLAT: 
action - setTrans->TranslateForward(p Vehicle); 
break; 

case GW_PR0CEED_WrrR_JJOST_COMMS: 

action ■ setTrans->DoHostCominuaicationO)N^bicle); 
brealc; 

case GW_PROCEED_TO_REV_JCLAr: 

action - setTrans->TranstateReverse(p Vehicle); 
break; 

case GW_PROCEED_TO_RESPOND: 
default: 
break; 

} 

} 

/ / Response should be built, return up the protocol 
/ / stack so that it will encode and then crypt our re^onse. 
if (fatalError){ 

/ / Set an en'or code for the protocol stack. 

p\fehide->SetErn}r(eEInvalidReq[uest); 

return(p); 

} 

el5e{ 

leturn(l); 

} 

} 



AnalyzeSctRequest 

FIGS. 52 A and 52B describe the AnalyzeSctRequest 
routine. This routine is by Step 5110 as illustrated in FIG. 51. 
Execution begins in Step 5200. In Step 5205 the various 
fields in the SET record are obtained, as will be more fully 
disclosed below with respect to RGS. 56Aand 56B. In Step 
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5210 the Gateway checks the retry count. A retry count is 
zero indicates that the request being analyzed is a new 
request, and control proceeds to Step 5212, indicating a new 
request. If the retry account is non-zero, this means that the 
request is a retry of a prior request, and control proceeds to 
Step 5214 where a retry is indicated. 

Following either step 5212 or 5214, execution proceeds to 
Step 5215. In Step 5215 the Gateway checks to sec whether 
the request represents a "stale request," as will be more fiilly 
described below with respect to FIG. 57. In Step 5220, the 
Gateway tests the result of the stale check from Step 5215. 
If the request is stale it is marked as stale in Step 5222. 
Otherwise the record is marked as not stale in Step 5224. 
Following either Step 5222 or Step 5224, control proceeds 
to Step 5230. In Step 5230 a message representing the SET 
request is inserted into the database for tracking purposes, 
and control proceeds to Step 5240. 

In Step 5240 the Gateway checks to see if the request had 
been marked stale in Step 5222. If so, it proceeds to Step 
5242, exiting with an error condition. In Step 5245, the 
Gateway attempts to retrieve from the database a message 
corresponding to the current SET request, as will be fully 
disclosed below with respect to FIG. 59. Step 5260 checks 
to see whether the message was successfully retrieved from 
the database. If the message was not found in the database, 
this indicates that the SET request represents a new message, 
and control proceeds to Step 5270. In Step 5270 a new 
message representing the SET request is added to the 
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database, as is more fully disclosed below with respect to 
FIG. 60. Because this is a new request, it must be processed 
from the beginning, including forward translation. 
Therefore, after the new message is added in Step 5270, 

5 control proceeds to Step 5275. In step 5275, where a status 
flag is set indicating that the next step to be performed for 
this message is for translation. If the message was found in 
Step 5260, this indicates that the request represents a request 
that is already in progress. Therefore, control proceeds to 
Step 5280 to update the database with current information 
representing the request status. The update process is 
described in further detail with respect to FIG, 61, below. 
Following Step 5280, control proceeds to Step 5282. In Step 

J J 5282 the Gateway checks to sec the disposition in which the 
SET request was left as a result of partial processing. This 
is done, for example, by interrogating fields in the database 
record that indicate the steps that have already been per- 
formed for this request. In Step 5283, based upon this status 

20 information, the Gateway indicates the next stage of pro- 
cessing to be performed: either forward translation, reverse 
translation, or communication with the host. After this status 
has been set, whether for a new request in Step 5275, or for 
an already-existing request in Step 5283, control proceeds to 

25 Step 5290, which exits the AnalyzeSetRequest routine, 
returning control to Step 5110 in FIG. 51. 

The AnalyzeSetRequest routine as depicted in FIGS. 52A 
and 526 may be implemented using the following C-i-i- code: 



gwAction CGW_Eiiginc::AnalyzeSctRcquc5t(CPCLCCRcquc5fpVchiclc, char 

*&ta]ErcDr) 

{ 

gwAction action; 

gwDBRC dbrc; 

gwRC rc; 

int retryCounl; 

char staleMsgFlag; 

•fataIError-__FALSE; // Default to "all is OK". 

// Extract the key SET fields that are required. The key 

// SET fields contain the primary key elements of the "setmsg" 

// tabic. 

if ((rc-GctSctKeyFiclds(p Vehicle))!- GW_SUCCESS) { 
switch(rc){ 

case GW_NOT_SUPPORTED: 

BuUdSetErn>rReq3onsc(pVchide,ISO_RESP.jrUNC_Nar_SUPP); 
break; 

default: 

BuUdSetErrorReq)OD«e(pVehicle,ISO_RESP_SYS_MALFUNC); 
break; 

} 

■fotalBnoi-_TRUE; // Oaly place we teturii thitl 
Mtain (OW_PROCBED_TO_RESPOND); 

} 

else { 

// Set this so that the front-end will be able to tell 
// wheUier enough infonnation was derived from the request 
// in order to do update the "setmsg" log. 
m^haveKeyrields - 1; 

} 

// If the count of SET mcsaagca with current xid and rrpidbaae is 
// noQ-zcio then the message is an honest retry otherwise it 
// is a new request. 

if ( (dbrc-Owdb_OetSetMsgRetryCount(&retryCount))» OWDB_SUCCESS) { 
if (retryCount — 0) 

m_s6tReque8taass- OW_SREQCL_NEW_REQUES'r. 
else 

in_setRequestaass- OW_SREQCL_HONEST_RETRY; 

} 

else { 

BuildSetEnorResponse(pVehiclc,ISO_RESP_SYS_3!ALFUNC); 
GW_LogEnor(LOG_ERR. ''Gwdb_GetSetMsgRetryCt»unt( ): %d", dbrc); 
return (OW_PROCEED_TO_jlESPOND); 

} 
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// Check whether the message is stale. If it is, we still 

// Insert it into the database shortly but we will not process 

//it. 

Gwdb_rsSetMsgStalc(«&stalcMsgFlag); 
if (staleMsgHag— _TRUE) 

m__8etRequestDisposition- GW_SREQDl_STALE; 

else 

in_«ctRcqu6stDisposition- GW_SREQDI_OK; // Not stale. 
// Log the "SET message" in the database. If the insert £uls 
// then we must have a leplay attackl 
dbrc • Gwdb JasertSetMsg( ); 
switch (dbrc) { 
case GWDB^SUCCESS; 

break; 

case GWDB_DUPUCATE_ON_INSERT: 

BuildSetErrorRe8poiise(pVehiclc,tSO_RESP_SECURrrY_VIOLAnON); 
dbrc - Owdb_[nsertRepIayAtlack( ); 
if (dbrc !- GWDB_SUCCESS) { 

GW_LogError(LOOJBRR, *'Owdb_JiisertRq)layAttack(): %d", dbrc); 

} 

return (GW_PROCEED_TO_RESPOND); 
break; 
default: 

BuadSelErrorRespoiise(ipVehiclc4SO_RESP_SYS_3IALFUNC:0; 
GW_LogEiror(LOG_£RR, "Gwdh_JnseitSetMsg( ): %d", dbic); 
return (GW_PROCEED_TO_RESPOND); 
break; 

} 

// [f the message is stale do no more. 

if (m^setRcquestDisposition— GW_SREQDI_STALE) { 

BuildSctErrorResponse(pVehicle,ISO_RESP_SECURrry_VIOLATION); 

return (GW_PROCEED_TO_RESPOND); 

) 

// [f wc reach this far in this function then: 

// i) the request is new or an honest letry AND 

// ii^ the request is not stale AND 

// iii) a setmsg record has been added for this request 
// [f there is already a "host message" then update the key 
/( with the new retry count. If there was not a "host message" 
// then insert one. 
dbrc - Gwdb_GctHostMsg( ); 
switch(dbrc) ( 
case GWDB_SUCCESS: 

dbrc - Owdb_UpdateHo5tM5gKcy8(); 

break; 

case GWDB_ROW_NOT_FOUND: 
dbrc - Owdb_[n5crtHo5tM8g( ); 
if (dbrc !- OWDB_SUCCESS) { 

BuildSctErrorRcsponsc(pVehicleJSO_RESP_SYS_MALFUNC); 

} 

rcturn(GW_PROCEED_TO_FWD^L\T); 
break; 
default: 

BuildSelErrorResponse(pVehicle,ISO_RESP_SYS_MALFUNC); 
GW_LogEnor(LOG_ERBl, "Gwdb_GetHostMsg( ): %d**» dbrc); 
return (GW_PROCEED_TO_RESPOND); 
break; 

} 

if(dbrc !- GWDB_SUCCESS) { 

BuadSetErrorResponse(pVehicle4SO_RESP_SYS_MALFUNQ; 
GW_U3gEiTor(LOG_ERR. "Gwdb_UpdateHostMsgKeys(): %d'\ dbrc); 
return (GW_PROCEED_TO_RESPOND); 

} 

// [f this request is an honest retry then determine if we 
// can "short circuit" a) the forward translation, b) the 
// communications to the host or c) the reveree translation 
// all of which will save time. 

if (m_EetRequestClass— GW_SREQCL_HONEST_RETRY){ 
switch (m JiostResponseDispo8ition){ 
case GW_HRESDI_UNKNOWN: 

action - GW_J>ROCEED_T0_FWD_XLAT, 
break; 

case GW_HRESDI_RECEIVED_OK: 

action - GW_PROCEED_T0_REV_XLAT. 
break; 

case GW_HRESDI_REV_XLAT_FAILED: 

acUon - GW_PROCEED_T0_REV_XLAr; 
break; 

case GW_HRESDI^ECEIVE_FAILED: 
case GW_HRESDI_TIMEOUT: 
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action - GW_PROCEED_WITH_HOST_COMMS; 

break; 
default: 
break; 

} 

} 

letum (nction); 



TranslatcForward 

FIG. 53 depicts the execution of the TransLateForward 
routine, which is called by Step 5135 in FIG. 51. Execution 
begins at Step 5310. In Step 5320, the Gateway forward- 
translates the request to prepare it for transmission to the 
host. Forward translation consists of packaging the fields in 
the request into a format that is understandable by the legacy 
system at the financial institution. The exact format of the 
translated request will vary from institution to institution. 
However, in general, the format will consist of a fixed length 
record with predetermined fields, xising a standard character 
set such as ASCII or EBCDIC. In Step 5330, the Gateway 
checks to see whether the translation was successfully 
performed. If not control proceeds to Step 5340, which 
returns an error condition. If the translation was successful, 
control proceeds to Step 5350. In Step 5350, the Gateway 
sets a status flag to indicate that the next stage to be 
performed for this SET request is to proceed to host com- 
munication. This will be used in the next iteration of the 
Gw_ClearSetRequestHandler routine as depicted in FIG. 
51. After the status is set in Step 5350, the translate forward 
routine returns control in Step 5360. 

The TranslateForward routine as depicted in FIG. 51 may 
be implemented using the following C++ code: 



gwAction OGW_Engiiie::TranslateForward(CPCIX:CRequest*p Vehicle) 
{ 

gwRC re; 
gwDBRC dbrc; 
rc » HM_TranslatcForward(m_JiostSpccificMessagep\fchiclc); 

if (rc — gw_sucx:ess){ 

return (GW_PROCEED_Wrm_HOST_CX)MMS); 

} 

mJiostRcqucstDisposition- GW_EIREQDLFWD_XLAT_EfMLED; 

BuildSetErrorRespon5c(pVehide,ISO_J<ESP_FORMAr_ERR); 

dbrc = (jwdb_UpdateHostMsgRequestDi5pO; 

if (dbrc !» GWDB_SUCCESS){ 

GW_LogError 

(LOG^RR, ''Owdb_UpdateHoslMsgRequestDispO: %d", 
dbrc); 
} 

return (OW_PROCEED_T0_3ESPOND); 

} 



DoHostCommunication 

FIG. 54 depicts the step of host communication, as shown 
in Step 5145 in FIG. 51. Execution begins in Step 5400. In 
Step 5405 the Gateway obtains from the request object the 
string representing the request text. In Step 5410 it obtains 
the sequence number for the request. In Step 5415 the 
Gateway determines the current time, in order to record the 
time at which the request is made. In Step 5420 the Gateway 
sends the request to the host and waits for a response from 
the host. When a response is received, execution continues 
in Step 5425. In Step 5425, the Gateway again checks the 
current time, thereby determining the time at which a 
response was received. In Step 5430, the Gateway checks to 
see whether the communication was successfully performed. 
If a communication was not successful, the Gateway records 



that an error occurred in Step 5432. If the communication 
was successful, the Gateway, in Step 5435, indicates that the 
request was successfully sent and responded to. In Step 

j5 5437, the Gateway sets the response string based upon the 
response received in Step 5420. In Step 5439 the Gateway 
sets a status to indicate that reverse translation of the 
received response is required. Regardless of whether the 
communication was successful or unsuccessful, execution 

20 continues to Step 5450. In Step 5450, the database is updated 
with status information from the host communication. In 
Step 5490, control is returned to the calling routme. 

The DoHostCommunication routine as depicted in FIG. 
54 may be implemented using the following C++ code: 

25 



gwAction CGW_Engine:: 

DoHostCcminuiiication(CPCLCCRcqucst*p Vehicle) 

{ 

gwHMRC hmrc; 
30 gwDBRC dbrc; 

gwAction action - GW_PROCEED_TO_RESPOND; 

unsigned char hostRcquc5tMcssagc[HOSTREQ_SZ+l]; 

int hos^equestLcngtK° Q; 

unsigned char hostRcsponscMessagclHOSTREQ^SZ+lJ 

int hostResponseLength* 0; 

35 long scquenccNo; 

HM_GetRequestStriag(m_tiostSpeciflcMe6sage, 

&hostRequestMessage[0], 

&hoslReques tLength) ; 

HM__GetSequeiiceNo(m_hostSpeciflcMessage,&scqucnceNo); 

time(&m_hostRcquesn'ime); 

hmrc - SendToHostAndWiit( 

&hostRequestMessage[0]JiostRequestLength, 

&hostRespoaseMessage[0].&hostItesponseLength); 
tinie(&m_hostResponscTune); 
switch(hmrc){ 
case GWHM_SUCCESS: 

m_hostRequcstDi^csition» GW_HREQDI_SENT_OK; 
45 m_hostResponseDisposition- GW^HRESDI_RECEIVED_OK; 
HM_SetResponseString(m_hostSpecificMessage, 
&hostRe5ponseMessage[0]. 
hostResponse Length); 

action - GW_PROCEED_TO_REV__XLATi 

break; 

50 case GWHH_SEND_FAILED: 

m_hostRequefitDifipositioa- GW_HREQDI-SEND__FAiLBD; 
m_hostRe8ponseDisposition- GW_HRESDI_UNKNOWN; 
break; 

case GWHM_RCV_FAILED: 

m_ho8tRequestDisposition- GW_HREQDL_SENT_OK; 
55 m_hostRespons6Diaposition- GW_HRESDI_RECEIVE_FAILED; 
break; 

case GWHM_JlCV„TIMEOlJn 

m_hDstRcqucstDisposition- GW_HREQDI__SENT_OK; 
m^hostRcsponscDisposition- GW_HRESD1_TIME0UT, 
break; 



} 

if (hmrc 1- OWHK-.SUCCESS) { 

BuildSetEnorRespoDSc(pVchicle.ISO_RESP_ISSUER_INOP); 

} 

dbrc = G\vdb_UpdatcHostMsAninfo (scquenccNo, 
&hostRequestMessage[Ol,hostRequest Length, 
&ho5tRespoa8eMessage[0]4iO8tResponseLength); 
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if (dbrc I- GWDB_SUCCESS){ 

BuadSctErrorRespoiise(pVehicle,[SO_RESP_SYS_31ALFUNC); 
GW_LogError 

(LOG_ERR "Owdb^UpdatcHostMsAlUnfoO: %d", dbrc); 

} 

return (acUon); 

} 



Translate Reverse 

FIG. 55 depicts the operation of the Translate Reverse 
routine, as executed in Step 5155 in FIG. 51. Execution 
begins at Step 5500. In Step 5510 the Gateway reverse- 
translates the response received from the legacy system host. 
Reverse translation consists of extracting data from the data 
records received from the legacy system, and placing them 
in objects so that they are useable by the Gateway. In Step 
5520, the Gateway checks to verify that translation was 
successful. If translation was successful control proceeds to 
Step 5530, where a status flag is set indicating a successful 
translation. If translation was not successful, control pio> 
ceeds to Step 5540, in which the Status Flag is set to indicate 
an unsuccessful translation. Regardless of whether transla- 
tion was successful or unsuccessful, execution proceeds to 
Step 5550. In Step 5550, a status flag is set to indicate that 
the next stage for the request is to provide a response from 
the Gateway. This step is always executed, because, regard- 
less of whether the translation or any other aspect of the 
transaction was successful, a response indicating either 
success or failure must be returned by the Gateway. Control 
then proceeds to Step 5590, in which the Translate Reverse 
routine returns control to the calling routine in FIG. 51. It 
will be seen that the TranslateForward routine in FIG. 53, the 
DoHostCommunication routine depicted in FIG. 54, and the 
TranslateReverse routine depicted in FIG. 55, each alter the 
status of the request. As a result as the loop depicted in FIG. 
51 executes a particular request will proceed through all 
three stages and finally to exit in Step 5190. 

The TranslateReverse routine as depicted in FIG. 55 may 
be implemented using the following C++ code: 



gwAction OGW_Engine::TranslatcReverse(CPCljCCRequest'pVehicle) 
{ 

gwRC rc; 
gwDBRC dbrc; 

rc » HM_TranslateReverse(m_hostSpecificMessagep Vehicle); 

if (rc == GW_SUCCESS){ 

/ / Success; we have a nonnal PDU to send back to VPOS! 
J I If Uiere is any problem further to this (eg: PCL/ASN libs) 
1 1 that Uie ftond>end is responsible for calling the method 
/ / LogSetBrrorResponseQon this engine instance. 



m^setResponseaasB- GW_SRESCU-APP _NORMAL_PDU; 
m_setRespo ns eE)i£position-GW_SRESDL.SENT_OK; 
HM_GetResponseCode 
5 (nLJiostSpecificMe88age,in_s6tRespanseCode); 

else { 

m_hostRc5po nscDLsposition- 
GW_HRESDI_REV_XLAT_FAILED; 
BuildSctErrorRcspoDsc 
10 (pVchiclc,ISO_JlESP_INVALID_RESPONSE); 
dbrc - Gwdb^UpdateHostMsgResponseDispO; 
if (dbrc !- GWDB_SUCX:ESS) { 

GW_LogErrorajOG_ERR. 

"Owdb_UpdateHostMsgRespoiiseDi8pO: 

%d", dbrc); 



/ ; Whether there was a translation error or not we need to respond, 
return (OW__PROCEED_TO_RESPOND); 

} 



GetSctKeyFields 

FIGS. 56A and 56B describe the GetSctKeyFields rou- 
tine. This routine is called by Step 5205 as illustrated in FIG. 
52A. Execution begins in Step 5600. In Stq) 5610, the 

25 Gateway interrogates the request object to determine the 
request type. In Step 5620, the Gateway determines whether 
the request type is for authorization only. If the request type 
is not for authorization only, execution proceeds to Step 
5625. In Step 5625, the Gateway checks to see whether the 

^0 request type is for a sale. If the request type is neither for 
authorization only nor for a sale, execution proceeds to Step 
5630. In Step 5360, the Gateway indicates that the request 
type is not a supported request, and proceeds to Step 5635, 
where it returns to the caller. 

If the request type is either for authorization only or for a 
sale, execution proceeds with Step 5640. In step 5640, the 
Gateway initializes a container object to represent the 
request. In Step 5650, the Gateway extracts the transaction 

40 identifier (XID) for the transaction. In Step 5652, the Gate- 
way extracts the merchant identifier (MID) for the transac- 
tion. In Step 5654, the Gateway extracts the request/ 
response pair ID (RRPID) and the terminal identifier (TID) 
for the request. In Step 5656, the Gateway extracts the retry 

45 count associated with the current request. In Step 5660, a 
message data area is initialized with the extracted contents. 
The message area can then be used for further processing by 
the called routine. In Step 5690, the GetSctKeyFields rou- 
tine returns control to the caller. 

50 The GetSetKeyFields as depicted in FIGS. 56A and 56B 
may be implemented using the following C-i-i- code: 



gwRCCGW_Enginc::GetSctKcyFiclds(CPCLCCRequcsfpVehiclc) 
{ 

gwRC transRc - GW^SUCCESS; 

unsigned int got; 

chai 8_Ripidridl2*XID_SZ^ 

unsigned long rrpid; 

unsigned long tidOffset; 

m_setKeyFields.req'IVpe- pVehicle->OetRcquestType( ); 

switch(m_BetKeyFields.reqType){ 

case CPCLRequest::CCAuthOnly: 

case CPCLRequest::CCSale: 
{ 

// Initial cast to correct subclass. 
CASNAuthorizationRequcstDataContainer's_^cq «■ 
((CPCIjCCAuihOnlyRequesf)pVehicle)->GetRequcstContaincr()- 
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>get_data( )->get_data( ); 
/Mid 

«_req->get_traiisactioiuJd( )->gct_A_id( )-> 
get_valuc((unaigjied char •) &ia_selKeyFicld«.xid^D_SZ, &got); 

//mid 

#ifdeOUNE_3RD 

8trncpy(m_setKcyFi6lds .mid,"4258 1", MID_S2I); 

#else 

//TODO: get code from Deepak for pulling MID out of 5__rcq! 

8trncpy(m_sctKcyFiclds.mid,"4258 1", MID_SZ); 

//bah! 

#eadif 



// NOTE: We have agreed with VPOS team that the RRPU) field 
// will contaiD the following: 

// 

// <iipid> <space> <tid> <null> 
// 

// where <rrpid> is a string representing the irpid value 
// and <tid> is a string representing the tid value. 

// 

11-'— 

memset(s_RipidTld/\D*, sizeof(s^Riptd'nd)); 
s__req->gei^uthorizationRcqueslDaia_extcnsions()-> 

get_auth_rcq_rcs_pair_id( )-> 

get_value((unsigned char •) &s_RrpidTid, sizeofi(auJlq)idTid), &got); 
// get ripid and offset to the tid. 
fiscanf(s_RrpidTid, "%d %n", &npid, &tidOffsct); 
// rrpidBase and retxyCount 
m_setKeyFie]ds.retryCount- rrpid % 100; 
m.setKeyFie]ds.rrpidBase- rrpid • m^setKeyFields.retryCount; 
//tid 

strncpy(m_setKeyFields.tid,(s_JbpidTId-»-tidOfibct),'nD_SZ); 
// reqDate 

GW_GetTimeFromASNTime(&(m_setKeyrietds.merchantrime), 
8_req->get_auihoiizationL_reque8t_data()); 

break; 
} 

case CPCLR6quest::CCAuthRev6rsal: // — Void 

case CPCLRequest::CCCrcditRevei8al: 
case CPCtRcque»t:;CCCapturc: 

case CPCLRcquesUiCCXicdit: // — Refund | Return 

case CPCLRcquestrrCCCbptureRcveisal: // — M)id 

// case eBallnquiry: 

tnuuRc - OW_NOT_SUPPORTED; 

break; 
default: 

transRc - OW_Nar_SUPPOKrED; 

break; 

} 

// Initialize the host message will with the key fields "in the clear"! 
if (in_hoslSpeciftcMessage~ NULL) { 
transRc - GW_FAILED; 

} 

else { 

HM_Initialize(m_hoslSpecificMessage,&m^etKcyFiclds); 

} 

return (transRc); 



Gwdb_IsSetMsgStale 

FIG. 57 depicts the Gwdb__IsSetMsgStaIe routine. This 
routine is called by Step 5215 as illustrated in FIG. 52 A. 
Execution begins in Step 5700. In Step 5710, the Gateway 
checks to see whether this is the first time the Gwdb_ 
IsSetMsgStale has been called for this request. If this is the 
first time, Steps 5715 through 5730 are performed; other- 
wise those steps are skipped. In Step 5715, a field repre- 
senting the message life is initialized to a predetermined 
duration. The message life is a field that will be used to 
determine how long the message representing the transac- 
tion will remain valid. The use of the message life field 
prevents a transaction that is effectively lost due to extensive 
processing delays from being processed. In Step 5720, the 
Gateway checks to see if the value of the message life is 
equal to zero. If the message life is equal to zero, a default 



value, i.e., 300 seconds or 5 minutes, is assigned to the 
message life in Step 5725. In Step 5730, an indicator for this 
request is set to indicate that first time processing has already 
been performed for this request. This flag is the same flag 
interrogated in Step 5710, and is used to prevent successive 
reinitialization of the message life field. 
In Step 5740, the Gateway checks to see whether the 

60 merchant's time stamp, plus the value of the message life, is 
less than the time of the request. If so, then the request is 
considered stale, and is marked stale in Step 5750. If not, the 
request is not stale, and is marked not stale in Step 5755. 
Following either of Step 5750 or 5755, the Gwdb_ 

65 IsSetMsgStale exits in Step 5790. The Gwdb_ 
IsSetMsgStale routine as depicted in FIG. 57 may be imple- 
mented using the following C-i-i- code: 
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void CGW_Engiiie::Gwdb_IsSetM8gStale(char*stalcFlag) 
{ 

static char gotStaleDuration-0; 
static long setMsgLife; 

static chax *funcName - **Gwdb_[sSetMsgStale"; 
/ / Only get this once per process lifetime, 
if (gotSta!cDuretion~0){ 
FILE 'fp; 

char duraaonlINI_MAXLNSZ+l]; 
if ((fp=OpcnrniFilcO)!-NULL){ 
sctMsgUfe - 0; 
(void)iniOelParameter 
(fp, "GATEWAYADMIN". "SctMsgLifc", 

duration); 

setMsglife - atoi(dtuatioQ); / / could return 0; handled later, 
(void) CloseIniFae(fp): 

} 

if (setMsglife » 0){ 

setMsgUfe - S * 60; / / Default to 5 minutes; 

} 

gotStaleDuration - 1; 
} 

/ / (f the message has expired its lifetime, 
if ((m_setKey Fields .mercliaiifnme+ 
6et\1sgLife)<in_jsetRequestTSme) 
•staleFlag » _TRUE; / / request is stale, 
else 

*staleF1ag - _FALSE; / / honour request, it is not stale. 

return; 
} 



Gwdb_InserlSetMsg 

FIG. 58 depicts the Gwdb_InsertSetMsg routine. This 
routine is called from Step 5230 as illustrated in FIG. 52 A. 
Execution begins in 5800. In Step 5810, the routine invokes 
a database insert function by, for example, executing an SQL 
INSERT command. In Step 5820, the database return code 
is obtained in order to be used as a return code from the 
Gwbd_InsertSetMsg routine, in Step 5830, a database com- 
mit function is performed, thereby instructing the database 
engine to commit the database changes to a permanent 
recording, i.e., by writing the informatioa to the file, and/or 
by journalizing the change made by INSERT function. In 
Step 5890, the routine returns control to the calling program. 

The Gwdb_InsertSetMsg as depicted in FIG. 58 may be 
implemented using the following C++ code: 



gwDBRC CGW_Engine::Gwdb InsertSetMsgQ 
{ 

EXEC SQL BEGIN DECUUIE SECTION; 
//Key. 

char 'h^xid - &(m_setKeyField8JcidlOD; 

long h__ripidBase - m^setKeyFields.rrpidBase; 
int K— retryCount - m__setKcyField6.retryCount; 
/ / Columns to insert into. 

char ''h_mid - &(m_setKcyField3.mid{0]); 

char •h_tid - &(in_setKey Fields .tid[0]); 

char h__nierchantTime[26]; 

int h__requc8tType • (int) m_setKeyFields.rcq'I^e; 

chai h_requestTtmel26j 

inl h^cqucslClass (int) m_5ctRcqucslClass; 

int h__rcqueslDisposition » (int) m_sctRcqucstDisposition; 

char h__rc5ponscTimc(26]; 

int h^csponscClass •> (int) m_sctRequcstClass; 

int h^e^nseDtsposition - (int) m^^tResponscDisposition; 

char *h_responseCdde * m_setResponseCode; 

EXEC SQL END DECLARE SECnON; 

static char 'funcName - "Owdb__InsertSctMsg"; 

gwDBRC dbrc; 
OW_MakeDaicStriog(h_merchanfnme, 
& (m_jsetKey Relds-merchantTime)); 

GW_MakeDatcString(h_requestTime,&iii«setRequesiTime); 

GW_MakcDatcSiring(h_response"nme»&m_setResponse'nine); 
EXEC SQL INSERT INTO setmsg 



( 

xid, rrpidbase, retrycount, mid,ttd, 
merchanttime, 
5 requesttype, 
requesttime, 

requestclass, lequestdisposition, 
re^onsetime, 

responseclass, rcsponsedisposition, responsecodc 

) 

10 VALUES 
( 

:h_xid, :h_rrpidBa8e, :h_retryCDunt,:h_mid, • h^tid, 
rO_DArE(:K_merchant'nme, 
•DY MON DD HH24:MI5S YYYYO, 
;h__requc5tType, 
je TO__DArE(:lLj:equestTime. 

'DY MON DD HH24:MI:SS YYYY'). 

:h_requestaass,:h_requcslDisposition, 

TO_J)ATE(:li_responsTime, 

'DY MON DD HH24:MI:SS YYYY'), 

:h_^ponseQass, :h_responseDisposition, :li_responseCode 

^ dbrc " Db_Error(fimcNamc); 
(void) Db_Commit(funcName); 

return (dbrc); 
} 



25 Gwbd_GetHostMsg 

FIG. 59 depicts the Gwbd_GetHostMsg routine. This 
routine is called by Step 5245 as shown in FIG. 52B. 
Execution begins in Step 5900. In Step 5910, the routine 
invokes a database select function by, for example, execut- 

30 ing an SQL SELECTT command. In Step 5920, the database 
return code is obtained in order to be used as a return code 
from the Gwbd_InsertSetMsg routine. In Step 5930, the 
Gateway checks to see whether the database retrieve opera- 
tion was successfully performed. If so, execution proceeds 

35 to Step 5935. In Step 5935, the Gateway sets a number of 
status variables from the values retrieved from the database 
records. This includes the time the request was made, the 
time a response was received, the contents of the request 
string, the contents of the response string, and a sequence 

40 number for this request. In Step 5940, a commit operation is 
performed. In Step 5900, control returns to the calling 
program. 

The Gwdb_G6tHostMsg as depicted in FIG. 59 may be 
implemented using the following C++ code: 

45 



gwDBRC CGW_Engine::Owdb_GetHostMsgO 
{ 

struct tm requestltmeTM; 
struct tm responseTimeTM; 
50 EXEC SQL BEGIN DECLARE SECTION; 
//Key. 

char 'h_xid - &(m_setKcyFicld8.xidlO]); 

long h_ripidBase - m_setKeyFields.rrpidBase; 
/ / Indicator Variables. 

short h RequestStringlnd; 

55 short h„RcsponseStringInd; 
/ / Columns to retreive. 

long h^scqucnccNo «■ 0; 

int "h^rcqYear «» &rcquc5t'nmcTM.tm year, 

int 'h reqMonth - &rcquc5t'nmcTM.tm_mon; 

int *h_rcqDay - &requestTimeTM.tin_mday; 
int *h__rcqHour - &requesfnmeTM.tm_hour; 
int *h_rcqMinutc - &rcqucst'nmcTM.tm_min; 
int "h^jcqSecond ■ &requcstTlmcTM,tm_sec; 
int •h_jequestDisposition - (int *) &m_hostRequestDisposition; 
VARCHAR h_^questStringll28]; 
int *h_re8Year - &rcsponse'nmeTM.tm_year; 
int ■*h_jcsMonth - &rcspoDScTimeTM.tm_mon; 
^5 ini •h.jcsDay - &rcsponscHmcTM.tm_mday; 
int •h_resHour - &respons'nmeTM.tm_hour, 
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int *h_resMinutc - &respoase'nineTM.tin^miii', 
int *h_resSecond - &rcspoase'nmeTM.tin_sec; 
int *h_iesponseDisposition - 

(int •) &in_hostRe^onseDi5positioii; 
VARCHAR li_re8pon8eString[128j; 
EXEC SQL EISTD DECLARE SECnON; 

static char •funcNamc - "Owdb^GctHostMsg"; 
gwDBRC dbrc; 

/ / Set the "tm" structures to null. Set tm_isdst to -1 so that the 
/ / mktimeO function will determine if whether 
Daylight Savings Time 
// is active. 

memsct(&r cqucstTimcTM , *\0 Vizco f(tm)); 
requestXhncTM.tnu.isdst"'- 1; 
metnsct(&rcsponseTimeTM,*\0',si2cof(tin)); 
responseTimeTM.lm^isdst—l; 
EXEC SQL SELECT 
sequeaceno. 

TO_NUMBER( TO_CHAR(rcqucsttime, •YYYY'))-1900. 

// see "man 

mktime" 

TO_NUMBER(TO_CHAR(rcquesttime,' MM '))- 1 , 

/ / see "man 

mktime" 

TO_J^UMBER(TO_CHAR(requesttime,'DD*)), 
TO_NUMBERCrO_CHAR(requesttime,'HH24')), 
TO_NUMBERCrO CHAR(requesttime,'Mr)), 
rO_NUMBER(TO_CHAR(rcquesttime,'SS')), 
requestdispos itio D/equests tricg, 

TO_J^UMBER(TO_CHAR{rcspoa8etime,'YYVY'))-1900, 
/ / sec "man mktime" 

TO_JSrUMBER(TO_CHAR(re6ponsctime; MM'))-1 , 
/ / see "man mktime" 

TO_J<UMBER(TO_CHAR(rcsponsetime/ DD')), 
TO_J4UMBERCrO_CHAR(refiponsetiine,' HH24 ')), 
TO_NUMBERCrO_CHAR(respon8ctim6,'MI')), 
TO_JJUMBER(TO_.CHAR(rcspon8etime,'SS')),; 

responsedi8position,re8ponsestring 

INTTO 

:h_sequcnccNo, 

:h_reqYcar,:h_jcqMonth,:h_reqD8y, 
:h_rcqHour,:h__reqMinutc,:h_icqSccond, 
:h_requcstDisposition,:h_TequestString:h__requc8tStringIad, 
:h_resYcar,:h_resMonth,:h_rcsDay, 
:h_rc5Hour,:h_resMinute, :h_resSecond, 
:h_rcsponseDisposition,:h^cspon5eString:h^esponseStringInd 
FROM 

hostmsg 
WHERE 

xid - :h_jfid AND 

rrpidbase - :h_npidBase; 
dbrc «» Db_Error(£tmcName); 
if (dbrc — GWDB_SUCCESS){ 
if(h_requeslSlringInd « -1) h_requcstSlring,len"0; 
if(h_responscStringInd -1) h_jesponseString,len"0; 
m_hostRequcstTimc «> mktime(&rcquesaimeTM); 
m_hostResponscTime - mkrime(&rcsponseTmieTM); 
HM_SetRequestString(nu_hostSpedficMessage, 

h_requestStnng.«rr, 

h_respon5eString.len); 
HM_SetResponseString(m_hostSpccificMcssage, 

h_respDns eStiing.a ir, 

h_responseString.len); 
HM_SetSequenceNo(nx.ho8tSpeciflcMessageyh.sequenceNo); 

(void Db_Comnut(funcName); 
retuvn(dbrc); 



The Gwdb ^InsertHoslMsg as depicted in FIG. 60 niay be 
implemented using the following C++ code: 



<j gwDBRC CGW_Engine::Gwdb_InsertHostM8gO 

{ 

EXEC SQL BEGIN DECLARE SECTIGN; 
//Key. 

char •h_xid - &(m_sctKcyFi6lds.xid[0]); 
long h^ipidBase • m_ffetKeyFteld8.rfpidBase; 
int h_retryCount • m.^tKcyFields.retryCottnt; 

/ / Columna to insert into, 
long h_scqueDccNo ■ 0; 
char h^cqucstTimc[26l 

int h^equestDifiposition - (int) m_hostRequestDi8po8itioD; 
char h_rcspon8e'nme(26]; 

int h_rcsponscDisposition « (int) m_hostRequcstDiq)Osition; 
EXEC SQL END DECLARE SECHON; 

static char •fiincName - "Gwdb_JiisertHostMsg"; 
gwDBRC dbrc; 

GW_MakeDalcStiing(h_requesnime,&m_hostRequestTime); 
GW__MakeDatcString(h_respon5eTiine,&m_hostResponseTlme); 
EXEC SQL INSERT INTO hostmsg 
( 

xid, rrpidbase.retiycount 
sequenceno, 
requesttime, 
requ estdispos i tion, 
responsetime, 
responsedisposition 



10 



15 



20 



25 



) 

VALUES 
( 



30 



); 



60 



Gwdb_JnsertHostMsg 

FIG. 60 depicts the Gwdb_InsertHostMsg routine. This 
routine is called by Step 5270 as illustrated in FIG. 52B. 
Execution begins in Step 6000. In Step 6010, the routine 
invokes a database insert function by, for example, execut- 
ing an SQL INSERT command. In Step 6020, the database 
return code is obtained in order to be used as a return code 
from the Gwbd_InsertSetMsg routine. In Step 6040, a 65 
commit operation is performed. In Step 6090, the routine 
returns control to the calling program. 



:h_jrid,:h_iTpidBaBC,:h_retryCount, 
:h_6equenceNo, 

TO_DATE(:h_requestrune/DY MON DD HH24:MI:SS VYYV), 
:h_requestDisposition, 

TO_DATE(:h_refiponfierime,'DY MON DD H24:MI:SS YYYY"), 
:K.responseDispositioii 
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dbrc - Db_Error(fiincName); 
(void) Db_Commit(funcName); 
return (dbrc); 
} 



Gwdb_UpdateSelMsgResponseInfo 

FIG. 61 depicts a flow diagram for the Gwdb_ 
UpdatcSctMsgResponselnfo routine. Execution begins at 
Step 6100. In Step 6110, the routine invokes a database 
update function by, for example, executing an SQL 
UPDATE command. In Step 6120, the database return code 
is obtained in order to be used as a return code from the 
Gwbd_UpdateSetMsgResponseInfo routine. In Step 6190, 
the routine returns control to the calling program. 

The Gwdb_UpdateSetMsgResponseInfo as depicted in 
FEG. 61 may be implemented using the following C+-I- code: 

gwDBRC CGW_Enginc::Gwdb_UpdateSetM8gRcsponscInfoO 

{ 

EXEC SQL BEGIN DECLARE SECTION; 
//Key, 

char •h_xid - &(m_setKeyField8.xid[0]); 

long h_ripidBase • m_sctKeyFtclds.rrpidBase; 

int h_r6tryCount • m^sctKeyFields.retryCount; 

/ / Columns to update, 

char h^csponseTime[26]; 

int h^responscClass - (int) in_setRe8ponseCla88; 

int h—responseDisposition - (int) m_setRe8ponseDispositton; 

char *h respoDseCbde - m^setRcsponseCode; 

EXEC SQL END DECLARE SECHON; 

static char •ftincName - **Gwdb_UpdateSctMsgResponselnfo"; 
gwDBRC dbrc; 

OW_31akcDatcString(h_rcsponseTime,&m_sctResponseTlme); 
EXEC SQL UPDATE setmsg SET 
rcsponsetime - TO^DATE 

(:h_rcsponseTime,'DY MON DD HH24:MI:SS YYYY ), 
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-continued ^ facilitate authentication of merchant and gateway identity. 

The HTTP server 6800 facilitates the communication 



responseclass - :h_respoijseClas8, between the gate way 68 70 and the VPOS terminals over the 

responsedisposition - :h_r(«poDficDUpo6iaon, Internet utiUzing HTTP. The VPOS terminals are configured 

WHERr"''''*^' " ''^^"^"^'^^ S to communicate with the gateway utilizing the gateway IP 

xid - :h_xl(i AND address and port number. The HTTP server 6800 also 

rrpidbase - :h_rrpidBase AND supports HTML pages for gateway System administration, 

rctrycount - :h_r6tryCount; and Utilizes NetScape's Enterprise Server 2.0 to support 

dbrc - Db_Error(fiiacName); URL access to the port number. The administrative infor- 

reton\db^^^^^^ 10 ^^^^^ contained on the gateway can be accessed by any 

rc urn( tc), commercial browser if the user has appropriate authority to 

— access the gateway. 

The gateway web adaptor 6820 is a Common Gateway 

FIG. 62 is the main admmistration display for the Gate- interface (CGI) program that is invoked by the HTTP Server 

way in accordance with a preferred embodiment. A set of ggQ^ ^Yicn a request arrives from a VPOS terminal. The web 

menu selections are presented at 6200 which will be is adaptor 6820 extracts the contents of a posted transaction 

described in more detail for each display. FIG. 63 is a and passes it to the SET library 6850 which decrypts the SET 

configuration panel in accordance with a preferred embodi- request into a plain text SET object utilizing the crypto - 

ment. The configuration panel provides access to manage- graphic library 6810. The SET library 6850 then calls the 

ment information for configuring a gateway management gateway engine 6870 to convert the plaintext SET object 

information database. The Merchant Identifier (Mid) 6310 is 20 into a host specific request message utilizing the host 

a thirty character, alphanumeric field that uniquely defines a message converter 6860. When a response is received, it is 

merchant. The Merchant Name 6320 is a fifty character, passed to the SET library 6850 for encryption utilizing the 

alphanumeric field, the Edit 6330 and Delete field 6340 are cryptographic library 6810. The encrypted SET response is 

hyperlinks to detailed panels for modifying information in sent back to the VPOS terminal. An error is logged if an 

the management information database. HG, 64 is a host 25 mvalid HTTP request is detected if the library cannot 

communication display for facilitaUng communication decrypt the SET response, or if the to^^ 

between the gateway and the acquirer payment host. The IP SET response. SUle messages are rejected. 

Addirss Field 6410 contains the Internet Protocol address ^ credi card if^"^^^^^^^' ^^^^^^ 

for communicatiag via TCP/IP to the Internet. The TCP ^^^^^ Electronic TransacUon (SET) request prav^^^^^^ 

1 I . c ij if^iaA 1 VI 4 C f^, message encryption, authentication and encapsulation. The 

logical port field 6430 7^"^^^ ^^^"f P.^^ SET library 6850, converts SET requests into messages that 

accessmg the Internet, and the SAVE field 6430 invokes processed by the Host Message Converter. The SET 

stonng of the host commumcation information in the data- Cryptographic library 6810 performs the following func 

base. FIG. 65 is a Services display in accordance with a ^^^^^ Converts an encrypted byte stream from an HTTP 

preferred embodiment. This display initiates portions of the message sent by a POST method from a VPOS terminal to 

Gateway such as the host mulitplixer 2130 of FIG. 21. FIG. 35 ^ plaintext SET object representing the request; and 2) 

66 is a graphical representation of the gateway transaction converts a plaintext SET object representing the response 

database in accordance with a preferred embodiment. Each into an encrypted byte stream which is transmitted back to 

of the fields represents a portion of the internet database the originating VPOS terminal. The SET library 6850 uses 

schema in accordance with a preferred embodiment. the cryptographic library for all standards based security 

^ operations. The cryptographic library also provides an inter- 
Gateway System Administration face to the cryptographic hardware. 
, , , , L . • * The host message converter 6860 converts messages to 
As descnbed above the gateway is a secure computer bank-specific formats and routes messages to the appropriate 
system that mediates Internet based paymem transactions ^^^^ processor. The converter 6860 also converts messages 
between merchant servers and the acquiring bank's card from the host processor to the format used by the SET library 
processing host. The gateway supports secure communica- ^ggp -j^^ multi-threaded gateway engine 6870 utiUzes SET 
tions between merchants using the Internet and acquirers decryption and encryption and the host message converter 
using private financial networks and maintains appropriate gggg support simultaneous SET requests from multiple 
logs of all transactions. ypos terminals. The gateway also determines whether a 
FIG. 67 illustrates the gateway hardware architecture in 50 plaintext SET request is an original request, an honest retry 
accordance with a preferred embodiment. Internet 6730 attempt, or a replay attack. The possible results include for 
based merchants communicate transaction information via an honest retry, possibly because an earlier response did not 
merchant servers 6700 running the VPOS software readi the VPOS, the gateway looks up the response from the 
described earlier to a gateway 6740. The gateway 6740 database and returns it. If it is a replay attack, an error is 
performs all conversion necessary to route transaction 55 logged. If it is an original request, then the VPOS engine 
requests through the bank network 6750 to the host proces- proceeds to convert it to a host-specific request message, 
sor 6760. Results from the host legacy system 6760 arc Then, it sends the request out to the remote host via the 
routed back through the bank network 6750 to the gateway gateway host multiplexer 6890 and waits for a response. The 
6740 which transfers the information through the Internet gateway also logs all intermediate processing slates, request 
6730 to the merchant system 6700. go messages and response messages, and groups all protocol- 
FIG. 68 is a block diagram setting forth the gateway specific processing actions in a module with common API 
software architecture in accordance with a preferred functions. The gateway also converts host responses to 
embodiment. The gateway 6870 includes an SSL-compliant plaintext SET response objects, logs an error if the forward 
HTTP server 6800 that ensures transport-level security of conversion fails, logs an error if the host multiplexer 6890 
HTTP communication between the gateway 6870 and the 65 cannot send the request, logs an error if the gateway times 
acquirer's data operations center. The VPOS transmits SET out the response and logs an error if the reverse conversion 
requests utilizing HTTP and public key certificates are used fails. 
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The gateway host multiplexer 6890 communicates with 
the host based on the host's 10 address and port number. If 
the host does not support TCP/IP, a link-level protocol 
converter must be installed. The gateway host multiplexer 
also sends multiple request messages to the host, serializes 
them, and receives messages asynchronously from the host 
and matches each of them with the corresponding request 
message which allows a particular gateway process to stop 
waiting and proceed with the reverse conversion. 

The gateway 6870 stores all transaction information in a 
relational database 6845 controlled by a database server 
6840 and specifically designed for high transaction volume. 
The database also records the details and slate of every 
transaction processed by the gateway and generates trans- 
action reports utilizing the gateway administrative interface. 
The sequence generator 6880 supplies the gateway with 
unique sequence numbers utilized in host request messages 
for identification of each Uransaction. An optional host 
simulator resides on the gateway server and transparently 
simulates a host for testing purposes. The gateway host 
communication configuration screen can utilize the IP 
address and port address of the host simulator to simulate a 
host processor that receives host requests and supplies host 
responses for testing purposes, and returns an authorization 
approval response message appropriately formatted. During 
normal transaction processing the host simulator is disabled 
and the gateway communication configuration screen con- 
tains the IP address and port number of the host processor. 

The gateway includes a set of tools for administering 
gateway, database, operating system and Web server soft- 
ware. Also, the database schemas and the gateway admin- 
istrative interface allows system administrators to create 
custom database reports to remotely monitor gateway per- 
formance. A gateway merchants display is provided to 
manage the merchant's information on a gateway. Mer- 
chants can be added, deleted or modified using a display. 
The gateway also incorporates a system variable reflective 
of the maximum length of time to allow for a transaction 
request to reach the gateway from the VPOS terminal. If the 
stale message time limit is exceeded, then the transaction 
request is rejected and the merchant must resend the trans- 
action. All of the gateway tools are accessible from com- 
mercial browsers assuming the user requesting the access 
has appropriate authorization. 

The gateway provides a secure server that mediates 
transactions between merchant's VPOS (Virtual Point-Of- 
Sale) servers and a financial institution's host processor. The 
gateway supports secure communications between mer- 
chants using the Internet on one side, and the host processor 
using legacy secure financial networks on the other side. 
Between the two interfaces, the gateway maintains a detailed 
log of all transactions, whether completed or in-progress. 
The gateway can handle multiple requests simultaneously 
and is designed to be easily scaled to handle a high trans- 
action load. 

The gateway accepts U"ansaclions from merchants over 
the Internet and converts them to a host-specific format 
before forwarding them to a host processor belonging to an 
existing financial network. Responses from the host, after 
the reverse conversions, are returned to the originating 
merchants over the Internet. Transactions between VPOS 
and the gateway are made secure by utilizing the SET 
protocol for all communication. 

GATEWAY CORE ENGINE COMPONENTS 

This document details a software mterface between the 
gateway core engine software component and the host 
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message specific software that implements the host specific 
financial message formatting and conversion functions. 
The gateway performs the following functions: 

1. Receives encrypted payment requests from merchants, 
^ as HTTP POST messages via the Internet. 

2. Unwraps and decrypts the requests. 

3. Authenticates digital signatures of the requests based 
on certificates. 

10 4. Supports transaction types and card types as required 
by a financial institution. 

5. Accepts concunrent VPOS transactions from each of the 
merchant servers. 

6. Converts transaction data to host-specific formats and 
forwards the mapped requests (in the clear) to the host 
processor using the existing financial network, 

7. Receives transaction responses from the host. 

8. Converts the responses from host-specific formats and 
20 correlate the mapped responses with the original requests. 

9. Encrypts the responses, encapsulates them in HTTP 
reply messages, and sends them back to the originating 
merchants over the Internet. 

10. Provides transaction logging in a relational database, 
25 symbolic transaction tracing, performance reporting, and 

other system administration functions. 

The Host Message interface is the interface between the 
gateway core engine and the host specific functions that 
implement steps 6 through 8 in the above list. There may be 
more than one Host Message implementation but only one 
vGATE core software implementation. 

Host Message Interface 

35 Purpose 

The Host Message interface grew from the desire to 
separate the core functions of the gateway software from 
those functions that are host specific. There are a variety, 
currently over 1,400 understood by VeriFone equipment and 
software, of legacy financial networks and protocols that 
exist worldwide. We expect to have great demand for our 
VPOS and gateway payment solutions and must be in a 
position to quickly develop and deploy our Internet payment 
solutions for the top Banks and acquirers. The Host Message 
interface (HM interface) will be used by the various soft- 
ware development organizations of VeriFone to develop 
software that will enable the gateway product to be deployed 
with existing financial networks without changing the inter- 
face point to the financial network. Gateway, along with 
VPOS allows the acquirers to offer Internet Payment solu- 
tions to their Merchant base without changing their current 
financial networks. 
The VPOS software, although it too can be customized 

55 and branded for a particular acquirer, is not as tightly 
coupled with the financial network as is gateway. The 
protocol between the VPOS and gateway that is currently 
used is SET and this protocol, in principle, isolates the 
VPOS software from the legacy network that it is ultimately 

go connected to (via gateway). 

Overview 

The host specific portion of gateway are accessed by the 
gateway core engine by calling the functions contained in 
65 the Host Message implementation. The software that imple- 
ments the host message interface is linked to the gateway 
core engine software either statically or dynamically (shared 
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object libraries in UNIX or DLLs on Windows NT). The ASN. 1 definitions are changed sigoiflcantly. Any code that 

Host Message API is defined in this document. is involved in directly accessing the container structures will 

The software that implements the host message interface h^ve to be rewritten, 
must be re-entrant. The gateway engine will call the host The above two software-engineering considerations arc 
message interface from either a process or a thread. The 5 serious enough to warrant a solution using abstract repre- 

gateway engine is designed to be multi-threaded and will be sentations and access methods. The vGATE SET Access API 

capable of handling multiple requests simultaneously. provides the application developers with a set of predefined 

Hw host message interface is a "C based API. Hie <:1»^_. of the SET messages with simple access 

implementation of the host specific Ubrary must be imple- methods to get data from, and set values to, the different 
mented in "C++" as some of the data that is needed is " elements oflheSETprotocol data units. Tlie present content 

contained in «C++" objects and is only accessible using the °f API is a ^rrcnt implementation of the PCL (Payment 

methods for those objects. The host specific software need Class Library) 69S0. In using the SET Access API vGAIE 

only use very basic features of "C++" and need not be apphcation developers wUl be able to insulate their code 

coinpletely designed and or programmed using object- from a 1 future fluctuations mSETstruauraldeflmtmns. For 

oriented techniaues example, extensions to SET are segregated rrom the stan- 

^ ' dard SET functions utHizing an extend SET PCL 6960. 
Transaction T^pes The system is partitioned to separate design concerns at 

^ . , r * « different levels and to allow for graceful adaptations by 

There are currently seven transaction types or payment ^^^^^^^^ ^^^^^^ ^^^^^^^ ^ 

r«,uest types, that can arrive at gateway from VPOS. Each classifying, distilling and exposing the pro- 

of these request types has an associated request object and ^ .. * ... ^ . • n • j cZ^* Ii-* 

L^- * -fj J *u » A ur f grammatic activities that are typically required for translat- 

response object. There are methods that are made public for ? , ;« ^™.*»..«;^#;«« ™;4K 

each of these request objects that allow the host specific Zs!^^^^^ communicatang with 

module to "get" the data from the incoming request in order os processors. . , . 

to build the host specific request. There are also public „ Wuhm a generic framework of reusable, prefabricated 

"methods" for the re^onse object allowing the host specific components (the core gateway), pomte of access have been 

- - " defined to allow customization activities to occur (gateway 



functions to ''set" the response data that will be communi- 



^ J , ^ ■ u 1 * \rrtr\o APF). The resulting architecture allows a software developer 

cated by the gateway engine back to VPOS. ^ / ^. * e - ,u f .u 

* ' ^ to focus on custom applications by freeing them from the 

VGATE API underlying operational details already handled by the gate- 

- . - way core engine, 

no. 69 illustrates the gateway components and mterfaoes ^^^^ transaction management 

in accordance with a preferred embodiment^ The gateway f j ^^covery). inter- 

API specifies the expected behaviors and informahon J^^, inje^jrocess communication, relational database access, 
exchange for transaction processing functions transaction ^pQS terminals over the Internet, 

data structures, SET access fiinc ions, certificate manage- 35 interfacing with a host processor via a legacy network, and 
ment funchons. string utility functions and system configu- ^^^^^j administration. Whereas the gateway con- 

ration parameters. The architecture includes three distinct processing of payment messages, it has no embed- 

'."^1'°."/, n° T TT\^L"Zl knowledge of any acquirer-speciflc payment protocols. 
API 6910 consists of concise functions which are available ^ * f * i_ 
via a call out interface to custom modules 6901-6903 .0 , The custom appl.«Uons for a parUcular acquirer can be 
provided by application developers. The lower API 6940 developed m C or C++ and l"&ed to Uie gateway core 
allows the gateway 6930 a^d the custom modules so twareeiUier statically or dynamcaUy If they are 
6901-6903 to call in to reusable helper fiinctions 6950-6970 '"^^ f y considered "shared objects on 
which faciUtate isolation from possftle ftiture fluctuations in ^ dynamic Imk libraries on Wmdows NT. A gate- 
structural definiUons of SET data elements. The system 45 way inslallation consiste of the core gateway engme and the 
conftguraUon custom parameters 6920 include the more modules designed for a parUcular acquirer^ 
static information elements required for such things as the While various embodiments have been described above, 
network address of the best or its proxy equipment, timeout " should be understood that they have been Presented by 
values, expected length of certain messages and other sys- way of example only, and not limitaUon. Thus, the breadth 
tern configuration infonnation. These parameters are sped- 50 ^°P^ °^ ^ preferred embodiment should not be limited 
fled as name-vahie pairs in the gateway system initialization by any of the above described exemplary einbodiinents. but 

should be defined only in accordance with the following 

Hie vGATE SET Access API shields appUcation devel- ''^'^^ f"'' equivalents, 
opers from the structural complexities of the SET (Secure 7 / claimed is. 

Ekcuonic Transaction) protocol by providing high-level 55 }.■ ^ '''"^^'"S «''«=^'f P^y'"^'" '''"X 

access functions to SET-defined data elements and allowing a structured gateway between a network 

the use of such fiinctions to be integrated seamlessly with the Wl'cat.on and a host processor, comprising the steps of: 
translations of a particular acquirer-specific message format. receiving the eacrypted payment transacUon at the 

The need for the SET Access API is twofold: first, program gateway from the network apphcation; 

abstraction and. second, separation of concerns. The forest 60 0>) decrypting the encrypted payment transaction into a 
of deeply nested data structures generated from compiling decrypted transaction utihang a first application pro- 

the textual SET ASN. 1 definitions is very tedious to g"ra interface to access one or more helper fiinctions; 

traverse, and direct exposition to multiple levels of pointer (c) convening the decrypted transaction into a converted 
manipulation is a major distraction in developing acquirer- transaction utilizing a second application program 

driven custom applications for vGATE. Furthermore, the 65 interface to access one or more custom modules; 
SET proposed sUndard, still in draft form, has been and is (d) storing one or more data elements associated with the 
expected to be going through various revisions in which the decrypted transaction; and 
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(e) transmitting the converted transaction to the host 
processor. 

2. A method for processing an encrypted payment 
transaction, as recited in claim 1, wherein the one or more 
helper functions include support for one or more payment 
protocols. 

3. A method for processing an encrypted payment 
transaction, as recited in claim 1, wherein the one or more 
helper functions include support for a secure electronic 
transaction protocol. 

4. A method for processing an encrypted payment 
transaction, as recited in claim 3, wherein the one or more 
helper functions include extetisions to the secure electronic 
transaction protocol. 

5. A method for processing an encrypted payment 
transaction, as recited in claim 1, wherein the one or more 
custom modules perform host specific message formatting. 

6. A method for processing an encrypted payment 
transaction, as recited in claim 1, wherein the one or more 
custom modules utilize the gateway to perform external 
communication. 

7. A method for processing an encrypted payment 
transaction, as recited in claim 1, wherein the one or more 
custom modules modify the control flow of the gateway. 

8. A method for processing an encrypted payment 
transaction, as recited in claim 1, wherein the gateway is 
customized utilizing at least one system configuration 
parameter. 

9. A method for processing an enaypted transaction, as 
recited in claim 1, further comprising the step of authenti- 
cating the encrypted payment transaction. 

10. A method for processing an encrypted payment 
transaction, as recited in claim 1, wherein the one or more 
custom modules direct recovery actions performed by the 
gateway. 

11. A method for processing an encrypted payment 
transaction, as recited in claim 1, wherein the one or more 
custom modules perform functions that are internal to the 
gateway. 

12. A system for processing an encrypted payment trans- 
action utilizing a structured gateway between a network 
application and a host processor, comprising: 

(a) means for receiving the encrypted payment transaction 
at the gateway from the network application; 

(b) means for decrypting the encrypted payment transac- 
tion into a decrypted transaction utilizing a first appU- 
cation program interface to access one or more helper 
functions; 

(c) means for converting the decrypted transaction into a 
converted transaciton utilizing a second application 
program interface to access one or more custom mod- 
ules; 

(d) means for storing one or more data elements associ- 
ated with the decrypted transaction; and 

(e) means for transmitting the converted transaction to the 
host processor. 

13. A system for processing an encrypted payment 
transaction, as recited in claim 12, wherein the one or more 
helper functions include support for one or more payment 
protocols. 

14. A system for processing an encrypted payment 
transaction, as recited in claim 12, wherein the one or more 
helper functions include support for a secure electronic 
transaction protucol. 

15. A system for processing an encrypted payment 
transaction, as recited in claim 14, wherein the one or more 
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helper functions include extensions to the secure electronic 
transaction protocol 

16. A system for processing an encrypted payment 
transaction, as recited in claim 12, wherein the one or more 

5 custom modules direct recovery actions performed by the 
gateway. 

17. A system for processing an encrypted payment 
transaction, as recited in claim 12, wherein the one or more 
custom modules utilize the gateway to perform external 
communication. 

18. A system for processing an encrypted payment 
transaction, as recited in claim 12, wherein the one or more 
custom modules control the gateway processing by specific 
messages which arc passed from the custom modules 
through the gateway to a specific target. 

19. A system for processing an encrypted payment 
transaction, as recited in claim 12, wherein the gateway is 
customized utilizing at least one system configuration 
parameter. 

20. A system for processing an encrypted transaction, as 
recited in claim 12, further comprising means for authenti- 
cating the encrypted payment transaction. 

21. A system for processing an encrypted payment 
transaction, as recited in claim 12, wherein the one or more 
custom modules perform host specific message formatting. 

22. A system for processing an encrypted payment 
transaction, as recited in claim 12, wherein the one or more 
custom modules perform functions that are internal to the 
gateway. 

23. A computer program embodied on a computer- 
readable medium for processing an encrypted payment 
transaction utilizing a structured gateway between a network 
application and a host processor, comprising: 

(a) a code segment for receiving the encrypted payment 
transaction at the gateway from the network applica- 
tion; 

(b) a code segment for decrypting the encrypted payment 
transaction into a decrypted transaction utilizing a first 
apphcation program interface to access one or more 

^0 helper functions; 

(c) a code segment for converting the decrypted transac- 
tion into a converted transaction utilizing a second 
application program interface to access one or more 
custom modules; 

45 (d) a code segment for storing one or more data elements 
associated with the decrypted transaction; 
(c) a code segment for transmitting the converted trans- 
action to the host processor. 

24. A computer program, as recited in claim 23, wherein 
50 the one or more helper functions include support for one or 

more payment protocols. 

25. A computer program, as recited in claim 23, wherein 
the one or more helper functions include support for a secure 
electronic transaction protocol. 

55 26. A computer program, as recited in claim 25, wherein 
the one or more helper functions include extensions to the 
secure electronic transaction protocol. 

27. A computer program, as recited in claim 23, wherein 
the one or more custom modules perform functions that are 

60 internal to the gateway. 

28. A computer program, as recited in claim 23, wherein 
the one or more custom modules utilize the gateway to 
perform external communication. 

29. A computer program, as recited in claim 23, wherein 
65 the one or more custom modules control the gateway 

processing by specifying messages which are passed from 
the custom modules through the gateway to a specific target. 
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30. A computer program, as recited in claim 23, wherein 
the gateway is customized utilizing at least one system 
configuration parameter. 

31. A computer program, as recited in claim 23, further 
comprising a code segment for authenticating the encrypted 
payment transaction. 

32. A computer program, as recited in claim 23, wherein 
the one or more custom modules perform host specific 
message formatting. 



112 



33. A computer program, as recited in claim 23, wherein 
the one or more custom modules direct recovery actions 
performed by the gateway. 

34. A computer program, as recited in claim 23, wherein 
the gateway is customized utilizing at least one system 
configuration parameter. 
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